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EXECUTIVE SUMMARY

of geo-technological changes. These changes
include major advances in technological innovation
owing to a range of factors such as an increase in
global interconnectedness and the transnational
flow of data and technology, increases in the
availability of massive datasets, improvements in
computing power, more robust and flexible machinelearning algorithms, and the availability of open
source-code libraries and technical frameworks
that allow software developers to leverage the work
of others for new use cases.1 In contrast to earlier
periods, much of this technological innovation has
been driven by the civilian sector, yet many of these
advances involve inherently dual-use, “strategic”
technologies that are important for national
defense. This dynamic has contributed to a blurring
of the distinction between economic and national
security concerns, confronting policymakers
with an innovation-security conundrum: How can
strategically sensitive emerging technologies be
protected without undermining the economic
ecosystem that gives rise to their development?2
One aspect of the conundrum is the worry that
data privacy and national security are increasingly
interconnected. Data (and data networks) can be
exploited in ways that threaten security, but they
also form the lifeblood of technological innovation
on which both economic growth and national
security depend.3

Geo-technological changes are driving an array of
economic, national security, and human rights concerns
in U.S.-China relations. Calibrating technological
competition and integration will be one of the foremost
foreign policy challenges for the next administration,
calling for a multifaceted U.S. strategy that prioritizes
cooperation with allies and partners. The Trump
administration’s technology approach has relied
disproportionately on unilateral measures instead
of building coalitions of countries willing to adopt
and enforce common rules and practices. U.S. policy
should seek to protect American intellectual property
and strategic technologies, sustain and strengthen the
innovation ecosystem that makes those technologies
possible and uphold American values of human rights,
democracy, and the rule of law.
The task for a realistic foreign policy is to advance
American interests and values through multilateral
frameworks that recognize the extent to which
these objectives are broadly shared. To that end,
the next administration should pursue a robust
policy agenda in the following categories:
• Establish a National Data Security and Privacy
Framework
• Launch a Multilateral Digital Trade Initiative
• Impose Meaningful Penalties for Malicious
Cyber Activity

In tandem with these developments, there has
been a long-term shift away from U.S. technological
supremacy toward a more multipolar world in which
no country is technologically self-sufficient and the
global economy is physically and digitally integrated
and interdependent. In addition, a relative decline
in the significance of traditional military power
and geopolitical competition has made economic
and technological strength a more salient
feature of competition among nation-states for
political influence.4 As a paradigmatic case of this
interdependence and competition, the economies

• Revitalize International Law and Institutions
Addressing New Technologies
• Empower a Dedicated Body for Internal and
External Technology Policy Coordination

THE PROBLEM
In the years coinciding with China’s dramatic rise in
wealth and power, the world has witnessed a series
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of China and the United States have gone from
largely complementary — with China supplying lowcost goods to American consumers and the United
States providing capital to drive China’s export-led
growth — to increasingly competitive, with both
countries seeking to secure their future prosperity
through cutting-edge technologies and innovative
capacity. This raises the stakes of longstanding,
fundamental disagreements between the United
States and China over the ground rules of economic
competition, with each side viewing their equities in
that competition as vital interests.

China’s economy and society has become more farreaching and coercive; that digital integration with
China exposes sensitive U.S. data and technology
to actual and potential exploitation by the Chinese
government; and that the PRC is pursuing a strategy
of technological advancement at least partially at
odds with U.S. interests and values.
These complex challenges call for a multifaceted
U.S. strategy that recognizes the need for
cooperation with allies and partners. On this score,
the Trump administration has fallen short, despite
its deployment of a wide range of policy tools,
including export controls, investment screenings,
and presidential emergency authorities. Some
of these tools, such as immigration restrictions
targeted at preventing “non-traditional collectors”
in STEM disciplines, may fail to align means with
ends.11 For others, such as the new Department
of Defense “defending forward” cyber strategy
targeting persistent network-based threats,12 a lack
of accessible information may limit the public’s
ability to confidently evaluate the policy. In other
areas, U.S. strategy appears incoherent. Take,
for example, the approach of indicting-withoutprosecuting Chinese hackers for cybertheft on U.S.
networks: judging by its publicly stated aims (most
notably, deterrence), that strategy appears to be a
spectacular failure.13

The Chinese practices of principal concern for U.S.
policymakers were summarized in the U.S. Trade
Representative’s 2018 Section 301 report and
the White House’s 2020 summary of the “United
States Strategic Approach to the People’s Republic
of China.” These include concerns that the PRC “(1)
requires or pressures United States companies to
transfer their technology to Chinese entities; (2)
places substantial restrictions on United States
companies’ ability to license their technology on
market terms; (3) directs and unfairly facilitates
acquisition of United States companies and assets by
domestic firms to obtain cutting edge technologies;
and (4) conducts and supports unauthorized
cyber intrusions into United States companies’
networks to access sensitive information and trade
secrets.”5 Broadly framed, China has not fully lived
up to its WTO commitments and other promises to
respect U.S. intellectual property rights or to pursue
technological competition on fair market terms.6
A noteworthy example is the U.S. complaint that
China has failed to abide by its 2015 pledge not to
“conduct or knowingly support cyber-enabled theft
of intellectual property, including trade secrets
or other confidential business information, with
the intent of providing competitive advantages to
companies or commercial sectors.”7

Much of the Trump administration’s technology
strategy has relied too heavily on unilateral
measures instead of building coalitions of countries
willing to adopt and enforce common rules and
practices. To date, the bilateral tariff war with China
has damaged the U.S. economy without resolving
structural issues relating to Chinese technology
acquisition practices and industrial policies.14 On
cybersecurity, the Trump administration has focused
disproportionate attention on specific Chinese
companies such as Huawei and ByteDance but
neglected the importance of creating a multilateral
data protection framework that raises standards
across the board for all entities.

Since at least 2016, an array of issues blending
considerations of national security, human rights,
and democratic integrity have been added to
longstanding economic concerns. These include
Chinese disinformation campaigns,8 the prospect of
Chinese interference in U.S. domestic politics,9 and
the export of Chinese censorship and surveillance
practices along with the technologies that enable
those practices.10 These concerns are linked by the
growing sense outside China that under Xi Jinping’s
authoritarian policies, the role of the state in

The use of export controls has increased in relation
to specific entities — most prominently, Huawei
and its affiliates — but the Commerce Department
has been slow in fulfilling its legislative mandate
to broaden the scope of export controls involving
“emerging and foundational technologies.” This
hesitation is due in part to concerns that new
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controls will disadvantage U.S. firms, particularly
if they are not closely coordinated with partner
countries. Executive orders aimed at banning
TikTok and WeChat have met with skepticism in
allied capitals, where regulators appear unlikely
to follow suit.15 Finally, recent statements of U.S.
policy have failed to adequately account for the
benefits of technological integration with China,
compounded by a failure to appreciate the extent
to which U.S. allies are wary of disentanglement
with China or a global bifurcation into dueling
technological ecosystems.

next administration should consider the following
policy options:16
Establish a national data security and privacy
framework: The next administration should work
with Congress to enact legislation establishing
a federal data protection framework that builds
on the catalyzing functions of the California
Consumer Privacy Act and the EU General Data
Protection Regulation to set “highest common
denominator” standards for data brokers operating
in the U.S. market, regardless of national origin,
while sustaining broadly free flows of data across
national borders.17 The legislation should include
clear standards for the collection, processing, and
sharing of personal information,18 and it should
be enforceable through a combination of federal
regulatory powers and private rights of action.19
Such legislation would not eliminate differences
between the United States and its European allies
on data governance, but it could help to narrow the
gap and is important for U.S. interests in its own
right.20 At the same time, the U.S. should rationalize
its cybersecurity liability regime. Following the
recommendations of the Cyberspace Solarium
Commission, the administration should work with
Congress to pass a law “establishing that final
goods assemblers of software, hardware, and
firmware are liable for damages from incidents that
exploit known and unpatched vulnerabilities.”21
Software vendors should be responsible for
developing and distributing patches in a timely
manner, and companies should be encouraged
to disclose vulnerabilities and implement the
basic steps needed to ensure they are regularly
updating their systems. These duties of care could
be accompanied by requirements for Internet-ofThings producers to certify the security of systems
built into their products and to clarify cyber risks
for consumers over the life cycle of their products.22

OBJECTIVES
The objectives of a multilateral U.S. technology and
cybersecurity policy are straightforward:
• Strengthen and defend American national
security and economic prosperity
• Protect U.S. intellectual property and strategic
technologies
• Sustain and strengthen the innovation
ecosystem that makes those technologies
possible
• Mitigate the risks of espionage, unlawful data
exploitation, and sabotage or destruction on
U.S. networks or through global supply chains
• Counter foreign disinformation campaigns and
censorship on internet platforms that operate in
the U.S. market
• Uphold American values of human rights,
democracy, and the rule of law
• Prevent a global splintering into rival
technological and information systems that
would undermine these goals

Launch a multilateral digital trade initiative:
Improving domestic data governance should be
viewed as predicate to a broader global strategy.
In tandem with legislative reform at home, the
United States should seek to find common ground
on digital trade with countries that have strong
commitments to data security and interoperability,
inspired by Japan’s proposal for “data free flow
with trust.”23 Over the past four years, Washington
has lost ground in setting the terms of debate on
cross-border data flows. An enforceable digital

RECOMMENDATIONS
In an interconnected world in which technological
power and capabilities are distributed, none of
the aforementioned objectives can be achieved
unilaterally. And unilateral policy cannot realistically
unwind globalization or interconnectedness. The
task for a realistic foreign policy is to advance
American interests and values through multilateral
frameworks that recognize the extent to which
these interests are broadly shared. To that end, the
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trade agreement among a club of like-minded
nations could benefit American workers and the
innovation base while creating long-term incentives
for countries such as China to improve their
domestic governance regimes and cut back on
state-sponsored theft of foreign IP. The digital trade
chapter of the Comprehensive and Progressive
Agreement for Trans-Pacific Partnership (CPTPP)
largely coheres with provisions in the U.S.-MexicoCanada Agreement24 and the U.S.-Japan Digital
Trade Agreement.25 Short of joining CPTPP, the next
administration could expand upon its digital trade
chapter with more stringent and comprehensive
rules to establish a standalone digital trade
arrangement.

Revitalize international law and institutions
addressing new technologies: Recognizing the
importance of cooperation on cybersecurity and
emerging technologies, the U.S. should recommit
to multilateral efforts such as the United Nations
Group of Governmental Experts on developments
in the field of information and communications
technologies in the context of international
security, which address norms, confidence-building
measures, and the question of how international
law applies to cyberspace and lethal autonomous
weapons systems.31 The next administration should
make clear that it recognizes common interests
with China and among all countries in the integrity
and stability of the global financial system; in not
being misled into armed conflict by third-party
malefactors; in counter-proliferation measures to
prevent cyber weapons or autonomous weapons
systems from getting into the hands of malicious
non-state actors; in better understanding how other
countries approach legal-policy questions such
as the definitions of “armed conflict” or “critical
infrastructure” or “human control” over autonomous
systems; and in cooperating to combat transnational
cybercrime, among other objectives.32 At the same
time, the U.S. should spur the launch of a new
multi-stakeholder initiative aimed at ensuring the
scientific independence of international standardsetting bodies for 5G and other technologies,
monitoring and publicizing efforts by governments
and their proxies to manipulate technical standardsetting processes for political ends.33 Similarly,
the U.S. could coordinate the expansion of NATO’s
efforts on countering disinformation to like-minded
nations in the Indo-Pacific and other regions.34

Impose meaningful penalties for malicious cyber
activity: Chinese state-linked hackers have not
been appreciably deterred by the recent spate of
Justice Department indictments for cybertheft on
U.S. networks where there is no realistic chance of
extraditing or prosecuting the defendants.26 Various
public reports suggest the U.S. government may
be expanding its “defend forward” strategy aimed
at disrupting malicious cyber activities at their
source, including activities below the threshold of
armed conflict.27 Although clear signaling is needed
to ensure these actions do not spark escalation,
the U.S. should expand such efforts to impose
meaningful costs for specific, attributable incidents
of cybertheft.28 As a next step, Washington should
work to organize a coalition of like-minded nations
to enforce norms against commercial cybertheft.
This could be done through discrete, targeted
multilateral sanctions against entities that engage
in and benefit from operations for which attribution
can be accomplished publicly and jointly with
partner governments.29 Incentives could be offered
for demonstrable changes in behavior. For example,
existing tariffs could be eased in exchange for
progress on IP theft and other practices. The U.S.
and its partners could also consider arrangements
that acknowledge (without morally sanctioning)
China’s existential concerns about the free flow of
information threatening China’s domestic social
order. Such an arrangement might include, for
example, a commitment to forgoing the governmentsponsored provision of software tools that enable
Chinese citizens to circumvent the Great Firewall
if and to the extent that the PRC abandons statesponsored IP theft and campaigns of disinformation
and censorship in the U.S. market.30

Empower a dedicated body for internal and
external technology policy coordination: The
next administration should consider establishing
an interagency, CFIUS-like coordinating group to
examine the practical implications of prospective
technology policies such as export controls, entity
listings, supply chain risk standards, immigration
policies, subsidies, and more. Whether designed
as a joint committee with a lead agency (perhaps
housed in the Commerce Department) or as an
expansion and elevation of the White House Office
of Science and Technology Policy (with enhanced
oversight power) or within the National Security
Council, the group would seek to ensure that
federal policies are as narrowly tailored as possible
to protect sensitive technologies without cutting off
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the lifeblood of their development: data, investment,
and human capital.35 Such an entity should have
the flexibility to coordinate innovation policy proposals
among allies and partners by proposing economic
incentives for countries with varying threat perceptions
to join together in adopting narrowly scoped technology
protections while spurring intra-group cooperation
through targeted bilateral and multilateral pooling of
data, funding for innovation, and reduction of licensing
and regulatory barriers to cooperation among allies
in sensitive technologies.36 The coordinating group
could advise on multilateral principles for supply chain
security, building on inclusive statements such as the
May 2019 Prague Proposals37 and the EU Toolbox on 5G
Security.38 It could guide joint funding for research and
development on potential software-based solutions to
5G (and eventually 6G) cybersecurity.39 And it could
advise on how to craft sanctions and articulate clear
diplomatic signals for entities that enable human
rights abuses through the use of digital tools for
surveillance and repression, especially in Xinjiang.40
In carrying out these functions, the coordinating group
would benefit from consulting a range of perspectives,
including technical and subject-matter experts outside
the federal government. Private-sector experts could
be engaged in accordance with the Federal Advisory
Committee Act to help decision-makers “game out”
the downstream consequences of mooted policies and
to calibrate strategies that account for the competing
values and interests at stake.
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