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China’s Data Dilemma:  
Maximizing Data Utilization While Ensuring Data Security 

 Jamie P. Horsley 
 
Introduction 
 
The People's Republic of China, one of the world's largest data producers, aims to harness data’s 
value as a strategic resource to foster innovation, economic development, social welfare and 
effective governance. It is establishing a comprehensive national data infrastructure to enable 
secure, integrated data circulation and sharing systems across levels of government, among 
diverse sectors and covering in an integrated national catalog or directory all or most of China's 
governmental or public data, disclosed corporate data, and personal data, by 2029.1  China is 
simultaneously building a regulatory infrastructure to promote maximum data circulation and 
utilization, while protecting sensitive personal and non-personal data.  Data and data security are 
critical not only to China's overall development, but also to the political security of the ruling 
Chinese Communist Party (the Party or CCP).  The Chinese party-state must constantly 
recalibrate the tension between development imperatives and security concerns in response to 
dynamic economic, social, technological, corporate and geopolitical pressures. 
 
This study examines China's evolving data governance system under CCP stewardship. 
Foundational legislation on cyber and data security and personal information protection 
establishes data localization alongside free flow principles and categorizes data by security risk, 
with attendant obligations. While the party-state seeks to protect personal, strategically critical 
and other sensitive data, both domestically and cross-border, it encourages data's utilization for 
public welfare and economic development purposes—including to provide high-quality data to 
feed AI development.2 This study then discusses some common misapprehensions about China's 
data regulation, which are often based on assumptions about its authoritarian political system and 
have constituted significant obstacles to engaging China directly on data sharing and risk 

 
Authors Note:  This study of China’s data governance regime grew out of a presentation on September 26, 2023 at a 
symposium on China’s Data Governance and its Impact on US-China Relations convened by The Carter Center in 
partnership with Emory University, Georgia State University, Spellman College, and the China Research Center in 
Atlanta, https://www.chinacenter.net/event/chinas-data-governance-and-its-impact-on-us-china-relations/. Originally 
conceived as focusing on China’s social credit system, the symposium prompted the author to begin an exploration 
of broader issues of data governance in China.  See, Miranda Wilson, Jamie Horsley on Data Privacy and China’s 
Social Credit System, U.S.-China Perception Monitor, November 13, 2023,  https://uscnpm.org/2023/11/13/jamie-
horsley-data-privacy-china-social-credit-system/.  
 
1 国家发展改革委 国家数据局 工业和信息化部关于印发《国家数据基础设施建设指引》的通知 [Notice of 
the National Development and Reform Commission and National Data Administration on issuing Guidelines for 
National Data Infrastructure Construction], January 6, 2025, 
https://www.ndrc.gov.cn/xxgk/zcfb/tz/202501/t20250106_1395455.html; English translation and introduction by the 
Center for Security and Emerging Technology, April 22, 2025,  https://cset.georgetown.edu/publication/china-
national-data-infrastructure-guidelines/; China plans to upgrade its 5G network, accelerate 6G innovation, and 
spruce up construction of national data infrastructure, Global Times, January 6, 2025, 
https://www.globaltimes.cn/page/202501/1326343.shtml. 
2 朱民 [Zhu Min]：“人工智能+”带来各行业应用涌现 成为经济发展动力["Artificial Intelligence +" brings about 
the emergence of applications in various industries and becomes a driving force for economic development], Caixin, 
June 25, 2025, thttps://www.caixin.com/2025-06-25/102334150.html?mc_cid=63c1116bcc&mc_eid=4f18c05255.  
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management. These include China’s cross-border data transfer requirements, which Chinese 
regulators have modestly relaxed in response to economic and business pressures, and the 
country's widely misinterpreted social credit system, which illustrates the challenges of and 
concerns about attempting national aggregation and sharing of massive amounts of data. 
 
The United States and China both view data as a strategic resource or asset.  The two countries 
grapple with similar domestic challenges of breaking down data silos3 and more effectively 
sharing all sorts of data (including in support of AI ambitions), ensuring data quality, securing 
networks, setting guardrails around unauthorized data collection, curbing criminal hacking of 
sensitive information, and developing frameworks to foster and effectively manage data-reliant 
AI. Despite significant political system differences that impact both the law and its 
implementation, both countries also share many general principles and procedures for regulating 
the handling of data, as well as concerns about data security risks from cross-border data flows 
with the other.4 Converging aspects of the two countries' data regimes are expanding, as each 
modifies5 its initial approaches,6 if not its standpoints, under pressure from geopolitical and 
economic considerations. 
 
Legitimate mutual concerns about data risks need not preclude data dialogue. Shared challenges 
and concerns can be discussed to promote mutual understanding, if not always agreement, as our 
two countries continue to interact with each other and the rest of the world. Initial arrangements 
for sharing financial, health, scientific and other sector-specific data sharing might serve as the 
basis for a broader framework that addresses their respective data dilemmas and facilitates the 
continued flow of identified non-sensitive data bilaterally and multilaterally. 
 
China’s Data Governance Regime 
 
Data governance is a system to ensure the security, accuracy and availability of data that focuses 
on both physical networks and the information recorded in electronic and other forms 
constituting “data”7 that travels through them.  Data governance in China, overseen by the ruling 

 
3 Executive Office of the President, Executive Order on Stopping Waste, Fraud, and Abuse by Eliminating 
Information Silos, White House, March 20, 2025, https://www.whitehouse.gov/presidential-
actions/2025/03/stopping-waste-fraud-and-abuse-by-eliminating-information-silos.   
4 Peter Harrell, Managing the Risks of China’s Access to U.S. Data and Control of Software and Connected 
Technology, Carnegie Endowment for International Peace, January 30, 2025, 
https://carnegieendowment.org/research/2025/01/managing-the-risks-of-chinas-access-to-us-data-and-control-of-
software-and-connected-technology;  Cyberspace Administration of China, 全球数据跨境流动合作倡议[Global 
Cross-border Data Flow Cooperation Initiative], November 20, 2024, https://www.cac.gov.cn/2024-
11/20/c_1733706018163028.htm. 
5 Meredith Broadbent, USTR Upends U.S. Negotiating Position on Cross-Border Data Flows, Center for Strategic 
and International Studies (CSIS), December 12, 20223, https://www.csis.org/analysis/ustr-upends-us-negotiating-
position-cross-border-data-flows.  
6 Martin Chorzempa and Samm Sacks, China's new rules on data flows could signal a shift away from security 
toward growth, Peterson Institute for International Economics, October 3, 2023,  
https://www.piie.com/blogs/realtime-economics/chinas-new-rules-data-flows-could-signal-shift-away-security-
toward-growth.  
7 中华人民共和国数据安全法 [Data Security Law of the People's Republic of China], promulgated June 10, 2021, 
https://www.gov.cn/xinwen/2021-06/11/content_5616919.htm; official English translation, 
http://en.npc.gov.cn.cdurl.cn/2021-06/10/c_689311.htm. 
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CCP that leads an intertwined party-state, is impacted by China’s domestically focused national 
security imperative in which the political security of the CCP is ultimately paramount. This is 
often in tension with the imperative of economic development, which itself is a national security 
issue, resulting in a shifting stress on one or the other imperative depending on multiple factors. 
While China’s legal system is not generally rights-based, the emergence of personal information 
protection as a regime priority, amid a more general discussion of data rights and maximizing 
data utilization for the common good, has added complexity. China’s regulatory process is 
driven by top-down, often politicized policy goals, but it nonetheless generally utilizes a multi-
stakeholder model similar to that of the U.S. that encourages a collaboration of party, 
government, corporate, non-governmental organization and individual inputs.8  Recent partial 
relaxation of China’s strict cross-border data requirements, for example, resulted from such a 
collaborative process spurred by both economic and geopolitical considerations, as discussed 
below.  
 
Development background 
 
Data’s importance to fostering China’s digital and broader economy, as well as governance 
capacity, has become increasingly apparent, fueling pressures to improve data sharing and 
utilization at home and cross-border, while protecting sensitive data and data network security. 
These competing pressures intensify the traditional tension in China between secrecy and 
transparency, and between national security and development. China’s modern data governance 
regime builds on centuries of official information management experience9 in navigating that 
tension.  After its establishment in 1949, the PRC adopted legislation that perpetuated long-
established archival management and state secrets protection mechanisms that emphasized 
official secrecy and information control. After the launch of Reform and Opening in 1979, 
China’s economic and social development was assisted by the swiftly developing Internet and 
“informatization” -- the application of information technology.10  Its drive to develop computer, 
network and information security infrastructure was accompanied by an unprecedented, cautious 
initiative to foster greater government transparency in the interests of economic and social 
development, which accelerated after China entered the World Trade Organization in 2001.11   
 
At the start of the 21st Century China’s central government, the State Council, was focused on 
informatization of the national economy and social development, including construction of an e-

 
8 See, e.g., Matt Sheehan, China’s AI Regulations and How They Get Made, Carnegie Endowment for International 
Peace, July 10, 2023, https://carnegieendowment.org/research/2023/07/chinas-ai-regulations-and-how-they-get-
made?lang=en.  
9 Yasser Ali Nasser and Matthew Wong Foreman, The Chinese Archive :A Pocket Manual, https://www.clir.org/wp-
content/uploads/sites/6/2023/09/The-Chinese-Archive.pdf; William Moss, Dang'an: Contemporary Chinese 
Archives, China Quarterly, March 1996, 
https://www.jstor.org/stable/655647?searchText=&searchUri=&ab_segments=&searchKey=&refreqid=fastly-
default%3A7d066578966bb231c4a350e70b834621&initiator=recommender&seq=1.  
10David Dorman, “Informatization” and “Digitalization” Are Two Different Things, Digital China Wins the Future, 
February 2, 2023,  https://digitalchinawinsthefuture.com/2023/02/02/informatization-and-digitalization-are-two-
different-things/.  
11 Jamie P. Horsley, Toward a More Open China?, in Ann Florini ed., The Right to Know: Transparency for an 
Open World (Columbia University Press, 2007), 
https://law.yale.edu/sites/default/files/documents/pdf/Intellectual_Life/CL-OGI-Toward_More_Open-English.pdf.  
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government system with network and information security and government transparency.12 It 
encouraged local government information disclosure pilots on the premise that government 
openness would help reduce corruption, spur economic development, better supervise lower 
level governments, and bolster the CCP’s legitimacy through better governance.  In 2007, the 
State Council adopted nationally applicable Regulations on Open Government Information 
(OGI)13 that mandated proactive disclosure of a wide range of government-held information and 
gave the Chinese public the unprecedented right to request undisclosed recorded information 
from State Council departments and local governments. They granted individuals the right to 
request information about themselves and to correct it, although requests for other information 
were initially subject to a “special needs” test that was abandoned in a 2019 revision.14  The 
Regulations also afforded private enforcement against the government through internal 
administrative appeals and litigation in the Chinese courts, which the Chinese public actively 
utilized.15 
 
In the following years, China’s party-state increasingly promoted the sharing and public 
disclosure of government-held “information resources” and breaking down of “information 
silos” within and among government at all levels,16 as well as between government and society, 
to facilitate more efficient governance and economic development.  At the same time, as 
reflected in the OGI Regulations, it also continued to emphasize protecting broadly defined state 
secrets and, with some qualifications related to the public interest, the new concepts of personal 
privacy and commercial secrets and prohibited disclosure of government information that might 
endanger state security, public security, economic security or social stability. The OGI 
Regulations, central bank measures regulating personal credit reporting information,17 a policy 
establishing China’s disclosure-based social credit system,18 and State Council provisions on 

 
12 中共中央办公厅、国务院办公厅关于转发《国家信息化领导小组关于我国电子政务建设指导意见》的通
知[Notice of the General Offices of the CCP Central Committee and the State Council on Forwarding the "Guiding 
Opinions of the National Informatization Leading Group on the Construction of E-Government in China], August 6, 
2002, http://www.cac.gov.cn/2002-08/06/c_1112139134.htm (E-Government Opinions).  
13Jamie P. Horsley, China Adopts First Nationwide Open Government Information Regulations, May 7, 2007, 
https://law.yale.edu/sites/default/files/documents/pdf/Intellectual_Life/Ch_China_Adopts_1st_OGI_Regulations.pdf 
14 中华人民共和国政府信息公开条例 [Regulations of the People’s Republic of China on Open Government 
Information], revised April 2019, http://www.gov.cn/zhengce/content/2019-04/15/content_5382991.htm; unofficial 
English translation, https://law.yale.edu/sites/default/files/area/center/china/2022-9-5_jph_rev_ogir.pdf.  
15 Jamie P. Horsley, Update on China’s Open Government Information Regulations: Surprising Public Demand 
Yielding Some Positive Results, Freedominfo.org, April 10, 2010, https://www.freedominfo.org/2010/04/update-on-
china-open-government-information-regulations/. 
16 国务院关于印发政务信息资源共享管理暂行办法 [State Council Interim Measures for the Administration of 
Sharing of Government Information Resources], September 19, 2016,  http://www.gov.cn/zhengce/content/2016-
09/19/content_5109486.htm (Government Information Sharing Measures).  That document defined “government 
information resources” as all kinds of information such as documents, materials, tables and data produced or 
acquired by government departments in the performance of their functions and recorded and retained in given 
formats. This definition is similar to the concept of “government information” in the 2007 State Council OGI 
Regulations.  
17 People’s Bank of China (PBC), Provisional Rules on Management of Individual Credit Information Database, 
August 18, 2005,  http://www.pbc.gov.cn/en/3688253/3689009/3788456/3709902/index.html (2005) 
18 社会信用体系建设规划纲要（2014 2020 年） [Planning Outline for the Establishment of a Social Credit 
System (2014-2020)], September 27, 2014, http://www.gov.cn/zhengce/content/2014-06/27/content_8913.htm; 
unofficial English translation, https://www.chinalawtranslate.com/en/socialcreditsystem/. 
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sharing government data19 and information resources20 all mandated protecting personal 
information and commercial secrets, alongside state secrets, as a constraining principle.  
 
Informatization and opening also spurred enhanced CCP concerns about the political 
implications of uncontrolled information circulating more freely within China and with the 
outside world. As admonished by Reform and Opening’s architect, Deng Xiaoping, opening the 
window lets in not only fresh air, but also flies that might undermine CCP control. State Council 
regulations on international computer information networking adopted in 1996 imposed 
restrictions on information access into and export out of China through unified central control,21 
marking the birth of what has been termed the Great Firewall of China.22 A month after the OGI 
Regulations were promulgated in 2007, the Ministry of Public Security, China’s primary 
domestic police and law enforcement authority, along with the CCP-led National Administration 
of State Secrets Protection and other authorities, issued measures establishing a multi-level 
protection system tiered according to the degree of harm to national security, social order, the 
public interest and the public’s lawful rights and interests that would result if information 
systems were damaged.  Domestically, the Internet facilitated e-government, OGI, and a broader 
“open government” initiative that includes greater public participation in governance,23 as well 
as modest initiatives to improve transparency of the courts, legislatures, and even the Party.24 
The 12th Five-Year Economic Development Plan (2011-15) barely mentioned data, but 
“information” and “informatization” to transform governance and the economy were hot 
buzzwords.25  
 
The Snowden revelations in June 2013 about the U.S. PRISM program’s collection of vast 
amounts of data from around the world, including China, alarmed Chinese leaders.26  In 
February 2014, Xi Jinping announced a new CCP coordinating body to centralize cybersecurity 

 
19国务院关于印发促进大数据发展行动纲要的通知 [State Council Notice on Issuing the Action Outline for 
Promoting the Development of Big Data], August 15, 2015, https://www.gov.cn/zhengce/content/2015-
09/05/content_10137.htm. Big data was defined as data sets characterized by high volume, many varieties, high 
speed access, and high application value. 
20 Government Information Sharing Measures, supra note 16. 
21 中华人民共和国计算机信息网络国际联网管理暂行规定 [Interim Provisions of the People's Republic of China 
on the Management of International Networking of Computer Information], February 1, 1996,  
https://www.12377.cn/xzfg/2020/7f441527_web.html. 
22 Geremie R. Barme and Sang Ye, The Great Firewall of China, Wired, June 1 1997, 
https://www.wired.com/1997/06/china-3/. 
23 Jamie P. Horsley, China Promotes Open Government as it Seeks to Reinvent Its Governance Model, 
FreedomInfo.org, February 22, 2016, https://law.yale.edu/sites/default/files/china-law-
documents/2016_horsley_china_promotes_open_government.pdf. 
24 Jamie P. Horsley, Will Engaging China Promote Good Governance?, Brookings Institution, January 2017, 
https://www.brookings.edu/wp-
content/uploads/2017/01/fp_201701_will_engaging_china_promote_good_governance2.pdf. 
25 中华人民共和国国民经济和社会发展第十二个五年规划纲要 [People’s Republic of China Twelfth Five Year 
Economic and Social Development Plan (2011- 2015)], March 16, 2011, 
http://www.gov.cn/2011lh/content_1825838.htm; English translation by the Delegation of the European Union in 
China, at: 
http://www.britishchamber.cn/content/chinas-twelfth-five-year-plan-2011-2015-full-english-version.  
26 William Wan, After Snowden revelations, China worries about cyberdefense, hackers, September 4, 2013, 
https://www.washingtonpost.com/world/after-snowden-revelations-china-worries-about-cyberdefense-
hackers/2013/09/04/0b5ae97e-ff62-11e2-9711-3708310f6f4d_story.html. 
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http://www.gov.cn/2011lh/content_1825838.htm
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and informatization policymaking, followed shortly by a new strategy to turn China into a “cyber 
power.”27 Chinese scholars and officials studied foreign models for ideas to effectively manage 
and protect China’s huge stores of data from foreign extraction, as well as domestic hacking. The 
State Council in 2015 launched a big data development initiative to become a data powerhouse28 
and designated artificial intelligence (AI) development as a national strategic priority in 2017,29 
calling to strengthen data security and privacy protection to ensure massive data support for AI 
research. In April 2020, the CCP Central Committee and State Council jointly designated data as 
a fifth factor of production,30 in addition to land, labor, capital, and technology, and the 
December 2021 14th Five-Year Plan for National Informatization31 called for better utilizing data 
resources to drive innovation and achieve a digital economy, society and government. China’s 
data and cyber regulatory regime is continually evolving, informed by developments in the 
European Union (EU), the United States and elsewhere, but primarily driven by domestic 
economic pressures and its distinctive political context.  
 
The Three Laws 
 
Apart from general provisions in China’s state Constitution32 and the 2020 Civil Code,33 three 
interrelated laws constitute the pillars of China’s data governance regime:  the 2016 
Cybersecurity Law (CSL),34 the 2021 Data Security Law (DSL),35 and the 2021 Personal 
Information Protection Law (PIPL).36  These three laws (Three Laws) to varying degrees reflect 

 
27 Rogier Creemers, China’s Digital Policies in Its New Era, December 2022, https://eucd.s3.eu-central-
1.amazonaws.com/eucd/assets/t2c-qGbv/china-s-digital-policies-in-its-new-era.pdf. 
28 Supra, note 19. The Chinese term translated as “data powerhouse” is 数据强国 
29 发新一代人工智能发展规划 [A Next Generation Artificial Intelligence Development Plan], State Council, July 
20, 2017, http://www.gov.cn/zhengce/content/2017-07/20/content_5211996.htm; English translation by Graham 
Webster, Rogier Creemers, Paul Triolo, and Elsa Kania, August 1, 2017 , 
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/full-translation-chinas-new-generation-
artificial-intelligence-development-plan-2017/.  
30 中共中央 国务院关于构建更加完善的要素市场化配置体制机制的意见 [Opinions of the CCP Central 
Committee and the State Council on Improving the Systems and Mechanisms for Market-based Allocation of 
Factors of Production], April 9, 2020, https://www.gov.cn/zhengce/2020-04/09/content_5500622.htm. 
31 Qiheng Chen, China Wants to Put Data to Work as an Economic Resource—But How?, DigiChina, February 9, 
2022,  https://digichina.stanford.edu/work/china-wants-to-put-data-to-work-as-an-economic-resource-but-how/. 
32 中华人民共和国宪法 [Constitution of the People's Republic of China], adopted March 11, 2018, 
https://www.gov.cn/guoqing/2018-03/22/content_5276318.htm; official English translation, 
http://english.www.gov.cn/archive/lawsregulations/201911/20/content_WS5ed8856ec6d0b3f0e9499913.html.   
33  中华人民共和国民法典 [Civil Code of the People’s Republic of China], Xinhuanet, adopted May 28, 2020, 
http://www.xinhuanet.com/politics/2020-05/28/c_1126046806.htm; official English translation, 
https://english.www.gov.cn/archive/lawsregulations/202012/31/content_WS5fedad98c6d0f72576943005.html.  
34 中华人民共和国网络安全法 [Cybersecurity Law of the People’s Republic of China], promulgated November 7, 
2016, https://www.gov.cn/xinwen/2016-11/07/content_5129723.htm; unofficial English translation 
https://digichina.stanford.edu/work/translation-cybersecurity-law-of-the-peoples-republic-of-china-effective-june-1-
2017. 
35Supra, note 7. 
36 中华人民共和国个人信息保护法 [Personal Information Protection Law of the People's Republic of China], 
promulgated August 20, 2021, https://www.gov.cn/xinwen/2021-08/20/content_5632486.htm; official English 
translation, http://en.npc.gov.cn.cdurl.cn/2021-12/29/c_694559.htm. For background and context on the PIPL, see 
Mark Jia, Authoritarian Privacy, The U. of Chicago Law Review, Vol. 91.3, May 2024,  
https://lawreview.uchicago.edu/print-archive/authoritarian-privacy.  

https://eucd.s3.eu-central-1.amazonaws.com/eucd/assets/t2c-qGbv/china-s-digital-policies-in-its-new-era.pdf
https://eucd.s3.eu-central-1.amazonaws.com/eucd/assets/t2c-qGbv/china-s-digital-policies-in-its-new-era.pdf
http://www.gov.cn/zhengce/content/2017-07/20/content_5211996.htm
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/full-translation-chinas-new-generation-artificial-intelligence-development-plan-2017/
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/full-translation-chinas-new-generation-artificial-intelligence-development-plan-2017/
https://www.gov.cn/zhengce/2020-04/09/content_5500622.htm
https://digichina.stanford.edu/work/china-wants-to-put-data-to-work-as-an-economic-resource-but-how/
https://www.gov.cn/guoqing/2018-03/22/content_5276318.htm
http://english.www.gov.cn/archive/lawsregulations/201911/20/content_WS5ed8856ec6d0b3f0e9499913.html
http://www.xinhuanet.com/politics/2020-05/28/c_1126046806.htm
https://english.www.gov.cn/archive/lawsregulations/202012/31/content_WS5fedad98c6d0f72576943005.html
https://www.gov.cn/xinwen/2016-11/07/content_5129723.htm
https://digichina.stanford.edu/work/translation-cybersecurity-law-of-the-peoples-republic-of-china-effective-june-1-2017
https://digichina.stanford.edu/work/translation-cybersecurity-law-of-the-peoples-republic-of-china-effective-june-1-2017
https://www.gov.cn/xinwen/2021-08/20/content_5632486.htm
http://en.npc.gov.cn.cdurl.cn/2021-12/29/c_694559.htm
https://lawreview.uchicago.edu/print-archive/authoritarian-privacy
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issues raised by the 2015 National Security Law (NSL),37 adopted three years after Xi Jinping 
was first elected Party General Secretary.  They are also supplemented by other laws, national 
and local regulations, and standards that impact data governance.38 
 
The NSL codified Xi’s “overall national security outlook,” an expansive, primarily domestic-
focused concept first articulated in 2014 that now incorporates political, economic, cultural, 
social, military, cyber, AI, data and other areas of security.39  The 2015 law directed, among 
other initiatives, the establishment of a national network and information security system to 
safeguard the country’s cyber sovereignty, security and development interests. It granted 
statutory powers to Xi’s cyber coordinating body,40 which ultimately emerged as the primary 
cybersecurity, online data, and privacy regulator, called the Cyberspace Administration of China 
(CAC),  a party entity also sporting a state nameplate.41  While the NSL addressed information 
security, it only mentioned data once, in connection with achieving the security and 
controllability of information systems and data in important fields. Notably, the NSL also 
stipulated the principle that government agencies and their staff are to perform their national 
security-related duties, including collecting intelligence, in accordance with the state 
Constitution and the law and are not to exceed their authority or abuse their powers. The NSL 
further specifically directs that preserving national security should “respect and protect human 
rights and protect the rights and freedoms of citizens in accordance with the law.”42 The Three 
Laws impose similar legal restraints on government agency and staff authority. 
 
The CSL was promulgated a year after the NSL specifically to safeguard cyberspace sovereignty 
and the integrity, confidentiality and usability of online data. It called for equal stress on 
cybersecurity and the healthy development of a networked and informatized economy and 
society, for opening official public data resources, and for the lawful, orderly and free flow of 
network information. The CSL required network owners, managers and service providers 
(Network Operators) to put in place a multi-level protection system to ensure network and data 
security and to adopt data classification, encryption and other protective measures. It placed the 
CAC in charge of planning and coordinating cybersecurity and related supervision efforts and 
directed it to work together with relevant government departments that are responsible for 
ensuring cybersecurity within their sectors, such as telecommunications and public security.  
 

 
37 中华人民共和国国家安全法[National Security Law of the People's Republic of China], adopted July 1, 2015, 
https://www.gov.cn/zhengce/2015-07/01/content_2893902.htm; unofficial English translation, 
https://www.chinalawtranslate.com/en/2015nsl. 
38 For an overview of this regulatory complex, see, e.g., DLA Piper, Data Protection Laws in China, last updated 
January 2025, https://www.dlapiperdataprotection.com/?t=law&c=CN.  
39 新时代的中国国家安全 [China's National Security in the New Era], State Council Information Office, May 12, 
2025, https://www.gov.cn/zhengce/202505/content_7023405.htm; and Abstract of white paper on China's national 
security in new era, Xinhua News Agency, May 12, 2025, 
https://english.www.gov.cn/news/202505/12/content_WS6821a354c6d0868f4e8f279a.html.  
40 Jamie P. Horsley, Party leadership and rule of law in the Xi Jinping era, Brookings Institution, September 2019, 
https://www.brookings.edu/articles/party-leadership-and-rule-of-law-in-the-xi-jinping-era/   
41 Jamie P. Horsley, Behind the Facade of China’s Cyber Super-Regulator, DigiChina, August 8, 2022, 
https://digichina.stanford.edu/work/behind-the-facade-of-chinas-cyber-super-regulator. 
42 Supra, note 37, arts. 7, 42-43. 

https://www.gov.cn/zhengce/2015-07/01/content_2893902.htm
https://www.chinalawtranslate.com/en/2015nsl
https://www.dlapiperdataprotection.com/?t=law&c=CN
https://www.gov.cn/zhengce/202505/content_7023405.htm
https://english.www.gov.cn/news/202505/12/content_WS6821a354c6d0868f4e8f279a.html
https://www.brookings.edu/articles/party-leadership-and-rule-of-law-in-the-xi-jinping-era/
https://digichina.stanford.edu/work/behind-the-facade-of-chinas-cyber-super-regulator
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While the CSL applies generally to all Network Operators, much of the CSL’s focus is on 
securing key network facilities and information systems in important industries and sectors 
termed critical information infrastructure (CII) and regulating the operators thereof. In addition 
to other obligations, the CSL requires CII operators to undergo security reviews (shencha) for 
purchases of network products and services that might implicate national security, pursuant to 
measures formulated by the CAC together with relevant departments. The CSL identified 
examples of CII to include public communications and information services, power, traffic, 
water, finance, public services, e-government and other critical information infrastructure whose 
destruction, loss of function or leakage of data might seriously endanger national security, 
national welfare, the people’s livelihood or the public interest. The CII concept is not dissimilar 
to the classification of “critical infrastructure” under the 2013 U.S. Presidential Policy Directive 
on Critical Infrastructure Security and Resilience.43 2021 State Council regulations on protecting 
CII security,44 which require regulatory departments to designate CII operators, did not further 
clarify the precise scope of CII.   
 
The CSL established China’s data localization principle, under which personal information (PI) 
and important data (Important Data) that are collected or generated within China by CII 
operators should be stored within China.  Nonetheless, the CSL also permits necessary cross-
border transfers of PI and Important Data, subject (with certain exceptions) to passing a security 
assessment (pinggu), which like the CII-related security review process is governed by rules 
formulated jointly by the CAC and relevant government departments.  
 
The CSL defines PI in a manner that aligns with many privacy laws, as all kinds of recorded 
information that, taken alone or together with other information, is sufficient to identify a natural 
person’s identity, including their full names, birth dates, national identification numbers, 
personal biometric information, addresses and telephone numbers. The CSL further codified 
basic PI protection principles for the collection, use, disclosure, correction and deletion of PI by 
Network Operators that had been articulated in a legally binding decision issued by the national 
legislature in 2012,45 and which would be elaborated and applied more broadly under the PIPL.  
The CSL further specified that regulatory departments must protect PI, privacy (left undefined) 
and commercial secrets they learn while performing their network-related oversight duties and 
may use information they obtain only to protect network security.  

 
43 U.S. Presidential Policy Directive on Critical Infrastructure Security and Resilience, February 12, 2013, 
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-
infrastructure-security-and-resil. 
44 关键信息基础设施安全保护条例 [Critical Information Infrastructure Security Protection Regulations], 
promulgated by the State Council on August 17, 2021, https://www.gov.cn/zhengce/content/2021-
08/17/content_5631671.htm; unofficial English translation, https://digichina.stanford.edu/work/translation-critical-
information-infrastructure-security-protection-regulations-effective-sept-1-2021. See, also, China Briefing, Critical 
Information Infrastructure in China – New Cybersecurity Regulations, August 30, 2021, https://www.china-
briefing.com/news/critical-information-infrastructure-chinas-new-regulations/.  
45 全国人大常委会关于加强网络信息保护的决定 [National People’s Congress Standing Committee Decision 
concerning Strengthening Network Information Protection], December 28, 2012, https://www.gov.cn/jrzg/2012-
12/28/content_2301231.htm; unofficial English translation, 
https://chinacopyrightandmedia.wordpress.com/2012/12/28/national-peoples-congress-standing-committee-
decision-concerning-strengthening-network-information-protection; see, Wang Hairong, Legal Firewall; 
China passed legislation to strengthen the protection of online information, Beijing Review, January 14, 2013, 
https://www.bjreview.com/print/txt/2013-01/14/content_512143.htm. 

https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://www.gov.cn/zhengce/content/2021-08/17/content_5631671.htm
https://www.gov.cn/zhengce/content/2021-08/17/content_5631671.htm
https://digichina.stanford.edu/work/translation-critical-information-infrastructure-security-protection-regulations-effective-sept-1-2021
https://digichina.stanford.edu/work/translation-critical-information-infrastructure-security-protection-regulations-effective-sept-1-2021
https://www.china-briefing.com/news/critical-information-infrastructure-chinas-new-regulations/
https://www.china-briefing.com/news/critical-information-infrastructure-chinas-new-regulations/
https://www.gov.cn/jrzg/2012-12/28/content_2301231.htm
https://www.gov.cn/jrzg/2012-12/28/content_2301231.htm
https://chinacopyrightandmedia.wordpress.com/2012/12/28/national-peoples-congress-standing-committee-decision-concerning-strengthening-network-information-protection
https://chinacopyrightandmedia.wordpress.com/2012/12/28/national-peoples-congress-standing-committee-decision-concerning-strengthening-network-information-protection
https://www.bjreview.com/print/txt/2013-01/14/content_512143.htm
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Important Data is not defined in the CSL. Instead, State Council Network Data Security 
Management Regulations (the Network Data Regulations),46 which implement the Three Laws, 
define it as “data in a specific field, specific group, specific region or reaching a certain accuracy 
and scale, which may directly endanger national security, economic operation, social stability, or 
public health and safety if tampered with, destroyed, leaked or illegally obtained or illegally 
used.” An earlier draft standard (the Data Security Classification Rules)47 provided a nearly 
identical definition but added that data affecting only the organization itself or individual citizens 
is generally not considered Important Data. 
 
Adopted five years after the CSL, the DSL regulates all data processing within the PRC, which 
includes the collection, storage, use, processing, transmission, provision and disclosure of data, 
and cross-border data transfers, by companies, organizations and regulators.  It establishes a 
framework to categorize, grade and regulate all data, personal and non-personal, that is collected 
and stored in China by any type of entity, based on its potential impact on economic and social 
development, as well as national security. It seeks to protect the public’s rights and interests 
while also preserving data security, state sovereignty and national security. It aims to ensure, as 
does the CSL, the free flow of data in an orderly and lawful manner and to promote data 
utilization to develop the digital economy and public services.  
 
The DSL requires regular risk assessments related to processing Important Data and introduces a 
security review for any data processing that impacts national security. This requirement is 
implemented, together with the CSL’s security review for purchases by certain CII operators, 
through Cybersecurity Review Measures issued by the CAC and 12 other regulators.48 The 
Measures’ security review also applies to online platform operators holding the PI of more than 
one million users that wish to list on foreign markets. The details of domestic data security 
management, including the classification of specific Important Data, are largely left to standards 
like the Data Security Classification Rules and sectoral and local rules.49 
 
The DSL identifies a new category of core data that broadly concerns national security, lifelines 
of the national economy, important aspects of people’s lives, and major public interests (Core 

 
46 网络数据安全管理条例 [State Council Regulations on Network Data Security Management], issued September 
30, 2024, https://www.gov.cn/zhengce/content/202409/content_6977766.htm. Those Regulations also instruct in 
article 28 that the PI of more than 10 million people is to be handled for certain purposes like Important Data. 
47国家市场额监督管理总局 和国家标准化管理委员会 [State Administration of Market Regulation and 
Standardization Administration of China],  数据安全技术-- 数据分类分级规则（报批稿） [Data security 
technology -  Rules for data classification and grading ([Draft for Approval], March 31, 2024, 
https://www.tc260.org.cn/upload/2024-03-21/1711023239820042113.pdf.  
48网络安全审查办法 [Cybersecurity Review Measures], December 28, 2021, 
http://www.gov.cn/zhengce/zhengceku/2022-01/04/content_5666430.htm; unofficial English translation, 
https://digichina.stanford.edu/work/translation-cybersecurity-review-measures-revised-effective-feb-15-2022/. 
49 See, e.g., 工业和信息化领域数据安全管理办法（试行）[Measures for Data Security Management in the 
Industrial and Information Technology Sector (for Trial Implementation)], issued by the  Ministry of Information 
and Technology, December 8, 2022,  https://www.gov.cn/zhengce/zhengceku/2022-12/14/content_5731918.htm; 
and 会计师事务所数据安全管理暂行办法 [Interim Measures for Data Security Management of Accounting 
Firms], issued by the Ministry of Finance and CAC, April 15, 2024, 
https://kjs.mof.gov.cn/zhengcefabu/202405/P020240510401071393462.pdf. 

https://www.gov.cn/zhengce/content/202409/content_6977766.htm
https://www.tc260.org.cn/upload/2024-03-21/1711023239820042113.pdf
http://www.gov.cn/zhengce/zhengceku/2022-01/04/content_5666430.htm
https://digichina.stanford.edu/work/translation-cybersecurity-review-measures-revised-effective-feb-15-2022/
https://www.gov.cn/zhengce/zhengceku/2022-12/14/content_5731918.htm
https://kjs.mof.gov.cn/zhengcefabu/202405/P020240510401071393462.pdf
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Data). The Data Security Classification Rules further define Core Data to mean “Important Data 
that has high coverage of fields, groups, and regions or reaches high precision, large scale, and a 
certain depth, and once illegally used or shared, may directly affect political security,” with a 
note that Core Data “mainly includes data related to key areas of national security, data related to 
the lifeline of the national economy, important people's livelihoods, and major public interests, 
as well as other data determined by relevant national departments.” 50 Core Data is to be subject 
to a stricter management regime that, to date, has not been publicly clarified. The DSL implies 
that Core Data cannot be transferred abroad, and at least one local rule confirms this.51  
 
The DSL also stipulates that China’s Law on Guarding State Secrets (SSL) will govern data 
processing that involves state secrets, which is consistent with a new article on data processing 
activities involving state secrets in the 2024 SSL revision.52  The relationship between Core Data 
and state secrets, which are also defined broadly and are regulated by another party entity 
sporting a state nameplate, the National Administration of State Secrets Protection,53 is not yet 
clear.  
 
The DSL does not explicitly affirm the data localization principle.  However, like the CSL it 
establishes a data security assessment, and adds standard contract filings and PI protection 
certification as two additional routes, for certain cross-border data transfers (discussed below).  It 
also prohibits PRC-based organizations and individuals from providing any data stored within 
the PRC to any overseas judicial or law enforcement body, without official approval or pursuant 
to relevant agreements. The DSL further authorizes export controls on data that are controlled 
items relating to national security and the performance of international obligations. While the 
DSL primarily applies to data processing within China, it provides for investigating legal liability 
when data processing outside the PRC harms the national security, public interests or lawful 
rights and interests of PRC individuals or organizations. Moreover, the DSL authorizes 
countermeasures against countries that adopt discriminatory measures against the PRC with 
respect to investment, trade or other fields related to data and data development and utilization 
technologies.  
 
China’s 2021 privacy law, the PIPL, was adopted two months after the DSL. Responding to 
growing public pressure for better protections, it attempts to balance the PI rights of natural 
persons in the PRC and the reasonable use of their PI for various public and other purposes.  
Heavily influenced by, though less detailed and somewhat more permissive than, the EU’s 2018 
General Data Protection Regulation (GDPR),54 the PIPL defines PI like the GDPR as recorded 
information related to an identified or identifiable natural person and does not include 

 
50 Data Security Classification Rules, supra note 46. 
51 Andrews Kurth Hunton, China Plans to Accelerate Cross-Border Data Transfers by Implementing Trial Rules in 
Shanghai Pilot Free Trade Zone, Privacy & Information Security Law Blog, February 15, 2024,  
https://www.huntonak.com/privacy-and-information-security-law/china-plans-to-accelerate-cross-border-data-
transfersby-implementing-trial-rules-in-shanghai-pilot-free-trade-zone. 
52 中华人民共和国保守国家秘密法 [Law on Guarding State Secrets of the People’s Republic of China], revised 
February 28, 2024, http://society.people.com.cn/n1/2024/0228/c1008-40184662.html; unofficial English translation, 
https://www.chinalawtranslate.com/en/secrets-law-2024.  
53 https://en.wikipedia.org/wiki/National_Administration_of_State_Secrets_Protection; website of the 国家保密局, 
https://www.gjbmj.gov.cn/.    
54 What is GDPR, the EU’s new data protection law?, https://gdpr.eu/what-is-gdpr. 

https://www.huntonak.com/privacy-and-information-security-law/china-plans-to-accelerate-cross-border-data-transfersby-implementing-trial-rules-in-shanghai-pilot-free-trade-zone
https://www.huntonak.com/privacy-and-information-security-law/china-plans-to-accelerate-cross-border-data-transfersby-implementing-trial-rules-in-shanghai-pilot-free-trade-zone
http://society.people.com.cn/n1/2024/0228/c1008-40184662.html
https://www.chinalawtranslate.com/en/secrets-law-2024
https://en.wikipedia.org/wiki/National_Administration_of_State_Secrets_Protection
https://www.gjbmj.gov.cn/
https://gdpr.eu/what-is-gdpr
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anonymized information as PI.55 While the PIPL does not use the term “privacy,” it establishes a 
specially protected category of “Sensitive PI” involving such PI as biometrics, religious belief, 
specific identity, medical health status, financial accounts, a person's whereabouts and PI of 
minors younger than 14, the leaking or illegal use of which might impact one’s personal dignity 
or endanger safety or property.56  
 
Again like the GDPR, the PIPL requires an individual’s consent to process their PI, subject to 
certain exceptions.57 It imposes non-disclosure and other obligations, restrictions on the use of 
facial recognition and surveillance equipment in public places, and the general principles 
limiting PI processing of legality, legitimacy, necessity and minimization. The PIPL applies to 
state and non-state PI processors.  It grants individual rights generally consistent with those 
under the GDPR to normally be informed about any processing of their PI and related rules, and 
to consult, transfer, correct and delete their PI held by PI processors, as well as to withdraw 
consent. Individuals are also given the right to opt out of automated decision-making and 
algorithmic targeting.58  The PIPL further requires periodic regulatory compliance audits and PI 
impact assessments for a variety of circumstances, including for Sensitive PI and use for 
automated decision-making and cross-border transfers. 
 
In addition to requiring government PI protection departments to establish PI-related complaint 
and reporting mechanisms, the PIPL -- unlike the CSL and DL -- explicitly authorizes 
individuals to bring lawsuits against PI processors that impede the exercise of their PI rights. 
Moreover, in view of the information asymmetry between individuals and PI processors,59 it 
establishes a presumption of fault on the part of processors alleged to have violated PI rights and 
interests, unless they can prove they were not at fault.  It also authorizes the people’s 
procuratorates, consumer organizations specified by law, and CAC-designated organizations to 
bring public interest lawsuits when a PIPL violation impacts many people.  
 
The focus of most commentary about the PIPL has been on its implications for the corporate 
sector. While some dismiss its requirements relating to the Chinese government as ineffective, 
those provisions are supported and amplified by other laws and policies that seek to constrain the 

 
55 The PIPL, supra note 35, defines “anonymization” as “the process of processing personal information to make it 
impossible to identify specific natural persons and impossible to restore,” in contrast to “de-identification,” which is 
defined to mean “processing personal information to make it impossible to identify specific natural persons in the 
absence of the support of additional information.” 
56 See, also, 全国网络安全标准化技术委员会秘书处 [Secretariat of the National Cybersecurity Standardization 
Technical Committee of the SAC], 网络安全标准实践指南—敏感个人信息识别指南 [Cybersecurity Standard 
Practice Guidelines - Guidelines for Identifying Sensitive Personal Information], September 18, 2024, 
https://www.tc260.org.cn/upload/2024-09-18/1726621097544005928.pdf, providing Sensitive PI identification rules 
and common Sensitive PI categories and examples. 
57 Departing from the GDPR provisions to some extent; see, Samm Sacks, China’s Emerging Data Privacy System 
and GDPR, CSIS, March 9, 2018, https://www.csis.org/analysis/chinas-emerging-data-privacy-system-and-gdpr. 
58 See, Alexa Lee, et al., Seven Major Changes in China’s Finalized Personal Information Protection Law, 
Digichina, September 21, 2021, https://digichina.stanford.edu/work/seven-major-changes-in-chinas-finalized-
personal-information-protection-law/.  
59 Chengxin Peng, Guosong Shao, and Wentong Zheng, China’s Emerging Legal Regime for Privacy and Personal 
Information Protection, Tsinghua China Law Review, July 22, 2023, 
https://www.tsinghuachinalawreview.law.tsinghua.edu.cn/UploadFiles/2023-08-
22/gafwy9bqvwu9daba.pdf?MSBQSVBMLnBkZg==.  
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Chinese administrative state below the State Council and that are generally enforceable under 
circumstances not involving national security.60 The CSL, DSL and PIPL apply those same 
principles and constraints to government entities.   
 
The PIPL provides a detailed framework for cross-border PI transfer, which was first addressed 
in the CSL, and specifies that all PI processed by state authorities must be stored in China and 
undergo security assessment when it needs to be provided overseas. PI processors transferring PI 
outside the PRC for business or other reasons must satisfy certain conditions, including obtaining 
separate consent from the individuals involved.  It reaffirms the CSL’s cross-border transfer 
security assessment requirement for PI held by CII operators and extends it to non-CII PI 
processors that hold Chinese PI of more than a specified number of individuals as prescribed by 
the CAC, as discussed below. Similar to the GDPR, the PIPL requires third-party PI protection 
certification or standard PI cross-border transfer contracts formulated by the CAC to be used 
when a security assessment is not required but the PI involved exceeds thresholds set by the 
CAC. The PIPL also obligates transferors to ensure the overseas recipient’s PI processing meets 
its protection standards.   
 
Like the DSL, the PIPL prohibits cross-border transfer of PI to foreign judicial and law 
enforcement authorities unless pursuant to treaties or international agreements.  It applies to 
overseas processing of the PI of natural persons within the PRC undertaken in order to provide 
them products or services or analyze their behaviors, and it further gives the CAC authority to 
compile a list of overseas PI processors that are restricted or prohibited recipients of PI due to 
activities that infringe the PI rights of Chinese citizens or endanger the national security or public 
interests of the PRC. 
 
Implementation issues: party-led institutional infrastructure 
 
The Three Laws establish a complicated, broadly stated and strict data governance system.  It 
leaves many specifics, including the significant challenge of identifying Important and Core 
Data, to be developed through experience and handled under a variety of implementing rules, 
policies and standards, making compliance by both regulators and companies challenging. 
Moreover, consistent with its expansive “overall national security outlook,” the CCP leads data 
governance ideologically and institutionally through party-led commissions and party 
committees and groups embedded in government regulators and enterprises.  The CCP’s security 
preoccupation and close control of information content that might adversely impact its stature 
and social stability often result, at least initially, in a strict and cautious regulatory approach to 
data issues.   
 
The secretive Central National Security Commission (CNSC), established under the CCP’s 
Central Committee in January 2014 and granted legal status by the 2015 NSL, has general 

 
60 Jamie P. Horsley, How will China’s Privacy Law Apply to the Chinese State?, New America, January 26, 2021, 
https://www.newamerica.org/cybersecurity-initiative/digichina/blog/how-will-chinas-privacy-law-apply-to-the-
chinese-state/. 
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oversight of data security work61 and is chaired by Xi Jinping himself.62 The CNSC also leads 
the opaque National Data Security Coordination Mechanism that the DSL authorizes to supervise 
protection of Important Data and data security risk assessment work. The Three Laws designate 
the also opaque CAC, which is the executive office of the Central Cyberspace Affairs 
Commission, which sits under the CCP’s Central Committee and was led by Xi until 2024,63 to 
coordinate cybersecurity, critical infrastructure and network information security, security 
reviews and assessments, PI protection and cross-border data transfers. The Ministries of 
Industry and Information Technology (MIIT) and Public Security (MPS)64 under the State 
Council also regulate independently under, as well as work with CAC on, data-related legislation 
and policies and the implementation thereof. The Ministry of State Security (MSS), another 
secretive agency -- although formally under the State Council -- that has been linked to economic 
espionage and intelligence hacking in the U.S. and elsewhere,65 has been designated by the 
southern reform center of Shenzhen to play an unclear role there in the oversight of data property 
rights.66  
 
While CCP policy and recent leader speeches call for achieving both development and security, 
direct Party involvement in cyber and data security regulation risks excessive prioritization of 
security and raises concerns over transparency, accountability and predictability of the regulatory 
process.  The Party’s proclivity for opacity was illustrated by the secrecy surrounding the CAC’s 
cybersecurity investigations of Chinese ride-hailing giant Didi in 2021-2267 and of U.S. company 
Micron in 2023.68 Moreover, security review and assessment decisions, coordinated by CAC 
with other relevant departments, are considered national security reviews and are both final and 
cannot be appealed to the courts.   
 
The establishment in 2023 of a new data regulator, the National Data Administration (NDA) 
under the State Council’s National Development and Reform Commission (NDRC), rather than 
under a party entity, could therefore be viewed as a positive indicator. PRC government agencies 

 
61 在总体国家安全观指引下进一步加强数据安全工作 [Further strengthen data security work under the guidance 
of the overall national security concept], 安全内参 [Security Internal Reference], April 19, 2024, 
https://www.secrss.com/articles/65417. 
62 新时代党对国家安全工作的领导更加有力 [The Party's leadership over national security work is more powerful 
in the new era], May 19, 2022, http://www.qstheory.cn/laigao/ycjx/2022-05/19/c_1128664824.htm. 
63 William Zheng, Xi Jinping’s chief of staff is China’s new internet tsar, sources say, South China Morning Post, 
March 28, 2024,  https://www.scmp.com/news/china/politics/article/3257096/xi-jinpings-chief-staff-chinas-new-
internet-tsar-sources-say. 
64 Edward Schwarck, Intelligence and Informatization: The Rise of the Ministry of Public Security in Intelligence 
Work in China, University of Chicago Press Journal, March 28, 2018, 
https://www.journals.uchicago.edu/doi/10.1086/697089. 
65 U.S. Department of Justice, Seven Hackers Associated with Chinese Government Charged with Computer 
Intrusions Targeting Perceived Critics of China and U.S. Businesses and Politicians, March 25, 2024, 
https://www.justice.gov/opa/pr/seven-hackers-associated-chinese-government-charged-computer-intrusions-
targeting-perceived. 
66 深圳市数据产权登记管理暂行办法 [Shenzhen Interim Measures for Data Property Rights Registration and 
Management], promulgated July 4, 2023 by the Shenzhen Municipal Development and Reform Commission,  
https://www.sz.gov.cn/cn/xxgk/zfxxgj/zcfg/content/post_10692613.html. 
67 Horsley, Behind the Facade of China’s Cyber Super-Regulator, supra, note 41. 
68Chang Che, China Bans Some Sales of Chips From U.S. Company Micron, New York Times, May 21, 2023,  
https://www.nytimes.com/2023/05/21/business/china-ban-microchips-micron.html.     
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are subject to administrative procedures and transparency requirements that do not apply to the 
CCP69 and might ordinarily be expected to adopt a more responsive, or at least less security-
driven, regulatory approach. The NDA is tasked70 with developing China’s digital economy, 
building a basic data infrastructure and data market, and managing the Digital China project, 
which was originally part of the CAC’s portfolio. As of October 2025, the NDA has become an 
active policymaker, although it still often issues documents together with the NDRC.  Its 
relationship and division of labor with the CAC in practice is not always clear. 
 
Even the CAC, however, is not immune to commercial and political pressure to improve on its 
initial approaches. In July 2022, it promulgated Cross-border Data Transfer Security Assessment 
Measures (the 2022 Measures)71 that established a strict regime with relatively low thresholds 
for requiring security assessment or other conditions for sharing Important Data and PI overseas.  
The Measures did not clarify fundamental concepts, including what constitutes Important Data, 
and created confusion and consternation among the business community as to who and what 
exactly were covered. After several months, only a handful of companies had been approved to 
export data. The first publicized CAC approval for cross-border data transfer after undergoing 
security assessment was between two hospitals, and a second involved Air China.72 With CAC 
reportedly telling many companies that their requested transfers were “unnecessary,”73 
complaints from Chinese and foreign businesses, trade associations and foreign governments 
mounted. As the top leadership campaigned to woo domestic and foreign investment and support 
China’s own cross-border investments and exports to stimulate a flagging economy, in August 
2023 the State Council issued instructions to explore streamlining cross-border data flows, 
including compiling a list of freely flowing general data (General Data),74 which is a catchall 
category of data other than Important or Core Data.75 In September 2023, the CAC published for 
comment substantially relaxed draft rules to implement the 2022 Measures, which were further 
liberalized in the final March 2024 Provisions on Facilitating and Regulating Cross-border Data 

 
69 Jamie P. Horsley, What is the State of the Chinese State?,” The Diplomat, September 20, 2023, 
https://thediplomat.com/2023/09/what-is-the-state-of-the-chinese-state/. 
70 Graham Webster, Translation: Establishing the National Data Administration (March 2023), DigiChina, March 7, 
2023, https://digichina.stanford.edu/work/translation-establishing-the-national-data-administration-march-2023/.  
71 数据出境安全评估办法 [Measures for the Security Assessment of Data Exports], July 7, 2022, 
https://www.gov.cn/zhengce/zhengceku/2022-07/08/content_5699851.htm; unofficial English translation, 
Translation: Outbound Data Transfer Security Assessment Measures – Effective Sept. 1, 2022, Stanford Cyber 
Policy Center DigiChina Project, https://digichina.stanford.edu/work/translation-outbound-data-transfer-security-
assessment-measures-effective-sept-1-2022/.      
72 Justina Zhang, First Cases of Security Assessment Approval for Outbound Data Transfers in China, 
Lexology, February 19, 2023, https://blog.galalaw.com/post/102i7e2/first-cases-of-security-assessment-approval-for-
outbound-data-transfers-in-china.     
73 Martin Chorzempa and Samm Sacks, China's new rules on data flows could signal a shift away from security 
toward growth, Peterson Institute for International Economics, October 3, 2023,  
https://www.piie.com/blogs/realtime-economics/chinas-new-rules-data-flows-could-signal-shift-away-security-
toward-growth. 
74 国务院关于进一步优化外商投资环境加大吸引外商投资力度的意见 [State Council's Opinion on Further 
Optimizing the Foreign Investment Environment and Increasing the Attraction of Foreign Investment], August 13, 
2023, https://www.gov.cn/zhengce/content/202308/content_6898048.htm; unofficial English translation, 
https://www.pekingnology.com/p/china-publishes-24-point-policy-in. 
75 Data Security Classification Rules, supra note 47. 
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Flows (the 2024  Provisions),76 as discussed below. According to the CAC, as of March 2025, 
cross-border data transfer security assessment submissions subsequently decreased by about 60 
percent, with approximately 90 percent of those submitted passing review,77 and the average 
processing time was reduced to less than 30 working days.78  
 
The handling of the cross-border data transfer issue illustrates not only the Chinese state’s 
continued regulatory responsiveness, even in a sector the CCP directly oversees, but also its 
well-known “feeling the stones to cross the river” approach to new and emerging issues. This 
practice provides space for regulatory agencies and localities that are better attuned to economic 
and business issues to work out details such as by compiling industry-specific catalogues of 
Important and Core Data and to try different regulatory approaches. For example, the MIIT 
issued rules at the end of 202279 to operationalize the category of unrestricted General Data by 
drafting lists of such data relevant to the automotive, e-commerce, and Internet industries that are 
eligible for cross-border transfer.80 The National Health Commission has been working, 
reportedly at the urging of scientists and health providers, to ease rigorous restrictions81 on 
domestic and cross-border sharing of sensitive human genetic resources that will facilitate more  
collaborative innovation in bioscience and medicine.82 The first published approval by the CAC 
under the initial cross-border security assessment system involved data being shared between 
hospitals in Beijing and the Netherlands.83   
 

 
76 促进和规范数据跨境流动规定 [Provisions on Promoting and Regulating the Cross-Border Flow of Data], 
March 22, 2024, https://www.cac.gov.cn/2024-03/22/c_1712776611775634.htm; 
https://www.chinalawtranslate.com/en/Provisions-on-Promoting-and-Regulating-the-Cross--Border-Flow-of-Data/. 
77 James Gong, China Data Protection and Cybersecurity: Annual Review of 2024 and Outlook for 2025 (I), Bird & 
Bird, January 24, 2025, https://www.twobirds.com/en/insights/2025/china/china-data-protection-and-cybersecurity-
annual-review-of-2024-and-outlook-for-2025-(i).  
78《促进和规范数据跨境流动规定》实施一周年 数据出境安全管理工作取得积极成效发布 [After one year of 
implementing the Provisions on Promoting and Regulating the Cross-Border Flow of Data, the management of data 
outbound security has achieved positive results] (One Year Later), CAC, March 24, 2025, 
https://www.hebeinu.edu.cn/xinxizhongxin/index.php?s=/Show/index/cid/9/id/606.html. 
79 Ministry of Information and Technology, 工业和信息化领域数据安全管理办法（试行）[Measures for Data 
Security Management in the Industrial and Information Technology Sector (for Trial Implementation)], December 8, 
2022,  https://www.gov.cn/zhengce/zhengceku/2022-12/14/content_5731918.htm. 
80 隋静：促进和规范工信领域数据跨境流动 构建高质量发展和高水平安全良性互动新格局 [Sui Jing: 
Promote and regulate cross-border data flow in the field of industry and information technology, and build a new 
pattern of benign interaction between high-quality development and high-level security], 《中国网信》[China 
Cyberspace Magazine], 安全内参  [Security Internal Reference], June 7, 2024, 
https://www.secrss.com/articles/66907?mc_cid=fb8a581d96&mc_eid=4f18c05255.  
81 Richard Bird and Ya Ma, Demystifying China’s regulation of ‘human genetic resources,’ Freshfields, August 24, 
2023, https://riskandcompliance.freshfields.com/post/102iml7/demystifying-chinas-regulation-of-human-genetic-
resources; and Kexin Yang, John Balzano & Julia Post, China’s NHC Issues Updated Guidelines on Human Genetic 
Resources Management, Covington Blogs, April 18, 2025, https://www.covingtonblogs.com/2025/04/18/chinas-nhc-
issues-updated-guidelines-on-human-genetic-resources-management/.  
82 Jiang Moting, Cui Xiaotian and Han Wei, China Set to Ease Controls on Genetic Resources to Plug Biotech 
Innovation Gap, Caixin, May 20, 2024,  
https://www.caixinglobal.com/2024-05-20/cover-story-china-set-to-ease-controls-on-genetic-resources-to-plug-
biotech-innovation-gap-102198001.html. 
83 China’s first case of data export security assessment for data export approved in Beijing, Global Times, January 
18, 2023, https://www.globaltimes.cn/page/202301/1284015.shtml.  
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In addition to departmental initiatives, China’s over 20 designated free trade zones (FTZs) are 
authorized under the CAC’s 2024 Provisions to pilot differing data export regimes.  The Tianjin 
FTZ embraced the “negative” list approach, endorsed in those Provisions, and identified 46 kinds 
of data that require CAC’s approval to be exported,84 with data not on the list generally 
exempted from export restrictions. The Lingang New Area in Shanghai issued an initial 
“positive” list permitting approval-free export of data related to intelligent connected vehicles, 
mutual funds and biomedicine,85 and then announced it is also compiling a negative list of 
transactions that require security assessment.86 By the end of 2024, Tianjin, Beijing, Hainan 
Island, Shanghai, Zhejiang and other places were promoting the cross-border flow of data in 17 
fields such as automobiles, medicine, retail, civil aviation, reinsurance, deep-sea industry and 
seed industry.87 Moreover, CAC announced that if one FTZ has issued a negative list covering 
cross-border transfer for one data sector, the other FTZs may also implement that list under the 
principle of "one place formulates, multiple places apply."88   
 
CAC further concluded Memoranda of Cooperation on Promoting Cross-border Data Flow in the 
Guangdong-Hong Kong-Macao Greater Bay Area with the relevant counterparts in Hong Kong 
on June 29, 202389 and Macao on September 9, 2024,90 which are not publicly available. CAC 
has also issued related policy documents such as guidance on standard contracts for transferring 
PI between certain mainland cities and Hong Kong91 and Macao.92 This guidance reportedly 
exempts PI processors from quantitative limitations on relevant PI and simplifies the content of 
PI protection impact assessments.93 Internationally, China launched the Global Cross-border 

 
84Arendse Huld, Tianjin Free Trade Zone Releases China’s First Negative List for Cross-Border Data Transfer, 
China Briefing, May 14, 2024, https://www.china-briefing.com/news/tianjin-free-trade-zone-releases-chinas-first-
negative-list-for-cross-border-data-transfer. 
85 Exclusive: Shanghai eases data-export curbs sought by Tesla, other firms, Reuters, May 17, 2024,  
https://www.reuters.com/world/china/shanghai-compiles-data-list-eligible-faster-overseas-transfer-document-shows-
2024-05-17/. 
86 Trivium, Lingang negative list on the way?, Trivium China, June 25, 2024, 
https://www.triviumchina.com/2024/06/25/lingang-negative-list-on-the-way; 上海: 促进数据依法有序自由流动 
助力高水平改革开放和高质量发展 [Shanghai: Promoting the free and orderly flow of data in accordance with the 
law to help high-level reform and opening up and high-quality development], 中国网信杂志 [China Cyberspace 
Magazine], June 21, 2024, 
https://mp.weixin.qq.com/s/hR7D02uREwMBpTEi6hUunw?mc_cid=3725aec7b5&mc_eid=4f18c05255. 
87 One Year Later, supra note 78. 
88 Id. 
89 MoU signed for data flow in bay area, China Daily, July 1, 2023, 
https://english.www.gov.cn/news/202307/01/content_WS649f8fe9c6d0868f4e8dd66f.html.  
90 China: CAC and Macao sign a memorandum of cooperation on cross-border data flow, Data Guidance, 
September 9, 2024,  https://www.dataguidance.com/news/china-cac-and-macao-sign-memorandum-cooperation-
cross.  
91  Facilitation Measure of “Standard Contract for the Cross-boundary Flow of Personal Information within the 
Guangdong-Hong Kong-Macao Greater Bay Area (Mainland, Hong Kong)”, Digital Policy Office of the Hong Kong 
SAR, December 13, 2023, 
https://www.digitalpolicy.gov.hk/en/our_work/digital_infrastructure/mainland/gbacbdf/cross-
boundary_data_flow/index.html.  
92 粤港澳大湾区（内地、澳门）个人信息跨境流动标准合同实施指引 [Implementation Guidelines for Standard 
Contracts for Cross-border Flow of Personal Information in the Guangdong-Hong Kong-Macao Greater Bay Area 
(Mainland China and Macao)], September 10, 2024, https://www.cac.gov.cn/2024-09/10/c_1727567893741986.htm.  
93 Hong Kong Facilitation Measure, supra note 91. 
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Data Flow Cooperation Initiative in November 2024,94 calling for enhanced international 
collaboration to jointly promote global cross-border data flow and facilitate trade 
 
Repeated outreach by Party and State Council leaders to corporate executives for suggestions on 
further optimizing the business environment and efforts to reassure and better support the 
foreign95 and domestic private sectors96 further indicate an adjustment in the balance between 
development and security.  The partial but significant relaxation in CAC’s 2024 Provisions, and 
additional regulatory actions to clarify matters and facilitate cross-border data transfers,97 appear 
consistent with a broader shift towards prioritizing “high-quality development” while mitigating 
risk.  As explained by CAC in April 2025, the objective of China’s cross-border data rules is to 
ensure the secure and free flow of data by enterprises in China based on business needs, while 
providing necessary supervision over the cross-border flow of PI and Important Data related to 
national security and public policy goals.98 
 
Active yet prudent enforcement 
 
CAC has proven to be an energetic enforcer of data security and privacy protections stipulated in 
the Three Laws against platform companies, apps and other targets. It has carried out a series of 
annual themed campaigns99 since 2016 to clean up cyberspace and enforce compliance with the 
Three Laws,100 with the 2025 initiative targeting AI technology that is used to infringe 
intellectual property, privacy and other rights.101 However, apart from steep “scare the chickens” 
fines like those imposed on ride-hailing company Didi in 2022 and CNKI, China’s largest 
academic publishing platform, in 2023,102 it and other regulators have demonstrated restraint in 
meting out punishment. This approach is in line with 2021 revisions to the Administrative 

 
94 全球数据跨境流动合作倡议 [Global Cross-border Data Flow Cooperation Initiative], November 20, 2024,  
bilingual version at https://www.cac.gov.cn/2024-11/20/c_1733706018163028.htm..  
95 President Xi Jinping Meets with Representatives of International Business Community, Ministry of Foreign 
Affairs of the PRC, March 28, 2025, https://www.mfa.gov.cn/eng/xw/zyxw/202503/t20250328_11583904.html.  
96 Alexandra Stevenson, China’s Leader Embraces Business, Even Jack Ma. But Will It Be Enough?, New York 
Times, February 17, 20205, https://www.nytimes.com/2025/02/17/business/china-xi-jinping-jack-ma.html;  Jamie P. 
Horsley, Will China’s private economy promotion law reassure its private sector?, Brookings, March 28, 2025, 
https://www.brookings.edu/articles/will-chinas-private-economy-promotion-law-reassure-its-private-sector/.  
97 隋静：促进和规范工信领域数据跨境流动  [Sui Jing: Promote and regulate cross-border data flow], supra, note 
80. 
98 CAC, 数据出境安全管理政策问答（2025 年 4 月）[Q&A on Cross-Border Data Security Management Policy 
(April 2025)], April 9, 2025, https://www.cac.gov.cn/2025-04/09/c_1745906286623776.htm.   
99  China pledges cleaner cyberspace for minors during summer vacation, www.gov.cn, July 14, 2024, 
https://english.www.gov.cn/news/202407/14/content_WS66938442c6d0868f4e8e9296.html.  
100China’s cyberspace clean-up campaign steps in to protect the country’s private sector, Digwatch, April 28, 2023,  
https://dig.watch/updates/chinas-cyberspace-clean-up-campaign-steps-in-to-protect-the-countrys-private-sector.  
101 Aaron Wininger, China Launches Special Campaign to “Clear Up and Rectify the Abuse of AI,” The National 
Law Review, May 1, 2025, https://natlawreview.com/article/china-launches-special-campaign-clear-and-rectify-
abuse-ai.  
102 Iris Deng, China fines academic research database owner CNKI US$6.9 million for illegal data handling a year 
after initiating probe, South China Morning Post, September 6,  2023, 
https://www.scmp.com/tech/policy/article/3233643/china-fines-academic-research-database-owner-cnki-us69-
million-illegal-data-handling-year-after. 

https://www.cac.gov.cn/2024-11/20/c_1733706018163028.htm
https://www.mfa.gov.cn/eng/xw/zyxw/202503/t20250328_11583904.html
https://www.nytimes.com/2025/02/17/business/china-xi-jinping-jack-ma.html
https://www.brookings.edu/articles/will-chinas-private-economy-promotion-law-reassure-its-private-sector/
https://www.cac.gov.cn/2025-04/09/c_1745906286623776.htm
http://www.gov.cn/
https://english.www.gov.cn/news/202407/14/content_WS66938442c6d0868f4e8e9296.html
https://dig.watch/updates/chinas-cyberspace-clean-up-campaign-steps-in-to-protect-the-countrys-private-sector
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Punishment Law that stressed achieving compliance over punishment,103 and was recently 
described by CAC as constituting a “tolerant yet prudent” approach to regulatory enforcement.104 
A study of administrative enforcement decisions by regulatory agencies under the Three Laws 
during 2021-23 found a record of relatively mild punishment in the cybersecurity, data security 
and personal information protection fields. Despite increases in the legally prescribed upper 
limits of fines, the majority of cases resulted in warnings or modest fines ranging from 100 to 
200,000 yuan. The authors explain that, during the investigation of administrative cases, 
companies communicate with the administrative authorities including  CAC, MIIT, MPS and 
others and are given opportunities to rectify issues. Only when companies fail to remedy the 
situation after multiple reminders and cause negative cybersecurity incidents, did they face more 
severe punishment. Punishments were typically determined based on factors such as the degree 
of violation, consequences, impact, illegal gains, attitude towards rectification and actual 
effectiveness.105 Enforcement efforts since that period appear to follow this pattern.106  
 
China’s courts, while not independent of potential CCP influence, have been professionalized in 
recent years.107 Based on incomplete data, they appear to be serving a complementary role to the 
administrative data enforcement efforts of party and state regulatory institutions.108  To date, the 

 
103Jamie P, Horsley, China’s Revised Administrative Punishments Law: Strengthening Due Process and 
Implications for Social Credit Enforcement, December 2021, 
https://law.yale.edu/sites/default/files/area/center/china/horsley_apl_revision_memo.pdf. 
104 王京涛 [Wang Jingtao], 加快推进国家网络安全体系和能力现代化 以高水平安全保障高质量发展 
[Accelerating the Modernization of the National Cybersecurity System and Capabilities, Safeguarding High-Quality 
Development with a High Level of Security], 《新安全》杂志 [New Security magazine], September 11, 2025, 
https://cpc.people.com.cn/n1/2025/0911/c64387-40561964.html; unofficial translation by Sinocism,  
https://sinocism.notion.site/Accelerating-the-Modernization-of-the-National-Cybersecurity-System-and-
Capabilities-Safeguarding-H-26b84ece41d7809d80deeefd885d3bc1 (Modernizing Cybersecurity). The phrase I 
translate as “tolerant and prudent” is 包容审慎 (baorong shenshen), often translated as “inclusive” and prudent. I 
first encountered it in the initial Chinese policy addressing the rapid development in China of what was then called 
the sharing economy, along with the calibrated, collaborative regulatory approach advocated in that. See, Jamie P, 
Horsley, Backgrounder: Regulatory Challenges of China’s Evolving Sharing Economy, April 24, 2018, 
https://law.yale.edu/sites/default/files/area/center/china/horsley_sharing_economy_regulatory_backgrounder_april_
2018.pdf (Sharing Economy Regulation). 
105 The study, produced by DHub Law, a non-profit open-source database initiated by China's data compliance 
community, is titled 中国网数领域行政执法全景白皮书 （2021-23） [Annual Report on China's 2023 Cyber, 
Data and Personal Information Protection Administrative Enforcement].  The Chinese version was posted February 
6, 2024, at https://www.sohu.com/a/756812329_121699293; and is available 
at .https://drive.google.com/file/d/1ZLllr4Mr3LNNY50sKq7r__RT4Ri-iG3B/view 
106 Jason Gong, China Data Protection and Cybersecurity: Annual Review of 2024 and Outlook for 2025 (I), Bird 
and Bird, January 24, 2025, https://www.twobirds.com/en/insights/2025/china/china-data-protection-and-
cybersecurity-annual-review-of-2024-and-outlook-for-2025-(i); and Jason Gong, China Data Protection and 
Cybersecurity: Annual Review of 2024 and Outlook for 2025 (II), Bird and Bird, February 14, 2025, 
https://www.twobirds.com/en/insights/2025/china/china-data-protection-and-cybersecurity-annual-review-of-2024-
and-outlook-for-2025-(ii). 
107 Yuxia Zhang and Zhuang Liu, The Rise of the Chinese Judiciary and Its Limits: Administrative Litigation in the 
Reform Period, last updated April 2, 2024, https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4696197; Why 
China’s government is hushing up court rulings, The Economist, January 15, 2024, 
https://www.economist.com/china/2024/01/15/why-chinas-government-is-hushing-up-court-rulings. 
108 Dorwart, Hunter, Chinese Data Protection in Transition: A Look at Enforceability of Rights and the Role of 
Courts, Computers, Privacy and Data Protection 2022, last revised July 31, 2022, available at 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4163016.  
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courts are handling a growing, although statistically small, number of PI-related cases. One 
firm’s research found roughly 126,000 civil judgments involving PI protection disputes as of 
November 2024.109 CAC reported that in 2024 courts nationwide convicted and sentenced 292 
people for infringing citizens' personal information and concluded 2,248 civil cases involving 
privacy rights and personal information protection disputes in the first instance.110 While, 
compared to administrative enforcement by government agencies, the courts appear to handle 
smaller-scale disputes on the local level, these are not necessarily inconsequential. For example, 
in a groundbreaking 2021 decision that drew national attention, a local Chinese court ruled that it 
was illegal for a zoo to collect visitors’ facial biometric data without their consent and ordered it 
to delete the plaintiff's data.111  
 
Individuals have brought lawsuits against both companies and government agencies like the 
police, whose infractions range from misunderstanding of requirements to unauthorized sale of 
PI.  Litigation is also initiated by the Supreme People’s Procuratorate (SPP),112 China’s 
prosecutorial judicial branch. The SPP is authorized under the PIPL to bring public interest 
litigation cases in the courts, something that presents challenges in the U.S. privacy class action 
space.113 It reported handling over 6,000 public interest litigation cases in the field of personal 
information protection nationwide in 2022. Eight administrative cases involving government 
entities were included in a batch of typical PI public interest cases, which are somewhat akin to 
case precedents in common law systems, released by the SPP in 2023.114 According to the above 
CAC 2024 Report, the SPP in 2024 prosecuted more than 2,400 people for crimes of infringing 
citizens' personal information through the Internet, and handled more than 5,000 public interest 
litigation cases in the fields of personal information protection and  internet governance.115 The 
Beijing Internet Court, which had accepted at least 113 cases involving PI protection by the end 
of 2024, has also issued typical cases involving personal information protection issues, such as 
AI-based face-swapping, apps collecting PI without consent and organizations violating PI 
protection security obligations.116 The Supreme People’s Court issued six guiding cases, which 

 
109Ning Xuanfeng, Wu Han and Fang Yu, 北京互联网法院个人信息及数据纠纷典型案例解读 [Interpretation of 
Typical Cases of Personal Information and Data Disputes in the Beijing Internet Court], November 11, 2024, 
https://www.kwm.com/cn/zh/insights/latest-thinking/interpretation-on-typical-personal-information-and-data-
dispute-cases-released-by-beijing-internet-court.html.   
110 中国网络法治发展报告（2024 年）[China's Cyberspace Rule of Law Development Report (2024)], June 6, 
2025,  https://www.cac.gov.cn/2025-06/06/c_1750919392401385.htm (CAC 2024 Report).  
111 Shen Lu, Facial Recognition Is Running Amok in China. The People Are Pushing Back., Vice, December 10, 
2020, https://www.vice.com/en/article/4adnyq/facial-recognition-is-running-amok-in-china-the-people-are-pushing-
back. 
112 2019 年以来检察机关办理个人信息保护领域公益诉讼案件 8361 件 [Since 2019, the SPP has handled 8,361 
public interest litigation cases in the field of PI protection], November 10, 2022, 
https://www.spp.gov.cn/spp/zhuanlan/202211/t20221110_592336.shtml. 
113Ignacio Cofone, Certifying Privacy class actions, Harvard Journal of Law & Technology (Symposium 2023), 
https://jolt.law.harvard.edu/assets/articlePDFs/v37/Symposium-7-Cofone-Certifying-Privacy-Class-Actions.pdf. 
114 最高检发布个人信息保护检察公益诉讼典型案例 [The Supreme People's Procuratorate Releases Typical 
Cases of Public Interest Litigation in Personal Information Protection], March 30, 2023, 
https://www.spp.gov.cn/spp/xwfbh/wsfbt/202303/t20230330_609756.shtml#1.    
115 CAC 2024 Report, supra note 110. 
116 Jason Gong, supra note 106; see, also, e.g., Ning Xuanfeng, Wu Han and Fang Yu, 北京互联网法院个人信息
及数据纠纷典型案例解读 [Interpretation of Typical Cases of Personal Information and Data Disputes in the 
Beijing Internet Court], King & Wood Mallesons, November 11, 2024, https://www.kwm.com/cn/zh/insights/latest-
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have more binding authority than typical cases,117 on the judicial protection of data rights and 
interests for the first time in August 2025, following a doubling of such cases between 2021 and 
2024.118  Those involved unfair competition,119 tort liability, PI protection, and data collection 
and processing.120 
 
Misunderstandings concerning China’s data regulation 
 
China’s rapidly evolving data governance regime, its vaguely worded legislation and others’ 
interpretive assumptions based on the country’s authoritarian political system have spawned 
numerous misperceptions concerning the intent and implementation of relevant Chinese data 
policies, laws and regulations. Some of these are discussed below. 
 
Data localization does not mean that no data can leave China or that all cross-border data 
transfers require security assessments.  
 
China’s rules on cross-border transfer are complex, burdensome and often unclear.  Nonetheless, 
they have been relaxed somewhat and the CAC is issuing more guidance to clarify 
requirements.121  CAC is also promoting further experimentation to enable smoother data flows 
while managing risks. To summarize current requirements:122  
 

• Anyone may freely transfer General Data 
• No one, apparently, may transfer Core Data  
• Non-CII operators may freely transfer the non-sensitive PI of fewer than 100,000 

individuals, as measured from January 1 of the current year 
• Non-CII operators that transfer PI of between 100,000 and one million individuals or the 

Sensitive PI of fewer than 10,000 individuals are exempted from the CAC security 
assessment but must either (a) file with the CAC a standard contract formulated by the 

 
thinking/interpretation-on-typical-personal-information-and-data-dispute-cases-released-by-beijing-internet-
court.html.  
117 Susan Finder, Case law Chinese style–where is it going?, Supreme People’s Court Monitor,  
January 18, 2015, https://supremepeoplescourtmonitor.com/2016/09/16/which-chinese-cases-are-most-persuasive/.  
118 Cao Yin, Top court releases landmark data-related cases to guide adjudication, China Daily, August 28, 2025,  
https://www.chinadaily.com.cn/a/202508/28/WS68b03618a3108622abc9dadd.html.  
119 The Anti-Unfair Competition Law as revised in June 2025 added unlawful acquisition and use of data to the 
definition of unfair competition. 中华人民共和国反不正当竞争法 [Anti-Unfair Competition Law], revised  June 
27, 2025, https://www.spp.gov.cn/spp/fl/202506/t20250627_699862.shtml; unofficial English translation at Aaron 
Wininger, China’s National People’s Congress Passes Amended Anti-Unfair Competition Law, China IP Law 
Update, June 27, 2025,  https://www.chinaiplawupdate.com/2025/06/chinas-national-peoples-congress-passes-
amended-anti-unfair-competition-law/.  
120 最高人民法院关于发布第 47 批指导性案例的通知 [Notice of the Supreme People's Court on the Release of 
the 47th Batch of Guiding Cases], August 28, 2025, https://www.court.gov.cn/zixun/xiangqing/474431.html.  
121 See, e.g., 个人信息出境标准合同备案指南（第二版） [Guidelines for the Filing of Standard Contracts for the 
Transfer of Personal Information (Second Edition)], March 22, 2024,  
https://www.cac.gov.cn/2024-03/22/c_1712783131692707.htm?mc_cid=272b8a4093&mc_eid=4f18c05255;  国家

互联网信息办公室发布《数据出境安全评估申报指南（第三版）》 [CAC issues Guidelines for the Declaration 
of Data Outbound Security Assessment (Third Edition). June 27, 2025, 
https://www.cac.gov.cn/2025-06/27/c_1752652339765002.htm.  
122 Network Data Regulations, supra note 46; 2024 Provisions, supra note 76. 
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CAC and concluded with the overseas recipient123 or (b) obtain a PI protection 
certification,124 both pursuant to CAC procedural rules.  

• Non-CII operators that transfer any Important Data, the PI of more than one million 
individuals, or the Sensitive PI of more than 10,000 individuals must undergo the security 
assessment.  

• CII operators must undergo the security assessment prior to outbound transfer of any 
Important Data or PI.  

• The PIPL’s requirements for individual notice and consent and PI impact assessments 
apply for numerous forms of processing PI, including all cross-border PI transfers.125  

 
In addition, CAC’s 2024 Provisions now specifically exempt from any outbound-related security 
requirements cross-border transfers that:  
 

• Relate to a variety of normal cross-border business transactions not involving Important 
Data or PI, including commerce, manufacturing and marketing, and academic 
cooperation; 

 
• Involve PI of internal staff for cross-border human resources purposes, PI provided in 

emergencies to protect life, health or property, and PI related to personal transactions by 
the PI subjects themselves such as cross-border shopping, travel and payments; 

 
• Are necessary to fulfill statutory duties or obligations;126 or  

 
• Involve other conditions prescribed by laws, administrative regulations or the CAC.127  

 
Apart from the above cross-border transactions, data stored within the PRC may be provided to 
foreign judicial or law enforcement authorities upon approval by the competent PRC authorities, 
or as stipulated in other relevant laws and international treaties or agreements concluded or 
acceded to by the PRC, as well as in accordance with the principles of equality and reciprocity. 
Moreover, if the PRC is party to an international treaty or agreement that establishes conditions 
for providing PI to an overseas party in other circumstances, such stipulations may be utilized. 
 
Chinese cybersecurity, data and privacy legislation does apply to the Chinese government.   

 
123 CAC, 个人信息出境标准合同办法 [Measures on Standard Contracts for Outbound Personal Information], 
February 22, 2023, https://www.gov.cn/gongbao/content/2023/content_5752224.htm;  个人信息出境标准合同 
[Standard Contract for Cross-border Transfer of Personal Information], 
https://www.cac.gov.cn/rootimages/uploadimg/1678884832607075/1678884832607075.pdf; and a bilingual 
Chinese-English translation of the Standard Contract for the Cross-border Transfer of Personal Information provided 
by S&P Global at: https://www.spglobal.com/spdji/en/documents/legal/spdji-china-scc.pdf.   
124 CAC and the State Administration for Market Regulation, 个人信息出境认证办法 [Measures for Certification 
for Cross-border Transfer of Personal Information], October 14, 2025, 
https://www.gov.cn/zhengce/zhengceku/202510/content_7044914.htm.  
125Arendse Huld, “How to Conduct a Personal Information Protection Impact Assessment in China,” China Briefing, 
March 19, 2024, https://www.china-briefing.com/news/how-to-conduct-a-personal-data-impact-assessment-in-
china/. 
126 Network Data Regulations, supra note 46, art. 35 (6). 
127 Id., at art. 35(8). 

https://www.gov.cn/gongbao/content/2023/content_5752224.htm
https://www.cac.gov.cn/rootimages/uploadimg/1678884832607075/1678884832607075.pdf
https://www.spglobal.com/spdji/en/documents/legal/spdji-china-scc.pdf
https://www.gov.cn/zhengce/zhengceku/202510/content_7044914.htm
https://www.china-briefing.com/news/how-to-conduct-a-personal-data-impact-assessment-in-china/
https://www.china-briefing.com/news/how-to-conduct-a-personal-data-impact-assessment-in-china/


22 
 

 
No state law directly constrains the CCP, although the Party’s Charter128 stipulates that it and its 
members are subject to state law as well as party rules. In addition, early in his tenure CCP 
General Secretary Xi Jinping called for building a “cage of regulations” to constrain abuse of 
government power - at lower levels - in order to better ensure effective governance, economic 
development and social stability. The Three Laws all codify through similar requirements the 
principle that state authorities are to act within their statutory authority and pursuant to stipulated 
procedures.129 Such requirements can be enforced by the public under administrative laws 
granting rights to sue the state or bring administrative appeals for illegal or improper state 
actions, as well as to lodge complaints with relevant state agencies. One study of China’s 
approach to privacy cites, as an example of why the PIPL aims to discipline lower-level 
bureaucrats as well as firms that are abusing citizens’ data, the case where a local prosecutor 
discovered a county-level agricultural bureau had been disclosing subsidy information online 
without removing the PI of over 1,000 farmers.130  
 
Moreover, privacy and corporate competitiveness concerns of Chinese individuals and 
companies that can wield economic and political, as well as legal, pressure also help constrain 
party-state overreach in the ordinary course.  In addition to the recent example of corporate 
pressure to relax the initially unworkable cross-border data transfer regime, public pushback 
defeated some local proposals to maintain the health codes that Chinese citizens had to carry on 
their phones during China’s two-year long zero-Covid policy.131 These collected their sensitive 
health information and geolocation data and dictated their freedom to leave home, shop and 
travel. Some localities chose to retain related data, which had often been integrated with public 
transportation, social security and payment systems to support provision of public services.  
However, the widespread dislike of those health codes and a rise in privacy consciousness132 
prompted legislators both to regulate the collection of PI in connection with emergency133 - 

 
128 中国共产党章程 [Charter of the Communist Party of China], adopted October 22, 2022, 
http://www.news.cn/politics/cpc20/2022-10/26/c_1129081750.htm; official English translation (using 
“Constitution”), https://english.news.cn/20221026/0446f7ce732244b7b8d8a1bc8b8c5821/c.html; see, e.g., art. 3(4), 
art. 32(7) and (8), art. 36(5), and art. 40. 
129 中共中央 国务院印发《法治政府建设实施纲要（2021－2025 年）》[Central Committee of the CCP and 
State Council issue the Implementation Outline for the Construction of Rule of Law Government (2021-2025)], 
https://www.gov.cn/zhengce/2021-08/11/content_5630802.htm; unofficial English translation,  
https://www.chinalawtranslate.com/en/gov-rule-of-law-outline/ (Rule of Law Government Outline).  
130 What’s Behind China’s Laws to Protect Privacy? A Q&A with Mark Jia, ChinaFile, October 16, 2023, 
https://www.chinafile.com/reporting-opinion/notes-chinafile/whats-behind-chinas-laws-protect-privacy. 
131 Sarah Zheng, The Messy Afterlife of China’s Covid Health Codes, Bloomberg, August 16, 2023,   
https://www.bloomberg.com/news/articles/2023-08-16/china-begins-to-grapple-with-its-covid-data-collection-
machine.  
132 粤康码率先下线部分功能并承诺删除数据，其他省市健康码如何处理？[The Guangdong Health Code was 
the first to take some functions offline and promised to delete the data. How will the health codes of other provinces 
and cities be handled?], 21st Finance, February 15, 2023, 
https://m.21jingji.com/article/20230215/herald/5c067b1437d404a919f68841c27ba2b9.html?mc_cid=1874b137cc&
mc_eid=4f18c05255. 
133 中华人民共和国突发事件应对法 [Emergency Response Law of the People’s Republic of China], as revised 
June 28, 2024, effective November 1, 2024, https://www.gov.cn/yaowen/liebiao/202406/content_6960130.htm, 
Articles 84-85.   
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including public health emergency134 - response efforts and managing infectious diseases135 and 
to require destruction of collected PI once the work was completed.  
 
No Chinese law gives the government unfettered access to data.  
 
To implement the principle that Chinese government authorities are to act within their statutory 
authority and can only do what the law explicitly provides,136 and given the importance of data 
to China’s digital economy and governance aspirations, recent legislative revisions have included 
explicit authorization for the government to collect or otherwise process data from the public in 
accordance with legal parameters.  These provisions generally codify already existing practice 
and asserted authority, rather than signify an expansion of such authority. The 2021 DSL137 
appears to be the first Chinese law to codify government power to access data specifically, as 
opposed to information and other material. Such statutory access authorizations are typically 
subject to procedural requirements, including having proper approvals and, in the wake of 
PIPL’s adoption, observing legally mandated conditions when handling personal data, such as 
necessity, confidentiality and minimization. Article 35 of the DSL, for example, stipulates that 
where public security and national security authorities need to access data that is necessary to 
safeguard national security or investigate crimes in accordance with law, they shall undergo strict 
approval procedures according to relevant State provisions and proceed in accordance with law. 
Article 53 further stipulates that the provisions of relevant laws and administrative regulations 
shall also be observed in handling data involving personal information. 
 
For another example, China’s Counter-Espionage Law (CEL) adopted in 2014138 stipulated that 
citizens and organizations have a duty to preserve and not endanger national security (art. 4); 
should facilitate or assist counterespionage work (art. 20); report acts of espionage they discover 
(art. 21); truthfully provide evidence in the course of investigations of relevant acts of espionage 
and not refuse to do so (art. 22); and keep confidential any state secrets they know related to 
counter-espionage efforts. As for government obligations, the CEL specified generally that 
counter-espionage personnel should follow the law, respect and guarantee human rights, and 
ensure the lawful rights and interests of citizens and organizations (art.5). It granted state security 
authorities and staff, subject to performing their duties in accordance with the law and upon 
presentation of their credentials, the powers to check the identity certificates of any Chinese 
citizen or overseas person and to investigate and inquire about relevant matters (art. 9), to enter 
relevant spaces and, upon approval, enter restricted spaces and consult or retrieve relevant 
archives, materials or items (art. 10). It further instructed state security authorities to handle their 
work in strict accordance with the law; not exceed or abuse their authority and not infringe the 

 
134 中华人民共和国突发公共卫生事件应对法(草案)(二次审议稿) [Public Health Emergency Response Law of 
the People's Republic of China (Draft) (Second Review Draft)], June 27, 2025, https://npcobserver.com/wp-
content/uploads/2025/06/Public-Health-Emergency-Response-Law-2nd-Draft.pdf; art. 8.  
135 中华人民共和国传染病防治法（2025 修订）[Law of the People's Republic of China on the Prevention and 
Control of Infectious Diseases (2025 Revision)], April 30, 2025, 
https://policy.mofcom.gov.cn/claw/clawContent.shtml?id=102534.  
136 Rule of Law Government Outline, supra, note 129.  
137 Supra note 7. 
138 中华人民共和国反间谍法 [Counter-espionage Law of the PRC], adopted November 1, 2014, 
https://www.gov.cn/zhengce/2014-11/01/content_2775484.htm; unofficial English translation at 
https://www.chinalawtranslate.com/en/anti-espionage/.   
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lawful rights and interests of any organization or individual; use any information or material 
legally obtained from an organization or individual only for their counter-espionage work; and 
keep confidential those that involve any state secret, commercial secret or privacy (art.17).  
Individuals and organizations were given the rights to lodge reports or accusations against state 
security staff for exceeding or abusing their authority or other illegal acts and to be protected 
against retaliation for doing so (art. 26).  
 
The CEL’s substantial revision in 2023, following adoption of both the DSL and the PIPL,  
clarified both the powers, including access to data, of state security authorities and the relevant 
legal restrictions thereon.139  It retained a general obligation on the part of Chinese citizens and 
organizations to support and assist counter-espionage efforts in accordance with law (art. 8) and 
gave them the right to lodge reports and accusations of alleged government misbehavior (art. 52).  
As an example of the greater detail with respect to exercising state powers in the revised CEL, 
article 26 specifies: “When state security organ staff carry out counter-espionage work in 
accordance with the law, they may, based on relevant state provisions and with the approval of 
the head of the state security organ at or above the municipal level, consult and retrieve relevant 
documents, data, materials, and items, and relevant individuals and organizations shall cooperate. 
The review and retrieval may not exceed the scope and extent necessary to carry out the counter-
espionage work.”140  
 
The Three Laws and the Network Data Regulations that implement them141 similarly require the 
public to assist or cooperate with government authorities conducting their lawful work, subject to 
legal protections. The 2017 National Intelligence Law, adopted prior to the PIPL and the DSL 
and slightly revised in 2018, similarly obligates all organizations and citizens to support, assist, 
and cooperate with properly approved, lawful national intelligence efforts.  That frequently cited 
law142 authorizes questioning relevant institutions, organizations and individuals and reading or 
collecting relevant files, materials or items.  It also stipulates that national intelligence work 
institutions and their staff shall handle matters strictly in accordance with law and must not 
exceed or abuse their authority, must not violate the lawful rights and interests of citizens and 
organizations, must not use their position to facilitate seeking benefits for themselves or others, 
and must not leak state secrets, commercial secrets and personal information.143 None of these 

 
139 关于《中华人民共和国反间谍法（修订草案）》的说明 [Explanation on the Counter-espionage Law of the 
People's Republic of China (Draft Revision)], August 30, 2022, 
https://www.bjrd.gov.cn/xwzx/fzlt/202304/t20230427_3081478.html.  
140 中华人民共和国反间谍法 [Counter-espionage Law of the PRC.], April 26, 2023, 
http://www.npc.gov.cn/npc/c30834/202304/a386e8ffa3d94047ab2f0d89b1ea73c4.shtml; unofficial English 
translation, https://www.chinalawtranslate.com/en/counter-espionage-law-2023/. 
141 Supra note 46. 
142 See, e.g., Javier López González, Chiara Del Giovane, and Janos Ferencz, A Preliminary Mapping of Measures 
Affecting the Cross-Border Flow of Non-Personal Data, OECD Trade Policy Paper N°297, 2025, 
https://www.oecd.org/content/dam/oecd/en/publications/reports/2025/06/a-preliminary-mapping-of-measures-
affecting-the-cross-border-flow-of-non-personal-data_251a290e/0825c57c-en.pdf.  
143 中华人民共和国国家情报法 (2018 修正) [PRC National Intelligence Law (as amended in 2018)], 
https://www.faxin.cn/lib/zyfl/ZyflContent.aspx?gid=A263806; unofficial English translation at 
https://www.chinalawtranslate.com/en/national-intelligence-law-of-the-p-r-c-2017/.  See, also, the further analysis 
of Jeremy Daum,  What China’s National Intelligence Law Says, And Why it Doesn’t Matter, China Law Translate, 
February 24, 2024, https://www.chinalawtranslate.com/what-the-national-intelligence-law-says-and-why-it-doesnt-
matter/. 
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laws require or suggest that citizens, companies and organizations, Chinese or foreign, are 
obligated to proactively provide or collect data on behalf of the authorities. To be sure, Chinese 
individuals and companies must submit or permit collection of a range of personal and non-
personal data to the government for regulatory and benefits purposes, as is the case in many 
countries. Again, however, no Chinese law or published policy mandates that the public provide 
unconditional government access to data.  
 
Undoubtedly, individuals and companies may feel pressured to provide access, especially to state 
and public security authorities who, due to the nature of their work, typically enjoy much broader 
discretion in enforcing the law. Indeed, a CAC official noted in a September 2025 article on 
cybersecurity that difficult issues including excessive collection of PI, forced authorizations, 
 and overreaching requests for permissions need to be addressed.144 However, regulatory 
agencies that seek data from companies, including large platform companies managing huge data 
sets, to help better plan and execute their responsibilities in practice often negotiate the scope and 
details of the data to be shared, even when explicitly authorized by law to access certain 
corporate data.145 Companies are not necessarily eager to share their proprietary data with 
government departments having differing data security capabilities, when such data might be 
leaked or otherwise end up in the hands of competitors.146  A data breach in 2022 involving a 
“huge trove of personal information” gathered by the Shanghai public security authorities 
exposed the risks of large, inadequately secured government data aggregations.147 Media reports 
indicated that even China’s central bank, as one example, faced opposition to its demand that 
Tencent, Meituan and other large platforms share their user data.148 On their part, local 
regulators tend to be relatively sensitive to the legitimate concerns of the companies that help 
them deliver economic growth. As discussed above, Chinese regulators must now also be 
sensitive to heightened privacy concerns, as well as legal requirements, when seeking to collect 
data from Chinese individuals. 
 
China’s codification of state powers and their limitations, rather than generally serving to further 
strengthen the CCP’s already substantial powers, renders such powers and their limitations more 
transparent, regulated and known. It also makes the procedural requirements potentially more 
enforceable by the public.  
 
Assumptions that China’s regulatory system and central government perform as a seamless, 
efficient, coordinated agent of the CCP are off the mark.  
 

 
144 Modernizing Cybersecurity, supra note 104. 
145 Sharing Economy Regulation, supra note 104. 
146 Interview with Mobike’s Xia Yiping in Anthony Kuhn, A Remote Chinese Province Uses Its Climate To Grow A 
Big-Data Industry, NPR, July 3, 2017, at: http://www.npr.org/sections/alltechconsidered/2017/07/03/535369266/a-
remote-chinese-province-uses-itsclimate-to-grow-a-big-data-industry.  
147 Amy Qin, John Liu and Amy Chang Chien, Chinese Police Database Was Left Unsecured Long Before Hackers 
Seized It, New York Times, July 7, 2022,  https://www.nytimes.com/2022/07/07/business/china-police-database-
hack.html. 
148 Sun Yu, China’s central bank struggles to force tech groups to share user data with state, Financial Times, 
November 3, 2022,  
https://www.ft.com/content/75409a44-6cfb-43e9-be31-776eb814a919. 
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As with many other areas of governance, China data ambitions are constrained by an 
“implementation gap,”149 not dissimilar to its technology “diffusion deficit,” that Professor 
Jeffrey Ding has identified.150 Issuing plans, directives and regulations does not necessarily equal 
or guarantee control and effective execution.  Data flows between government departments and 
levels of government are impeded by the same interoperability, resource, and bureaucratic 
culture and competition constraints that other countries face. The continued issuance of rules and 
policy documents calling for better collection, categorization, management and sharing of data 
by the national and local governments attests to the difficulty of achieving integrated, complete, 
up-to-date and efficient national platforms for various kinds to data to better serve China’s 
social, economic and political aspirations. The State Council’s recent Regulations on 
Government Affairs Data Sharing, which repeat a decades-old call to strengthen government 
information151 and data152 sharing and to build a national integrated government affairs big data 
system,153 are a case in point. China’s ongoing struggle to build a national social credit system 
also illustrates this challenge. 
 
Social credit as a case study of data governance challenges 
 
The cybersecurity, data security and PI protection aspirations addressed in the Three Laws are all 
at play in China’s ambitious, widely misunderstood social credit system (the SCS). The Chinese 
party-state has been promoting national data aggregation, intra-government sharing and public 
disclosure platforms for over two decades to eliminate data silos, improve government services 
and facilitate economic development. The SCS, which entails governmental collection and 
sharing of regulatory information across departments and levels of government, and disclosure of 
“public credit information” (PCI) that is generated or acquired while performing regulatory 
duties, fits within that evolving, data-intensive ecosystem.   
 
As China replaced the “iron rice bowl” of the planned economy with a nascent “socialist market 
economy,” it confronted widespread fraud, illegality and lack of accountability. In line with the 
idea that “a market economy is a trust economy,” the overarching goal of the SCS was to 
promote trust and law-abiding, trustworthy behavior nationwide within the economy and 
throughout society, in order to foster economic development, national competitiveness and a 
harmonious society. The SCS seeks to achieve this goal by making comprehensive regulatory 
compliance information about companies, organizations and individuals accessible -- to 
government agencies nationwide for use in better allocating regulatory resources and to the 

 
149 See, e.g., Shihong Guo, Tackling China's local environmental policy implementation gap: An evolutionary game 
analysis of China's environmental protection inspection system, Journal of Cleaner Production, September 1, 2023,  
https://www.sciencedirect.com/science/article/abs/pii/S0959652623021005. 
150 Jeffrey Ding, Explaining China’s Diffusion Deficit, Foreign Policy Research Institute, September 16, 2024, 
https://www.fpri.org/article/2024/09/explaining-chinas-diffusion-deficit/. 
151 2002 E-Government Opinions, supra note 12. 
152 国务院关于印发促进大数据发展行动纲要的通知 [State Council Notice on Issuing the Action Outline to 
Promote Development of Big Data], September 5, 2015, https://www.gov.cn/zhengce/content/2015-
09/05/content_10137.htm.  It set the goal of data resources being shared across government departments by the end 
of 2017 and called for establishing a national unified open platform for government data by the end of 2018.  
153 政务数据共享条例 [Regulations on Government Affairs Data Sharing], issued by the State Council on June 12, 
2025, https://www.gov.cn/zhengce/content/202506/content_7026294.htm.  
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public to use in selecting business partners, service-providers and products. The Chinese phrase 
for “credit” (xinyong) used in the phrase “social credit” also means “trust.”  
 
After a decade of exploring the use of various credit mechanisms, the SCS initiative officially 
launched in 2014 through a “planning outline” on SCS construction.154 The SCS was inspired by 
the financial credit reporting and “regulation by disclosure” experience in the U.S. and 
elsewhere. It records and shares among government departments and with the public official 
regulatory data on registration, licensing, administrative punishments, and judicial actions that 
reflect a company, organization or individual’s compliance with laws, regulations and 
agreements. Its main focus has been companies and persons in positions of trust or “key 
occupational groups,”155 including corporate executives and lawyers, accountants and other 
professionals. 
 
The collected regulatory information is housed in several databases. The actual data that informs 
credit-related decisions is initially collected in three distinct, pre-existing national databases: the 
central bank’s credit reporting database of financial credit information156 on companies and 
individuals,157 which is not public or currently shared outside the financial system; the market 
regulator’s public-facing corporate credit information disclosure system, which publicizes basic 
corporate information and regulatory information;158 and the Supreme People’s Court (SPC) 
judgment defaulter “blacklist” database of individuals, companies and organizations that have 
refused to satisfy their monetary judgments.159 The Court’s judgment defaulter program is the 
source of well-publicized restrictions on luxury spending including overseas travel, first-class 
train seats and private schooling, that continue until court judgments are satisfied.160 The latter 
two databases, which rely on input from lower levels of government, are to feed information to  
two SCS data aggregation platforms: a public-facing social credit information database called 
Credit China161 that discloses non-confidential social credit information and the non-public, 
internal National Credit Information Sharing Platform (NCIPS), of which Credit China 
presumably is a subset and which reportedly had aggregated over 80.7 billion social credit 

 
154 社会信用体系建设规划纲要（2014-2020 年）[Planning Outline for the Construction of a Social Credit System 
(2014-2020)], June 14, 2014,  http://www.gov.cn/zhengce/content/2014-06/27/content_8913.htm; unofficial English 
translation, https://chinacopyrightandmedia.wordpress.com/2014/06/14/planning-outline-for-the-construction-of-a-
social-credit-system-2014-2020/.  
155 中共中央办公厅、国务院办公厅关于健全社会信用体系的意见 [Opinions of the General Offices of the CCP 
Central Committee and State Council on Improving the Social Credit System (the 2025 SCS Improvement 
Opinions)], March 21, 2025, https://www.gov.cn/zhengce/202503/content_7016535.htm. 
156 People’s Bank of China, Building An Inclusive Credit Information System, October 10, 2022, 
http://www.pbc.gov.cn/en/3688006/4671762/4691483/index.html.  
157 中国人民银行征信中心 [PBC Credit Reference Center], http://www.pbccrc.org.cn;  English-language website, 
https://www.pbccrc.org.cn/en/index.html.  
158 国家企业信用信息公示系统 [National Enterprise Credit Information Publicity System], 
https://www.gsxt.gov.cn/index.html. 
159 SPC announces evasion blacklist, Global Times, November 6, 2013, 
https://www.globaltimes.cn/content/822812.shtml.  
160 失信被执行人信息查询系统 [Dishonest Defaulter Information Query System], 
http://www.acfic.org.cn/shixin/new/index.html. 
161 https://www.creditchina.gov.cn/. 
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records from 180 million business entities as of April 2025.162 The NCIPS and Credit China 
function as data collection and sharing services, rather like a massive national API.163 
 
The party-state seeks to establish an extensive, integrated national social credit database that 
aims eventually to cover every company, organization and individual in China, an objective that 
raised multiple concerns.  Academics identified cyber, data, privacy and governance risks. Many 
of the legal risks are now addressed by the Three Laws and relevant laws, regulations and 
policies that apply to the SCS’s operations. However, given insufficient interoperability, 
automation and staffing of the ambitious nationwide data collection and sharing program, the 
prospect of detrimental decisions based on incorrect, incomplete or outdated SCS data continues 
to be a concern.  In addition, many Chinese individuals have objected to disclosure of their 
negative information, citing privacy and reputational shaming concerns,164 as have companies.  
 
Another controversial SCS innovation was the joint discipline enforcement mechanism under 
which diverse regulators are to publish blacklists of those seriously violating their departmental 
rules, which other regulators agree to consult in order to enforce their own rules on prudential 
requirements, such as needing a clean regulatory record to bid on public procurement contracts 
or to become a company director. Its intent was to better ensure enforcement of existing rules by 
imposing consequences for non-compliant – referred to as “dishonest” or “untrustworthy” 
(shixin) -- behavior,165 to further incentivize regulatory compliance. Although this mechanism 
does not itself create any new punishments, it has been criticized by Chinese legal scholars for 
effectively imposing multiple penalties for a single regulatory violation. Indeed, being listed on a 
public blacklist is cited by some as constituting an additional punishment. The blacklists for 

 
162 China enhances social credit system to boost high-quality development, Xinhua News Agency , April 2, 2025, 
https://english.www.gov.cn/policies/policywatch/202504/02/content_WS67ed3c1dc6d0868f4e8f165d.html.  
163 Trivium UB, China’s social credit system isn’t about scoring citizens — it’s a massive API, October 15, 2019, 
https://thenextweb.com/news/chinas-social-credit-system-isnt-about-scoring-citizens-its-a-massive-api. 
164 Marianne von Blomberg and Haixu Yu, Shaming the Untrustworthy and Paths to Relief in China’s Social Credit 
System, Sage Journals, February 17, 2023, https://journals.sagepub.com/doi/full/10.1177/00977004231152138. 
165 彭錞 [Chun Peng ], 失信联合惩戒制度的法治困境及出路: 基于对 41 份中央级失信惩戒备忘录的分析 
[The legal dilemma and way out for the joint discipline system for untrustworthiness: An analysis of 41 memoranda 
for the discipline of untrustworthiness at the center], November 3, 2021, 
https://www.law.pku.edu.cn/xwzx/pl/133011.htm. The common English translation of the Chinese term I translate 
as “discipline” in this context, 惩戒 (chengjie), is “punishment.”  However, the Administrative Punishment Law, 
supra note 103, uses a different Chinese term, 处罚 (chufa), for “punishment,” and does not list this mechanism as a 
punishment.  Therefore, I chose to distinguish the two, even though the impact of the two actions may be similar. 
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serious regulatory offenders remain and are being standardized,166 but the “joint enforcement” 
effort appears to have been de-emphasized,167 while not entirely abandoned.168  
 
In the West, the over-reaction to China’s SCS arose less from concerns over the risks inherent in 
its vast data agglomeration than its assumed surveillance potential for use by the CCP to further 
exert social control.169 The SCS in fact remains low-tech,170 even if regulators have hi-tech 
ambitions. It does not collect real-time information from surveillance cameras or otherwise, 
although public security agencies do. The regulatory data is manually uploaded to the databases, 
either by government agencies or companies themselves. Although the financial credit reporting 
system reportedly had collected credit data on 1.16 billion individuals (and 140 million 
enterprises and organization) by the end of 2024,171 the national SCS databases do not record 
information on individuals unless they are a professional, a business or an organization’s 
executive, or have either violated laws or administrative rules or have been recognized with state 
honors. Nor do the databases collect or record data about individuals’ social, consumption and 
political behavior, although some local governments, as well as private credit programs like 
Sesame Credit that are not part of the SCS, may still do so.  
 
Observers also erroneously assumed that the system would generate credit scores,172 as credit 
reporting companies in the U.S. and other countries regularly do, applying an algorithm to the 
social credit data about each citizen and company to compile a single score that would dictate 
their treatment. The U.S.-EU Technology and Trade Council, in its inaugural meeting in 
September 2021, identified “rights-violating systems of social scoring being piloted to 

 
166 China boosts efforts to deter bad faith, English.gov.vn, December 18, 2020, 
https://english.www.gov.cn/policies/latestreleases/202012/18/content_WS5fdc855dc6d0f72576942172.html; 国务
院办公厅关于进一步完善失信约束制度构建诚信建设长效机制的指导意见 [Guiding Opinions of the General 
Office of the State Council on Further Improving the System for Deterring Bad-faith Acts and Building a Long-term 
Mechanism for Promoting Good Faith], December 18, 2020, https://www.gov.cn/zhengce/content/2020-
12/18/content_5570954.htm; unofficial English translation, 
https://www.chinalawtranslate.com/en/%E5%85%B3%E4%BA%8E%E8%BF%9B%E4%B8%80%E6%AD%A5%
E5%AE%8C%E5%96%84%E5%A4%B1%E4%BF%A1%E7%BA%A6%E6%9D%9F%E5%88%B6%E5%BA%A
6%E6%9E%84%E5%BB%BA%E8%AF%9A%E4%BF%A1%E5%BB%BA%E8%AE%BE%E9%95%BF%E6%9
5%88%E6%9C%BA/.  
167 林钧跃：论公共和市场两种不同类型的失信惩戒机制及其相关关系 [Lin Junyue: On the two different types 
of public and market dishonesty discipline mechanisms and their correlation], 《征信》[Credit Reporting 
Magazine], January 27, 2022, https://credit.mot.gov.cn/xinyongzhishi/202202/t20220221_3642445.html. 
168 2025 SCS Improvement Opinions, supra note 153. The single mention of joint discipline in this most recent SCS 
document is Article 22 calling to “guide platform enterprises to establish internal credit management systems and a 
joint disciplinary mechanism for dishonesty among different platforms.” 
169 See, e.g., Katie Canales and Aaron Mokhttps, China's 'social credit' system ranks citizens and punishes them with 
throttled internet speeds and flight bans if the Communist Party deems them untrustworthy, Business Insider, 
November 28, 2022, http://www.businessinsider.com/china-social-credit-system-punishments-and-rewards-
explained-2018-4.  
170 Trivium China, China’s Corporate Social Credit System: Context, Competition, Technology and Geopolitics, 
U.S.-China Economic and Security Review Commission, December 8, 2020, https://www.uscc.gov/research/chinas-
corporate-social-credit-system-context-competition-technology-and-geopolitics.  
171 China builds world’s largest and most comprehensive social credit system: PBC official, Global Times, April 2, 
2025, https://www.globaltimes.cn/page/202504/1331426.shtml.  
172 Jamie P. Horsley, China’s Orwellian Social Credit Score Isn’t Real, Foreign Policy, November 16, 2018, 
https://foreignpolicy.com/2018/11/16/chinas-orwellian-social-credit-score-isnt-real/. 
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implement social control at scale by authoritarian governments,”173 read to refer to China’s 
social credit system,174 as posing various threats to fundamental freedoms and rule of law. The 
standard credit reports of the central bank’s financial Credit Reference Center do not provide a 
score,175 although it and licensed Chinese credit reporting companies can provide credit scores 
when so requested by clients.  Algorithms are undoubtedly employed within the SCS to generate 
scores to help produce corporate appraisal grades of A, B, C, etc.,176 which are used for reference 
by some regulators for environmental protection, food and restaurant safety, tax, customs and 
other enforcement purposes. Many local governments rolled out various scoring initiatives in the 
early years of SCS development, but after an NDRC official directed in 2019 that local points 
systems could be used only to provide rewards and not to restrict individuals from enjoying basic 
public services and rights granted by law,177 most such systems appear to have lost steam.  Social 
credit scores are not mentioned in the March 2025 SCS Improvement Opinions except in the 
context of cultivating the financial credit service market.178 
 
A decade after its official launch, numerous top-down policies and divergent local government 
experiments, much of the agitation concerning the SCS has died down.179 The system is being 
normalized into the concept of “credit-based regulation,”180 with clearer procedural safeguards181 
such as credit repair to ameliorate negative credit consequences,182 and broadly applicable legal 

 
173 U.S.-EU Trade and Technology Council Inaugural Joint Statement, September 29, 2021, 
https://www.whitehouse.gov/briefing-room/statements-releases/2021/09/29/u-s-eu-trade-and-technology-council-
inaugural-joint-statement/.  
174“US, EU meet to forge trade and tech alliance to reduce dependence on China,” SCMP, September 29, 2021, 
https://www.scmp.com/news/china/article/3150644/us-eu-meet-forge-trade-and-tech-alliance-reduce-dependence-
china.  
175 See, e.g., Credit Reference Center, Second-generation Credit Reporting System 
Interpretation of the Consumer Credit Report (Summarized Version for the Consumer) April 2020, 
http://www.pbccrc.org.cn/ewebeditor/uploadfile/20230426105906163.pdf.    
176 国家发展改革委办公厅关于推送并应用市场主体公共信用综合评价结果的通知 [National Development and 
Reform Commission General Office  Notice on Delivery and Application of the Results of Comprehensive Public 
Credit Appraisals of Market Entities], September 1, 2019, 
http://www.ndrc.gov.cn/zcfb/zcfbtz/201909/t20190916_1164805.html; unofficial English translation, 
https://www.chinalawtranslate.com/en/public-credit-appraisal.  
177 发改委：个人信用分可以结合守信激励 但不能用于惩戒 [National Development and Reform Commission: 
Personal credit scores can be used to give rewards for integrity, but cannot be used for discipline], China News, July 
19, 2019, 
https://web.archive.org/web/20220807183035/https://www.creditchina.gov.cn/gerenxinyong/gerenxinyongliebiao/2
01907/t20190719_162509.html.  
178 March 2025 SCS Improvement Opinions, supra, note 155. 
179Vincent Brussee, Is China’s Social Credit System As We Know It Dead?,  
October 16, 2024, https://www.thechinastory.org/is-chinas-social-credit-system-as-we-know-it-dead/,  
180 国务院办公厅关于加快推进社会信用体系建设构建以信用为基础的新型监管机制的指导意见 [Guiding 
Opinions on Accelerating the Advancement of the Establishment of the Social Credit System with New Forms of 
Credit-based Regulatory Mechanisms], July 9, 2019, 
http://www.gov.cn/zhengce/content/20107/16/content_5410120.htm; unofficial English translation, 
https://www.chinalawtranslate.com/en/credit-regulation. 
181 Alexander Chipman Koty, China’s Social Credit System: Scope of Information Collection and Punishments for 
Untrustworthy Entities, China Briefing, May 30, 2023, 
https://www.china-briefing.com/news/chinas-social-credit-system-scope-punishments-amended/. 
182 失信行为纠正后的信用信息修复管理办法（试行 [Measures on the Management of Credit Information 
Restoration Following the Correction of Untrustworthy Conduct (Provisional)], China Law Translate, January 23, 
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remedies to address government abuse, however difficult they may be to enforce consistently. 
According to the SPC’s annual work report for 2024, improved mechanisms for punishing 
dishonesty and repairing credit resulted in a 23 percent decrease in the number of people being 
added to the court’s list of judgment defaulters, while the number of those being removed from 
the list through credit repair rose over 35 percent, resulting in the first decline in the number of 
people on the list in a decade.183 The CCP and State Council in the March 2025 SCS 
Improvement Opinions renewed a call to formulate a Social Credit System Construction Law,184 
although such a project does not appear on the legislative plans for 2025 of either the NPC or the 
State Council. 
 
The evolving, messy SCS provides a case study of Western misperceptions about Chinese data 
governance and governance more generally. While the CCP clearly seeks to enhance its 
oversight and sharpen its controls, it cannot order universal compliance. The reality in China, 
like in other countries, is complicated. Technical interoperability challenges are compounded by 
bureaucratic and regional competition, center-local tensions and corporate sector competitive 
interests.  A two-year action plan released in June 2024 by the NDRC185 to further develop the 
SCS called for strengthening the "general hub" function of the NCIPS to unify provincial credit 
platforms, improve the quality and efficiency of credit information sharing, and cover all credit 
entities, all credit information categories, and all regions of the country.  Yet, the goal of an 
integrated, complete national database of social credit information remains elusive. Fostering 
government integrity through requirements that such credit information about government 
agencies should be entered into the SCS186 is another SCS goal, but while government-related 
SCS information is not public, it is clear that the issue of local governments not abiding by 
contractual payment and other commitments with corporate actors remains serious.187  The SCS, 
like many ambitious PRC initiatives, remains a work in progress. 

 
2023,https://www.creditchina.gov.cn/zhengcefagui/zhengcefagui/zhongyangzhengcefagui1/202301/t20230118_309
218.h tml; unofficial English translation at https://www.chinalawtranslate.com/en/credit-restoration/; and Jeremy 
Daum, Take it down! Stopping the display of “negative credit information,” January 24, 2023, 
https://www.chinalawtranslate.com/en/take-it-down-stopping-the-display-of-negative-credit-information.  
183 最高人民法院工作报告 [Work Report of the Supreme People's Court], Xinhua News Agency, March 15, 2025, 
https://www.gov.cn/yaowen/liebiao/202503/content_7013680.htm (SPC Work Report). See, also, 最高人民法院
发布严格区分失信、失能被执行人强化信用修复典型案例 [SPC issues typical cases of strictly distinguishing 
dishonest and incapable persons subject to enforcement and strengthening credit restoration], July 25, 2025, 
https://news.cctv.com/2025/07/25/ARTInl3MFSga2HZFfUErxw0K250725.shtml.  
184 2025 SCS Improvement Opinions, supra note 155. 
185 国家发展改革委办公厅关于印发《2024—2025 年社会信用体系建设行动计划》的通知 [National 
Development and Reform Commission 2024-2025 Action Plan for the Establishment of the Social Credit System], 
June 6, 2024, https://www.ndrc.gov.cn/xxgk/zcfb/tz/202406/t20240604_1386668.html; unofficial English 
translation, https://www.chinalawtranslate.com/en/2024-2025social-credit-plan/. 
186China to enhance government credibility, English.gov.cn, December 30, 2016 , 
http://english.gov.cn/policies/latest_releases/2016/12/30/content_281475528874917.html;    
国家发展改革委关于完善政府诚信履约机制优化民营经济发展环境的通知 [Notice of the National 
Development and Reform Commission on Improving the Government's Credit Performance Mechanism and 
Optimizing the Development Environment of the Private Economy], Credit China, August 9, 2023,  
https://www.ndrc.gov.cn/xxgk/zcfb/tz/202308/t20230810_1359277.html.   
187 See, e.g., 中共中央 国务院关于促进民营经济发展壮大的意见 [Opinions of the Central Committee of the 
Communist Party of China and the State Council on Promoting the Development and Growth of the Private 
Economy], July 14, 2024, https://www.gov.cn/zhengce/202307/content_6893056.htm; Jamie P. Horsley, China’s 
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Implications for US-China Relations:  Is a data deal possible? 
 
The United States and China are still intertwined economically. In spite of decades of data-
related tensions188 and cross-border data restrictions by both countries, both countries would 
benefit from discussing each other’s evolving, risk-based data systems to identify common 
ground for continued beneficial data flows, potentially on a sector-by-sector basis. As noted 
earlier, China’s DSL aims to promote the secure and free flow of data across borders. And the 
PIPL encourages the mutual recognition of PI protection rules and standards with other countries 
and international organizations and provides that PI can be shared overseas pursuant to the terms 
of international treaties or agreements that address the conditions for such sharing. This opens 
possibilities for bilateral agreements with negotiated blanket approvals for certain PI and other, 
non-personal data transfers.  
 
The value of entering into bilateral discussions is only increasing as the U.S. government 
embarks on modifying its traditional presumption of free data flow to address growing security 
concerns, in particular vis-à-vis China (including Hong Kong and Macao) and other “countries of 
concern.” The Trump administration left in effect the unprecedented Executive Order on 
Preventing Access to Americans’ Bulk Sensitive Personal Data and United States Government-
Related Data by Countries of Concern, issued by President Biden in February 2024 (Bulk 
Personal Data EO),189 and allowed the U.S. Department of Justice implementing rules 
thereunder (DOJ Bulk Data Implementing Rules)190 to take effect in April 2025.191 The 
National Institutes of Health cited that EO when prohibiting access to NIH controlled-access data 
repositories and associated data by institutions located in countries of concern, also as of April 
2025.192  A companion law, the Protecting Americans’ Data from Foreign Adversaries Act of 
2024, signed into law by President Biden on April 24, 2024 (PADFA), also remains in effect.193  
 

 
New Private Economy Promotion Law: Good Intentions Meet Weak Government Accountability, NPC Observer. 
May 15, 2025, https://npcobserver.com/2025/05/china-private-economy-law-government-accountability/ . 
188 Zach Dorfman, Tech giants are giving China a vital edge in espionage, Financial Review, January 11, 2021,  
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Snowden Revelations, supra note 26; and Peter Harrell, Managing the Risks, supra note 4.  
189 Executive Order on Preventing Access to Americans’ Bulk Sensitive Personal Data and United States 
Government-Related Data by Countries of Concern, White House, February 28, 2024,  
https://www.whitehouse.gov/briefing-room/presidential-actions/2024/02/28/executive-order-on-preventing-access-
to-americans-bulk-sensitive-personal-data-and-united-states-government-related-data-by-countries-of-concern/.    
190 Final Rule on Preventing Access to U.S. Sensitive Personal Data and Government Related Data by Countries of 
Concern or Covered Persons, Federal Register, January 8, 2025, https://www.govinfo.gov/content/pkg/FR-2025-01-
08/pdf/2024-31486.pdf. 
191See, e.g., Dorsey & Whitney LLC, DOJ Limits Enforcement During First 90 Days of US-China Data Export 
Rules, April 14, 2025, https://www.dorsey.com/newsresources/publications/client-alerts/2025/4/doj-us-china-data-
export-rules (referring to the rules as the “new US-China data export rules.”) 
192 National Institutes of Health, Implementation Update: Enhancing Security Measures for NIH Controlled-Access 
Data, April 2, 2025, https://grants.nih.gov/grants/guide/notice-files/NOT-OD-25-083.html.  
193 PADFA, April 24, 2024, https://www.congress.gov/118/bills/hr7520/BILLS-118hr7520rfs.pdf;  Ropes & Gray, 
U.S. Enacts Sweeping Legislation to Restrict Flows of Sensitive Data to the People’s Republic of China and Other 
Foreign Adversaries, April 26, 2024, https://www.ropesgray.com/en/insights/alerts/2024/04/us-enacts-sweeping-
legislation-to-restrict-flows-of-sensitive-data-to-the-peoples-republic-of-china. 
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The U.S. has consistently excluded China from its dialogues on data governance issues with 
allies and partners, expressing concerns relating to CCP access to data and how PI protection 
commitments are implemented within the “CCP-led legal system.”194 It has also advocated for 
aligning “rights-respecting approaches to digital and data governance with international 
partners,”195 in a context that specifically identifies China as problematic. China nonetheless has 
not only promoted its own international frameworks, as discussed below, but also participates in 
a number of multilateral groupings that have data-related initiatives.  These include the United 
Nations, although China welcomed but did not ultimately sign the 2024 Global Digital 
Compact;196 the G20, where China included the digital economy in the G20 agenda for the first 
time during its presidency in 2016197 and endorsed and has taken measures to implement the G20 
Roadmap for Enhancing Cross-border Payments;198 and the Asia-Pacific Economic Cooperation 
(APEC).199 The U.S. also participates in those three organizations, although it led the separation 
from APEC of its Cross-Border Privacy Rules system to organize the Global Cross-Border 
Privacy Rules Forum with Canada, Japan, the Republic of Korea, the Philippines, Singapore, and 
Chinese Taipei in 2022,200 reportedly in part to prevent China from accessing consumer data 
through that mechanism.201 China is also a member of the Regional Comprehensive Economic 
Partnership, and has applied to join the Digital Economy Partnership Agreement (DEPA) 
between Chile, New Zealand, and Singapore 202 and the Comprehensive and Progressive 
Agreement for Trans-Pacific Partnership (CPTPP) among 11 countries,203 all three of which 
contain various data-related commitments. China and the Association of Southeast Asian Nations 
concluded negotiations in May 2025 to finalize a China-ASEAN Free Trade Area 3.0 

 
194 Bulk Sensitive Personal Data EO, supra note 182;  and United States International Cyberspace & Digital Policy 
Strategy: Towards an Innovative, Secure, and Rights-Respecting Digital Future (U.S. Cyberspace & Digital Policy 
Strategy), U.S. Department of State, May 6, 2024, https://www.state.gov/united-states-international-cyberspace-
and-digital-policy-strategy/. 
195 United States International Cyberspace & Digital Policy Strategy, supra note 187. That strategy recognizes, 
however, that some countries have concerns about U.S. cloud providers and access to and control of data, despite the 
CLOUD Act, infra note 218, providing for agreements to allow for consistent protections based on the rule of law.  
196 Global Digital Compact, United Nations, adopted September 22, 2024, https://www.un.org/global-digital-
compact/en; and Patrick Reiland, Global Digital Compact adopted by UN Member States, Friedrich Naumann 
Foundation, January 10, 2024, https://www.freiheit.org/human-rights-hub-geneva/global-digital-compact-adopted-
un-member-states.  
197 G20 Leaders' Communiqué: Hangzhou Summit, September 5, 2016, https://www.g20.utoronto.ca/2016/160905-
communique.html.  
198 G20 Roadmap for Enhancing Cross Border Payments: Scorecard report on direct access and price transparency, 
November 2024, https://wise.com/imaginary-v2/images/412682182e58619ee36cccc187d7ee58-
Copy%20of%20G20%20Report_China.pdf.  
199 APEC Privacy Framework, https://www.apec.org/Publications/2017/08/APEC-Privacy-Framework-(2015).  
200 Statement by Commerce Secretary Raimondo on Establishment of the Global Cross-Border Privacy Rules 
(CBPR) Forum, April 21, 2022, https://www.commerce.gov/news/press-releases/2022/04/statement-commerce-
secretary-raimondo-establishment-global-cross-border; membership has expanded to include Australia, Bermuda, 
Mexico, UAE and the UK (Associate Member), https://www.globalcbpr.org/ membership/. 
201 Ryohei Yasoshima, US moves to shut China out of shaping APEC data protections, Nikkei, August 21, 2020, 
https://asia.nikkei.com/Politics/International-relations/US-China-tensions/US-moves-to-shut-China-out-of-shaping-
APEC-data-protections. 
202 China submitted an official application to join the Digital Economy Partnership Agreement (DEPA), November 
3, 2021, http://english.mofcom.gov.cn/article/newsrelease/significantnews/202111/20211103214781.shtml. 
203 China to speed up accession to CPTPP, China Daily, March 22, 2024, 
https://english.www.gov.cn/news/202403/22/content_WS65fcddf2c6d0868f4e8e555c.html.  
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agreement204 that includes a chapter on the digital economy, which reportedly incorporates high-
level PI protections.205 Based on the ongoing relaxation in China’s approach to cross-border data 
transfers, including the further pilots being conducted in its FTZs and specific sectors like 
automotive data,206 memberships in the DEPA and CPTPP might eventually prove possible, 
although political hurdles remain. The U.S. is not party to these latter three agreements.  
 
Despite mutual misgivings, the U.S. and China started a dialogue on AI safety during the Biden 
Administration.207  AI development depends, of course, on access to massive amounts of quality 
data.  Given the United States’s substantial multi-faceted relationship with China, both countries 
would benefit from bilateral government-to-government data-focused discussions to carve out 
safe harbors for sharing and use of non-sensitive data (e.g., for AI development and other 
purposes) that can be protected through various technical and other mechanisms. Some non-
governmental groups have organized Track II dialogues208 that address data concerns in the 
context of broader issues like the digital economy, health and cybersecurity.209 However, the 
U.S. and Chinese governments do not appear to be directly discussing data concerns, apart from 
some exchanges on cross-border financial data as part of a broader, Biden-era dialogue,210 and 
principles regarding scientific data management, access and reciprocity in connection with 
renewal of the U.S.-China science and technology cooperation agreement.211 At a minimum, 

 
204 China, ASEAN fully complete negotiations on CAFTA 3.0, Xinhua News Agency, May 21, 2025, 
https://english.news.cn/asiapacific/20250521/a6e063c4df8946a7bbbb1edfe40a8c4a/c.html.  
205 下一步，双方将积极推进各自国内签署批准程序，推动年底前正式签署中国—东盟自贸区 3.0 版升级议
定书 [Ministry of Commerce International Department Head Introduced Substantive Conclusion of the China-
ASEAN Free Trade Area 3.0 Negotiations], Ministry of Commerce website, October 10, 2024, 
https://www.gov.cn/zhengce/202410/content_6979243.htm.  
206 See, e.g., MIIT, CAC, etc., 工业和信息化部等八部门公开征求对《汽车数据出境安全指引（2025 版）》的
意见 [Security Guidelines for Outbound Transfer of Automotive Data (2025 Edition) (Draft for Comment)], June 
13, 2025, https://www.miit.gov.cn/jgsj/waj/wjfb/art/2025/art_181a52f57d14451ba4c8517b79c05177.html; see, also, 
e.g., Gordon Cheng, Driving data management, China Business Law Journal, August 13, 2024, 
https://law.asia/china-automotive-industry-data-compliance/.  
207 Statement from NSC Spokesperson Adrienne Watson on the U.S.-PRC Talks on AI Risk and Safety, May 15, 
2024, https://geneva.usmission.gov/2024/05/15/statement-from-nsc-spokesperson-adrienne-watson-on-the-us-prc-
talks-on-ai-risk-and-safety/; Richard Weitz, China and the United States Begin Official AI Dialogue, June 14, 2024, 
https://www.chinausfocus.com/peace-security/china-and-the-united-states-begin-official-ai-dialogue. 
208 Doung Irving, Can Track 2 Discussions Help Stem the Decline in U.S.-China Relations?, Rand, November 8, 
2024, https://www.rand.org/pubs/articles/2024/can-track-2-discussions-help-stem-the-decline-in-us-china-
relations.html.  
209 See, e.g., U.S.-China Track II Dialogue on the Digital Economy Consensus Agreement, National Committee for 
US-China Relations, October 2024, https://www.ncuscr.org/program/us-china-track-ii-dialogue-digital-economy/; 
U.S.-China Track II Dialogue On Healthcare Consensus Agreement, June 16-17, 2024,  
https://www.ncuscr.org/wp-content/uploads/2025/01/HC2024-Consensus-Agreement-FINAL-25-01-03.pdf (“Data 
is key to biomedical innovation”); and CICIR and CSIS held the 14th “Sino-US Cyber Security Dialogue,” July 8, 
2024, http://www.cicir.ac.cn/NEW/en-us/event.html?id=d0ab7e1c-e81a-40f3-af48-f14ac43b7277 (“The two sides 
had in-depth exchanges on topics such as cyber security concerns, the technological development of U.S. and China, 
AI and data governance, etc.”).  
210 U.S. Department of the Treasury, READOUT: Fifth Meeting of the Financial Working Group Between the 
United States and the People’s Republic of China, August 19, 2024, https://home.treasury.gov/news/press-
releases/jy2541; and READOUT: Seventh Meeting of the Financial Working Group Between the United States and 
the People’s Republic of China, December 16, 2024, https://home.treasury.gov/news/press-releases/jy2750.  
211 Deborah Seligsohn and Scott Kennedy, The U.S.-China Science and Technology Cooperation Agreement Is Not 
Yet Obsolete, CSIS, June 9, 2025, https://www.csis.org/analysis/us-china-science-and-technology-cooperation-
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understanding through person-to-person dialogue the drafter’s intent and actual implementation 
of each other’s data-related legislation and policies is critical to our ability to accurately 
interpret,212 critique and respond appropriately to related data developments in the other country.  
 
Potential issues to explore 
 
China’s evolving data governance framework not only implicates issues directly affecting the 
U.S.-China data-dependent relationship.  It also presents potentially useful case studies of its 
attempts to maximize data utilization while maintaining necessary data security. Some of those 
issues are discussed below.  Others not addressed in this study include China’s efforts to develop 
data exchanges to foster markets for non-public data,213 the challenges of cataloging data and 
building an integrated national data infrastructure, and various risks attendant to aggregating 
huge amounts of data into national databases.   
 
Cross-border data transfers and access: As discussed above, China continues to relax its cross-
border data transfer (CBDT) regime to facilitate a range of ordinary business, financial and 
personal transactions, implementing a risk-based approach to sharing Important Data and PI, in 
addition to unrestricted General Data. Relatedly, it is also making progress in clarifying what 
constitutes Important Data on a sector-by-sector basis and establishing technical standards214 as 
well as departmental, local and pilot zone rules on identifying types of data that either are 
exempted from the CBDT restrictions or may not be transferred without security assessment or 
other PI protection measures. These developments suggest areas where the U.S. might engage 
with China to agree on positive lists of data transactions that should freely flow bilaterally, and 
negative lists such as bulk personal data transfer restrictions on both sides. Reaching such 
understandings would be even more important now that the U.S. is similarly engaged in 
identifying specific categories of cross-border data transactions that are prohibited altogether, 
restricted subject to meeting specific security requirements, or are free to flow to China and other 
countries of concern. The DOJ Bulk Data Implementing Rules215 carve out, for example, clinical 
trial, telecommunications and financial services transactions data from its restrictions. The two 
countries might also explore the use of privacy enhancing technologies to protect transferred PI 
and what kinds of data can be shared across borders for training AI models.216  
 

 
agreement-not-yet-obsolete; Protocol Amending and Extending the Agreement on Cooperation in Science and 
Technology, as amended and extended, signed at Beijing December 13, 2024; entered into force December 13, 
2024, with effect from August 27, 2024, https://www.state.gov/china-24-1213.  The annex establishes minimum, 
mutually agreed upon requirements for the FAIR (Findable, Accessible, Interoperable, and Reusable) exchange of 
data and calls for archiving in data centers within the territories of both Parties or data centers elsewhere in a 
synchronized manner.  It also commits the two parties to advance public access to scientific data, subject to privacy, 
proprietary, and other legal and regulatory restrictions as applicable. 
212 Samm Sacks, China’s Emerging Data Privacy System and GDPR, CSIS, March 9, 2018, 
https://www.csis.org/analysis/chinas-emerging-data-privacy-system-and-gdpr. 
213 Alex He and Rebecca Arcesati, Data Marketplaces and Governance: Lessons from China, CIGI, November 12, 
2024, https://www.cigionline.org/articles/data-marketplaces-and-governance-lessons-from-china/.  
214Arendse Huld, China Releases Technical Standards Guiding the Classification of “Important” Data, China 
Briefing, April 3, 2024, https://www.china-briefing.com/news/china-data-classification-standards-important-data/.  
215 Supra note 183. 
216 Graham Webster and Ryan Hass, A roadmap for a US-China AI dialogue, Brookings Institution, Brookings, 
January 10, 2024, https://www.brookings.edu/articles/a-roadmap-for-a-us-china-ai-dialogue/.  
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As context for such discussions, China and Germany signed a memorandum of understanding to 
enhance cooperation on CBDT in June 2024,217 following a preliminary agreement in April 2024 
to cooperate on automated and connected driving, which would involve reciprocal data 
transfers.218 The EU and China initiated CBDT talks in August 2024 under a Cross-Border Data 
Flow Communication Mechanism to address issues concerning CBDT of non-personal data and 
compliance with Chinese data requirements, anticipating expert and technical level discussions 
to follow.219 Despite geopolitical and trade tensions, and a stiff fine imposed in May 2025 on Tik 
Tok for unlawfully transferring European user data to China and failing to ensure adequate 
protections against access by Chinese authorities,220 the two sides met again in Brussels on July 
17, 2025.  According to the CAC, they discussed company concerns, regulatory interoperability, 
and mutual reciprocity and reportedly agreed to establish a working group on the cross-border 
transfer of automotive data.221 The Global Cross-border Data Flow Cooperation Initiative that 
CAC put forward in November 2024222 calls for bilateral, multilateral and international CBDT 
cooperation, “while ensuring that each country's legitimate policy goals are met,” and opposes 
the illicit acquisition of data. That initiative complements the September 2020 Global Initiative 
on Data Security223 led by China’s Foreign Affairs Ministry, which contained similar language 
on CBDT issues.  
 
Seen as attempting to counter the U.S.’s expansion of its “Clean Network” program announced 
in August 2020224 that aimed  to discourage other countries from using Chinese technology, the 
Global Initiative on Data Security further advocated that states “should handle data security in a 
comprehensive, objective and evidence-based manner” and “obtain overseas data out of law 
enforcement requirements such as combating crimes … through judicial assistance or other 
relevant multilateral and bilateral agreements.” That initiative also stipulated that “ICT products 
and services providers should not install backdoors in their products and services to illegally 
obtain users' data, control or manipulate users' systems and devices,” an issue that arose with 

 
217 Ma Jingjing, China, Germany sign MOU to strengthen cooperation on cross-border data flow, Global Times, 
June 27, 2024, https://www.globaltimes.cn/page/202406/1314944.shtml.  
218 Germany and China sign Memorandum of Understanding on dialogue and cooperation in the field of automated 
and connected driving, April 16, 2024, https://www.bmwk.de/Redaktion/EN/Pressemitteilungen/2024/04/20240416-
germany-and-china-sign-memorandum-of-understanding-on-dialogue-and-cooperation-in-the-field-of-automated-
and-connected-driving.html.  
219 EU and China launch Cross-Border Data Flow Communication Mechanism, EU Directorate-General for Trade, 
August 28, 2024, https://policy.trade.ec.europa.eu/news/eu-and-china-launch-cross-border-data-flow-
communication-mechanism-2024-08-28_en. 
220 Adam Satariano, TikTok Fined $600 Million for Sending European User Data to China, New York Times, May 2, 
2025, https://www.nytimes.com/2025/05/02/business/tiktok-eu-data-china.html.  
221 Cyberspace Administration of China,中欧数据跨境流动交流机制第二次会议在布鲁塞尔举行 [The second 
meeting of the China-EU cross-border data flow communication mechanism was held in Brussels], July 18, 2025,  
https://www.cac.gov.cn/2025-07/18/c_1754549064237501.htm; The second dialogue between China and EU on 
cross-border data transfer, potential agreement on auto data?, Geopolitechs, July 18, 2025, 
https://www.geopolitechs.org/p/the-second-dialogue-between-china.  
222 Supra, note 94.  
223 全球数据安全倡议 [Global Initiative on Data Security], Xinhuanet, September 8, 2020,  
http://www.xinhuanet.com/world/2020-09/08/c_1126466972.htm; official English translation, 
http://www.xinhuanet.com/english/2020-09/08/c_139352274.htm.  
224 The Clean Network, United State Government,  https://2017-2021.state.gov/the-clean-network/  
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respect to China’s suspicion that Nvidia had placed backdoors and kill switches in their H20 
chips after the Trump Administration removed controls on their sale to China in July 2025.225   
 
Extraterritorial application: The extraterritorial application of data laws is another area of 
potential conflict between the U.S. and China. The CSL applies primarily to network and 
cybersecurity management within PRC territory but authorizes the state also to handle 
cybersecurity risks arising outside the PRC; to conduct security assessment prior to transfers of 
Important Data and certain PI overseas; to order that transmission of prohibited information from 
overseas be blocked; and to pursue legal liability if foreign cyber-related acts endanger CII. 
Although the DSL’s provisions similarly apply mainly to data processing - and data collected or 
generated - within the PRC, it also provides that legal liability for data processing outside the 
PRC that harms the national security, public interests or lawful rights and interests of PRC 
persons is to be “investigated.”  The PIPL, while also principally applied to PI collected or 
generated in China, covers -- similar to the GDPR -- offshore data processors that deliver goods 
and services to or analyze individuals in China. The PIPL further provides that overseas 
organizations or individuals engaged in PI processing that infringes upon the PI rights and 
interests of PRC citizens or endangers the PRC’s national security or public interests may be 
blacklisted and restricted or prohibited from receiving PI from China.  
 
Some extraterritorial Chinese provisions appear to be a response to the "long-arm jurisdiction" 
asserted under the U.S. Clarifying Lawful Overseas Use of Data Act (CLOUD Act) enacted in 
2018,226 which gives U.S. law enforcement agencies the authority to compel companies falling 
under U.S. jurisdiction to produce requested data regardless of where it is stored.  Chinese 
analysts viewed the CLOUD Act as a serious violation of other countries' judicial sovereignty.227 
In response, the PRC adopted a so-called blocking statute, the International Criminal Judicial 
Assistance Law,228 which requires approval by PRC authorities before anyone within the PRC 
may provide evidence materials and assistance to any foreign countries’ criminal proceedings. 
As discussed earlier, the DSL and PIPL both more broadly prohibit organizations and individuals 
in China from providing data stored in China to foreign judicial or law enforcement agencies 
without approval of the competent PRC authorities, or in accordance with other relevant laws or 
international treaties or agreements.  
 
No Chinese law or published policy asserts CLOUD Act-type long-arm jurisdiction to compel 
persons within its jurisdiction to produce or provide access to requested data stored outside of 

 
225 Nvidia, under pressure from U.S. and China, says chips have no ‘back doors’, Washington Post, August 6, 2025, 
https://www.washingtonpost.com/technology/2025/08/06/nvidia-under-pressure-us-china-says-its-chips-have-no-
back-doors/.  
226 CLOUD Act, https://www.justice.gov/d9/pages/attachments/2019/04/09/cloud_act.pdf. 
227 在总体国家安全观指引下进一步加强数据安全工作 [Further strengthen data security work under the guidance 
of the overall national security concept], 安全内参 [Security Internal Reference], April 19, 2024, 
https://www.secrss.com/articles/65417. 
228 中华人民共和国国际刑事司法协助法 [Law of the People's Republic of China on International Mutual Legal 
Assistance in Criminal Matters], adopted October 26. 2018, 
https://www.moj.gov.cn/pub/sfbgw/flfggz/flfggzflty/fltysfxzxgflfg/201901/t20190104_151320.html; official 
English translation at http://en.npc.gov.cn.cdurl.cn/2018-10/26/c_791384.htm. 
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China. China’s foreign minister pointedly asserted in September 2020,229 in connection with 
releasing China’s Global Initiative on Data Security,230 the principles that “States should not 
request domestic companies to store data generated and obtained overseas in their own country” 
and “shall not obtain data located in other States through companies or individuals without other 
States' permission.” State access to overseas data should instead be obtained pursuant to judicial 
assistance or other relevant multilateral and bilateral agreements. 
 
The U.S. does not have a CLOUD Act-related agreement with China, but it has concluded a 
more limited Agreement on Mutual Legal Assistance in Criminal Matters231 that stipulates 
procedures and the types of information to be exchanged between the two countries. This would 
presumably apply in conjunction with the DSL and PIPL to criminal law enforcement data. 
However, data exchanges related to other enforcement matters need to be negotiated. For 
example, after many years of impasse, agreement was achieved in 2022 by the U.S. Securities 
and Exchange Commission for the nonprofit-status Public Companies Accounting Oversight 
Board (PCAOB)232 to access audit papers of China-based accounting firms relating to U.S.-
listed PRC companies that had been withheld on state secrets grounds.233 As Chinese companies 
continue to list on major U.S. exchanges,234 that agreement remained in place as of July 2025, 
although some U.S. legislators have raised concerns about transparency and regulatory oversight 
gaps relating to listed Chinese companies that might put American investors at risk.235 The 
PCAOB continued through 2024236 to inspect, investigate and penalize237 audit firms in 
mainland China and Hong Kong, and to monitor the Chinese authorities' compliance with the 
agreement. It also has resources in its 2025 budget to maintain the inspection program.238  

 
229 China will not ask companies to provide overseas data: FM, Xinhuanet, September 8, 2020, 
http://www.xinhuanet.com/english/2020-09/08/c_139352240.htm. 
230Global Initiative on Data Security, supra note 222. 
231 China (13102) – Agreement on Mutual Legal Assistance in Criminal Matters, eff. March 8, 2001, 
https://www.state.gov/13102.  
232 Karthik Ramanna and Nemit Shroff, Don’t Dismantle America’s Audit Regulator—It’s a Strategic Asset Against 
China, Promarket, June 2, 2025, https://www.promarket.org/2025/06/02/dont-dismantle-americas-audit-regulator-
its-a-strategic-asset-against-china/.  
233 FACT SHEET: PCAOB Agreement with China on Audit Inspections and Investigations, U.S. Securities and 
Exchange Commission, https://www.sec.gov/files/china-sop-fact-sheet.pdf;  
234 Trend of Chinese Companies Listing in the United States, Arc Group, July 2, 2025, https://arc-
group.com/chinese-companies-listing-united-states/; and  Chinese Companies Listed on Major U.S. Stock 
Exchanges, U.S.-China Economic and Security Review Commission on China, March 7, 2025, 
https://www.uscc.gov/sites/default/files/2025-
03/Chinese_Companies_Listed_on_US_Stock_Exchanges_03_2025.pdf.  
235 Moolenaar, Scott,  Demand Answers from SEC and PCAOB on Chinese Companies’ Access to U.S. Markets, 
The Select Committee of the CCP, July 16, 2025,  https://selectcommitteeontheccp.house.gov/media/press-
releases/moolenaar-scott-demand-answers-from-sec-and-pcaob-on-chinese-companies-access-to-us-markets.  
236Cornerstone Research, Public Companies Accounting Oversight Board (PCAOB) Enforcement Activity 2024 
Year in Review, https://www.cornerstone.com/wp-content/uploads/2025/02/PCAOB-Enforcement-Activity-2024-
Year-in-Review.pdf.  
237 PCAOB Revokes Registration of Chinese Firm for Repeatedly Violating PCAOB Rules and Failing To 
Cooperate with Board Investigation, November 8, 2024, https://pcaobus.org/news-events/news-releases/news-
release-detail/pcaob-revokes-registration-of-chinese-firm-for-repeatedly-violating-pcaob-rules-and-failing-to-
cooperate-with-board-investigation.    
238Chair Williams’ Statement Before the SEC Open Commission Meeting on the PCAOB’s Proposed 2025 Budget, 
December 18, 2024,  https://pcaobus.org/news-events/speeches/speech-detail/chair-williams--statement-before-the-
sec-open-commission-meeting-on-the-pcaob-s-proposed-2025-budget. 
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On the PRC side, Accounting Data Security Rules issued in April 2024 by the PRC Finance 
Ministry and CAC explicitly require that accounting firms’ audit working papers be stored 
locally and subject to prior approval for any cross-border transfer.239 Similarly, May 2025 rules 
of China’s central bank require any requests by foreign financial law enforcement authorities for 
its business data to be handled in accordance with relevant laws and international treaties or 
agreements concluded or acceded to by the PRC, or based on the principles of equality and 
reciprocity.240 Accordingly, banking and finance are areas where having a blanket bilateral or 
multilateral data agreement in place would facilitate normal cross-border transactions and 
regulatory enforcement. 
 
Categorizing data: How each country defines and seeks to protect various categories of data241 
and their respective concerns surrounding transfers of bulk data is another important topic for 
bilateral data discussions, to identify areas of overlap and conflict to be managed.  Examples 
might include the differing scopes of Sensitive PI under China’s PIPL; “bulk sensitive personal 
data” in the 2024 Bulk Sensitive Personal Data EO242 and the DOJ Bulk Data Implementing 
Rules;243 “personally identifiable sensitive data” under the 2024 PADFA;244 and "sensitive 
personal data" as implemented by the Committee on Foreign Investment in the United States.245 
These concepts might further be compared to the GDPR’s “special category data” for personal 
data that needs more protection because it is sensitive.246 An accurate understanding of each 
country’s rules and implementation will be necessary for concluding any bilateral data transfer 
agreements, including on the possible use of standard contracts for mutual transfers of PI.247  
 

 
239 Ministry of Finance and CAC ,会计师事务所数据安全管理暂行办法 [Interim Measures for Data Security 
Management of Accounting Firms], approved April 15 and effective October 1, 2024; 
https://kjs.mof.gov.cn/zhengcefabu/202405/P020240510401071393462.pdf; see, Du Zhihang and Kelsey Cheng, 
Accounting Firms in China Required to Store Audit Data on Mainland Under New Rules, Caixin Global, May 11, 
2024, 
https://www.caixinglobal.com/2024-05-11/accounting-firms-in-china-required-to-store-audit-data-on-mainland-
under-new-rules-102195400.html.  
240 中国人民银行业务领域数据安全管理办法 [Measures of the People's Bank of China for Security Management 
of Business Domain Data], May 1, 2025, art.  http://www.pbc.gov.cn/tiaofasi/144941/144957/5702602/index.html.  
241 For a United States federal government approach to categorizing and assessing sensitivity of data assets, see 
[U.S.] Zero Trust (ZT) Data Security Working Group,  Federal Zero Trust Data Security Guide,  October 2024, 
https://www.cio.gov/assets/files/Zero-Trust-Data-Security-Guide_Oct24-Final.pdf.  
242 Supra note 189.    
243 Supra, note 190. 
244 Supra, note 193; Ropes & Gray, U.S. Enacts Sweeping Legislation to Restrict Flows of Sensitive Data to the 
People’s Republic of China and Other Foreign Adversaries, April 26, 2024, 
https://www.ropesgray.com/en/insights/alerts/2024/04/us-enacts-sweeping-legislation-to-restrict-flows-of-sensitive-
data-to-the-peoples-republic-of-china. 
245 Part 800 -- Regulations Pertaining To Certain Investments in the United States by Foreign Persons, 31 C.F.R. § 
800.241,  https://www.ecfr.gov/current/title-31/subtitle-B/chapter-VIII/part-800.  
246What personal data is considered sensitive?, European Commission, https://commission.europa.eu/law/law-
topic/data-protection/reform/rules-business-and-organisations/legal-grounds-processing-data/sensitive-data/what-
personal-data-considered-sensitive_en. 
247 See, e.g., 粤港澳大湾区（内地、澳门）个人信息跨境流动标准合同实施指引 [Implementation Guidelines 
for Standard Contracts on Cross-border Flow of Personal Information in the Guangdong-Hong Kong-Macao Greater 
Bay Area (Mainland China and Macao)], September 10, 2024, https://www.cac.gov.cn/2024-
09/10/c_1727567893741986.htm. 
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In addition to addressing PI sharing concerns, both countries could also discuss how China is 
defining Important and Core Data, an issue of concern also for the EU given the restrictions 
imposed on such data.  Chinese scholars indicate that the category of Important Data is similar to 
the U.S. concept of “controlled unclassified information” (CUI).248 CUI is defined in a U.S. 
executive order as information that requires safeguarding or dissemination controls pursuant to 
laws, regulations and Government-wide policies, but excludes information that is classified.249  
Classified information, in turn, is the rough equivalent of China’s state secrets concept, which 
apparently is handled separately from Core Data.250 Data developments in both countries suggest 
a growing need to deepen mutual understanding of such fundamental concepts to better manage 
the intersections of their respective evolving data management systems. 
  
Data ownership vs. data property rights: An open issue in China that may merit exploration is 
data ownership. The concept of data as property is not addressed in the Three Laws or China’s 
Civil Code.251 Viewed as an essential factor of production that should be widely shared and 
exploited, data – and large data sets in particular – is treated more like a public good. Rather than 
recognizing the right of an individual, a company or other data creator to data ownership, 
Chinese policies currently promote a “structural separation” or bundle of data rights252 approach 
and promote the orderly circulation of rights to public data, enterprise data and personal data, 
under a data property rights system “with Chinese characteristics.” These data rights are 
comprised of data resource holding rights, data processing and use rights, and data product 
management rights, as articulated in foundational principles issued jointly by the CCP and State 
Council in December 2022 and referred to as the “20 Data Articles.”253 Those general data 
rights are further divided into the rights of “data source parties” to access, copy or transfer data 
they generated and the rights of data processors to handle data and data derivatives to gain 
unspecified benefits. Nonetheless, some local governments like Tianjin254 and Shanghai255 are 

 
248 第二部重要数据安全国标揭开面纱，编制思路在这里 [The second national standard for important data 
security is unveiled, and the compilation ideas are here], 安全内参 [Security Internal Reference], August 28, 2023, 
https://www.secrss.com/articles/58224?app=1. 
249 See, e.g., U.S. Environmental Protection Agency, Controlled Unclassified Information (CUI) Program Frequently 
Asked Questions (FAQs), last updated October 12, 2023, https://www.epa.gov/cui/controlled-unclassified-
information-cui-program-frequently-asked-questions-faqs. 
250 See, e.g.,  中国（天津）自由贸易试验区企业数据分类分级标准规范 [China (Tianjin) Pilot Free Trade Zone 
Enterprise Data Classification and Grading Standards and Specifications], January 7, 2024, 
https://shangwuju.tj.gov.cn/tjsswjzz/zwgk/zcfg_48995/swjwj/202402/t20240207_6534807.html [governing Core 
and Important Data of enterprises, but specifically excluding data involving state secrets and government data]. 
251 Supra note 33. 
252 Bingwan Xiong, Jiangqiu Ge, and Li Chen, Unpacking data: China’s ‘bundle of rights’ approach to the 
commercialization of data, International Data Privacy Law, 2023, Vol. 13, No. 2 (2023), 
https://watermark.silverchair.com/ipad003.pdf.   
253 中共中央、国务院关于构建数据基础制度更好发挥数据要素作用的意见 [Opinions of the CCP Central 
Committee and the State Council on Constructing a Basic System for Data and Putting Data Factors of Production to 
Better Use], December 12, 2022, https://www.gov.cn/zhengce/202212/19/content_5732695.htm; unofficial English 
translation,  https://cset.georgetown.edu/publication/opinions-of-the-ccp-central-committee-and-the-state-council-
on-constructing-a-basic-system-for-data-and-putting-data-factors-of-production-to-better-use. 
254 天津市数据知识产权登记办法（试行） [Tianjin Municipality Data Intellectual Property Registration 
Measures (Trial)], January 8, 2024, https://zscq.tj.gov.cn/zwgk/zcwj/zscqwj/202402/t20240227_6545482.html. 
255 上海市数据产品知识产权登记存证暂行办法 [Interim Measures for Registration and Deposit of Intellectual 
Property Rights of Data Products in Shanghai], November 14, 2024,  
https://sipa.sh.gov.cn/zwgk_zxxxgk/20241114/628f6a97d7ef4b8c9bbcf4a0408ab909.html.  
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developing specific data intellectual property rights registration regimes for unpublished data 
sets and other processed data products, managed by IP or other authorities. How China’s data 
property rights system will impact digital trade with the U.S. is another candidate for bilateral 
discussion.256 
 
Marketizing public data: Another evolving issue is China’s treatment of “public data,” defined 
as data generated in the process of performing their duties and providing public services in 
accordance with law by all levels of CCP and government organizations, enterprises and public 
institutions.257 The 20 Data Articles promote the conditional and free use of public data for 
public governance and welfare purposes, but they proposed conditional and paid use of public 
data for commercial or industrial purposes. The idea of paid use of public data was further 
supported by Ministry of Finance guidance published in December 2023258 on the management 
of data assets.259 The CCP and State Council then released another policy in September 2024 on 
accelerating the utilization of public data resources in support of the digital economy260 that 
called for exploring authorized operation of, and a guided pricing mechanism for, public data 
used for industrial and business purposes. Related implementing documents issued in January 
2025 by the NDRC and NDA261 indicate that authorized operation by designated entities262 and 
paid use263 (which will be subject to a capped pricing mechanism based on the principle of 
"covering costs and achieving reasonable profits"264)  may apply only or primarily to “public 

 
256 Jie (Jeanne) Huang, The rise of data property rights in China: how does it compare with the EU data act and what 
does it mean for digital trade with China?, Journal of International Economic Law, 2024,  
https://doi.org/10.1093/jiel/jgae032.  
257 20 Data Articles, supra note 253. 
258财政部关于印发《关于加强数据资产管理的指导意见》的通知 [Ministry of Finance Notice on Issuing the 
Guiding Opinions on Strengthening Data Asset Management], December 31, 2023, 
https://www.gov.cn/zhengce/zhengceku/202401/content_6925470.htm. 
259 These are defined similarly to public data and include “public data resources.” 
260 中共中央办公厅 国务院办公厅关于加快公共数据资源开发利用的意见 [General Office of the Communist 
Party of China Central Committee and the General Office of the State Council issue the Opinions on Accelerating 
the Development and Utilization of Public Data Resources], September 21, 2024, 
https://www.gov.cn/zhengce/202410/content_6978911.htm.  
261 国家发展改革委、国家数据局有关负责同志就公共数据资源三份政策文件答记者问 [Officials from the 
National Development and Reform Commission and the National Bureau of Statistics answered reporters' questions 
on three policy documents on public data resources], NDRC website, January 20, 2025, 
https://www.ndrc.gov.cn/xxgk/jd/jd/202501/t20250120_1395804.html.  
262 国家发展改革委、国家数据局公共数据资源授权运营实施规范（试行） [National Development and 
Reform Commission and National Data Administration Implementing Standards for the Authorized Operation of 
Public Data Resources (for Trial Implementation)], January 8, 2025, 
https://www.ndrc.gov.cn/xxgk/zcfb/ghxwj/202501/t20250116_1395726.html.  
263 国家发展改革委、国家数据局关于建立公共数据资源授权运营价格形成机制的通知 [NDRC and NDA 
Notice on Establishing a Pricing Mechanism for the Authorized Operation of Public Data Resources] January 16, 
2025, https://www.ndrc.gov.cn/xxgk/zcfb/tz/202501/t20250120_1395799.html. 
264 公共数据资源授权运营如何定价？两部门发文明确 [How will the authorized operation of public data 
resources be priced? Two departments issue clarifying document], Xinhua News Agency, February 1, 2025, 
https://www.gov.cn/lianbo/bumen/202502/content_7001907.htm.  
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data resources,” which are defined to generally mean public data sets that have utilizable 
value.265  
 
Given that maximizing data utilization in service of economic development and social welfare is 
an important goal of China’s data governance, it is not clear why the PRC government decided to 
pursue an authorized operation and paid use approach for public data, similar to that first 
employed for leasing land and utilizing other finite natural resources owned by the state or 
collectives.266 Indeed, the design of the paid data use model was taking place as the National 
Audit Office (NAO) warned the national legislature in June 2024 that some local departments 
were inappropriately charging for government data, albeit to supplement lean budgets rather than 
personal profit, a practice the NAO characterized as a concerning new trend.267 Perhaps party-
state authorities believe having some level of compensation for preparing and making their data 
sets available for commercial purposes is necessary to motivate government departments, in light 
of the substantial resources involved. One Chinese scholar-official has suggested268 that positive 
economic incentives may be required to effectuate new regulations promoting the similar 
initiative of inter-governmental sharing of government affairs data, given the substantial 
investments required to process and protect data.269  Nonetheless, in addition to cost-recovery 
and pricing issues, data controllers, whether private or public, are often hesitant to share their 
data for a variety of reasons.270 
 
The concept of paid use for public data was likely informed by international practices, including 
the European Union policy of re-use of public sector information (PSI). Under a directive on 

 
265 国家发展改革委、国家数据局公共数据资源登记管理暂行办法 [National Development and Reform 
Commission and National Data Administration Interim Measures for the Registration and Management of Public 
Data Resources], January 8, 2025, https://www.bita.org.cn/newsinfo/7979855.html. 
266 The notion of paid use is found in China’s state or collectively owned land system and in natural resources 
allocation (including of mineral deposits, water, forests, sea and uninhabited islands, as well as radio frequency and 
air space). Reportedly originated in Shenzhen in the early days of the 1978 Reform and Opening initiative, the State 
Council determined that paid use of state-owned natural resources based on a property rights system, where 
ownership is separated from rights to use and other property rights, would achieve protection and rational utilization 
of natural resources, while safeguarding the rights and interests of the state on behalf of the whole people as owners. 
See, 国务院批转发展改革委等部门关于深化收入分配制度改革若干意见的通知 [State Council approved and 
forwarded the Notice on Several Opinions of the National Development and Reform Commission and other 
departments on Deepening the Reform of the Income Distribution System], February 3, 2013,  
http://www.gov.cn/zwgk/2013-02/05/content_2327531.htm, para. 11; and 国务院关于全民所有自然资源资产有

偿使用制度改革的指导意见 [State Council Guiding Opinions on Reforming the Paid Use System for Natural 
Resource Assets Owned by the Whole People], January 16, 2017, https://www.gov.cn/zhengce/content/2017-
01/16/content_5160287.htm.  
267 Sylvie Zhuang, “Chinese state media warns of privacy risk from selling government data,” South China Morning 
Post, July31, 2024, https://www.scmp.com/news/china/politics/article/3272658/chinese-state-media-warns-privacy-
risk-selling-government-data. 
268《政务数据共享条例》8 月将施行 “数据孤岛”现象尤存 [The "Government Data Sharing Regulations" will be 
implemented in August; the "data island" phenomenon still exists], Caixin, July 2, 2025, 
https://www.caixin.com/2025-07-02/1023.  
269 Regulations on Government Affairs Data Sharing, supra note 153.   
270 Qiheng Chen, China Wants to Put Data to Work as an Economic Resource—But How?, DigiChina, February 9, 
2022, https://digichina.stanford.edu/work/china-wants-to-put-data-to-work-as-an-economic-resource-but-how/.  
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open data and the re-use of PSI as revised in 2013 and 2019,271 documents should generally be 
made available for re-use free of charge.  However, where charges are necessary for various 
reasons, they should, with few exceptions, be limited to the marginal costs, defined to cover the 
incremental costs associated with making an additional copy of the information available for re-
use. EU-sponsored research found that charging for the re-use of documents essentially 
constitutes a market entry barrier for start-ups and smaller companies, whereas free or 
inexpensive government data generates additional commercial activity.272   
 
Charging for public data and the authorized operation model, which raises additional competition 
and related issues, appear to be somewhat controversial in China.273  Paid use, no matter how 
modest, of public data resources for commercial purposes, even while granting free use for 
“public governance and welfare” purposes, contrasts with China’s free use of government-held 
information under the OGI Regulations, subject to possible recovery of costs for compiling and 
providing large or frequent requests under their 2019 revision.274 The paid use initiative also 
seems to be in tension with free disclosure on the Credit China platform and sharing of much 
public credit information, which is regulatory information produced or acquired in the course of 
performing legally prescribed duties or public services by state authorities and organizations 
authorized by laws and regulations to manage public affairs.275   
 
In the U.S., law and policy that promote the similar principle that government data and 
information should be open by default and provided free of charge also permit charging user fees 
and other cost-recovery mechanisms, amid pressure particularly at the local levels to recoup or 
offset investment and operating costs.276 The question of how to balance openness and free use 
with economic realities also creates tensions in the U.S. between citizens users and transparency 
advocates on the one hand and budget-conscious government officials on the other.277 It will be 
interesting and perhaps instructive to watch how China manages this tension as it develops its 
authorized operation and paid use model for public data resources. 
 
Can bilateral data accords achieving secure data flows be reached? 

 
271 DIRECTIVE (EU) 2019/1024 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 20 June 2019 
on open data and the re-use of public sector information (recast), https://eur-lex.europa.eu/legal-
content/EN/TXT/?qid=1561563110433&uri=CELEX:32019L1024.  
272 Pricing Of Public Sector Information Study: Models of Supply and Charging for Public Sector Information 
(ABC) Final Report, October 2011, https://digital-strategy.ec.europa.eu/en/news/economic-analysis-psi-impacts.  
273 See, e.g., 王锡锌 [Wang Xixin], 政务数据开放运营制度的目标偏离及纠偏 [Misconceptions and Corrections 
in the Authorized Operation System for Government Data], 《东方法学》期刊 [Journal of Easter Law], 2024 Issue 
4, https://www.faxin.cn/v2/qklw/content.html?gid=F812912.  
274 OGI Regulations (2019), supra note 14, article 42; https://law.yale.edu/sites/default/files/area/center/china/2022-
9-5_jph_rev_ogir.pdf. 
275 NDRC and PBOC, 全国公共信用信息基础目录 [Basic National Directory of Public Credit Information] (2025 
Version), March 21, 2025, https://www.ndrc.gov.cn/xxgk/zcfb/ghxwj/202503/t20250321_1396756.html; unofficial 
English translation at https://www.chinalawtranslate.com/en/public-credit-information-list/. 
276 Nick Grube, Many States Charge Insane Fees For Access To Public Records, HuffPost, October 17, 2013, 
https://www.huffpost.com/entry/fees-for-public-records_n_4119049.  
277 Wyatt Kash, Why Free Government Data Remains A Tough Sell, InformationWeek, January 28, 2014, 
https://www.informationweek.com/it-sectors/why-free-government-data-remains-a-tough-sell; and Brian Miller, 
Governments Pushing for Access Fees, Government Technology, August 12, 2010, 
https://www.govtech.com/magazines/gt/governments-pushing-for-access-fees.html.  
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China is moderating its legal framework for securing data and PI to accommodate the demands 
of its domestic development and global integration, commercially and otherwise, and is seeking 
bilateral and multilateral frameworks to promote cross-border data flows.  When it comes to the 
United States, differences in legal institutions and the fundamental lack of trust due to political 
differences between the two countries persist. In particular, the issue of the Chinese 
government’s access to PI and other data is a difficult one. As a matter of law, the PIPL 
establishes strong protections for privacy, which the Chinese state as well as the Chinese public 
are actively enforcing against other state actors, particularly at the local level, as well as private 
actors. Other Chinese laws and regulations governing administrative278 and criminal279 matters 
impose approval, notice and other procedural limitations on the government’s statutory powers 
to access data, which procedural limitations are being further clarified and strengthened. The 
PIPL is largely consistent with the GDPR, as well as the guidelines on protecting privacy and 
transborder personal data flows adopted in 2013 by the Organization for Economic Co-operation 
and Development (OECD),280 of which the U.S. is a founding member. 
 
PIPL’s obligations arguably also satisfy the legal basis, legitimate aims, approvals, data handling 
and transparency principles of the OECD Declaration on Government Access to Personal Data 
Held by Private Sector Entities (OECD Declaration).281 The Declaration was adopted in 
December 2022 to improve trust in cross-border data flows by clarifying how national security 
and law enforcement agencies can legitimately access personal data under existing legal 
frameworks and pursuant to a standard that upholds human rights and international obligations. 
However, although the Chinese public is given the right to challenge government abuse through 
administrative and judicial channels, the PRC legal system is not generally deemed to satisfy the 
last two requirements in the OECD Declaration, which call for effective: (1) oversight 
mechanisms to ensure that government access complies with the legal framework and (2)  
judicial and non-judicial redress to identify and remedy violations of the national legal 
framework.  Indeed, the OECD Declaration in several places contrasts its signatories with 
unnamed “other countries whose law enforcement or national security access to personal data are 

 
278 See, e.g., 国务院办公厅关于严格规范涉企行政检查的意见 [State Council General Office Opinions on Strictly 
Regulating Administrative Inspections on Enterprises ], January 3, 2025, 
https://www.gov.cn/zhengce/content/202501/content_6996112.htm; and Richard van Ostende, China’s State 
Council Releases New Provisions to Strengthening regulations for Administrative Inspections at Enterprises, AMC 
China, February 25, 2025, https://aegis-group.org/chinas-state-council-releases-new-provisions-to-strengthening-
regulations-for-administrative-inspections-at-enterprises/.  
279 See, e.g., Supreme People's Court, Supreme People's Procuratorate, and Ministry of Public Security,关于办理信
息网络犯罪案件适用刑事诉讼程序若干问题的意见 [Opinions on Several Issues in the Application of Criminal 
Procedures in Handling Cases of Information Network Crimes], August 26, 2022, https://www.court.gov.cn/fabu-
xiangqing-370301.html; unofficial English translation by China Law Translate at 
https://www.chinalawtranslate.com/en/cybercrime-procedures/.  
280 OECD Council,  Recommendation of the Council concerning Guidelines Governing the Protection of Privacy 
and Transborder Flows of Personal Data, 2013, July 10, 2013, 
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0188. Its basic principles are collection limitation, 
data quality, purpose specification, use limitation, security safeguard, openness, individual participation, and 
accountability, and that any restrictions to transborder flows of personal data should be proportionate to the risks 
presented, taking into account the sensitivity of the data, and the purpose and context of the processing. 
281 Declaration on Government Access to Personal Data Held by Private Sector Entities, December 13, 2022, 
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0487. 
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inconsistent with democratic values and the rule of law, are unconstrained, unreasonable, 
arbitrary or disproportionate, or amount to violations of human rights.”   
 
China’s CCP-led political system has not changed much over the five decades of U.S.-China 
engagement. Yet, in spite of complaints, challenges and risks, U.S. companies keep investing in 
and doing business with China, and academic, scientific and other institutions have enjoyed and 
still seek productive collaborations with Chinese counterparts.  Importantly, cooperation on legal 
development projects has yielded progress in areas of procedural fairness, administrative 
transparency and judicial professionalism.282 That progress is not always visible in “sensitive” 
cases, under what some China lawyers call the 90-10 rule: 283 In 90 percent of the cases, where 
CCP power and control are not implicated, the Chinese courts – which handled over 45 million 
cases at all levels in 2024284 -- rule fairly, because fairness promotes economic development and 
social stability to the ultimate benefit of the CCP as well as society. The other 10 percent 
presents the challenge. It is difficult to have confidence that the OECD Declaration’s principles 
will be implemented consistently by the PRC state and courts, given those cases and China’s 
party-led data governance institutions and its record involving abrupt policy changes, arbitrary 
detentions and opaque investigations and convictions. Recent examples include actions targeting 
U.S. due diligence firm Mintz Group and consulting firm Bain & Company in 2023,285 without 
publicly available evidence or apparent legal safeguards.  
 
Nonetheless, the principles underlying China’s evolving data governance regime and incentives 
comport with our own in many respects. A clear-eyed but well-informed approach to working 
with China on CBDT arrangements, government access to data and other data-related issues, and 
on developing mechanisms to manage risks on both sides to enable data sharing, can deliver real 
benefits for the American people. The inclusion of cross-border data issues in bilateral U.S.-
China Financial Working Group discussions286 illustrates the kind of sectoral approach, 
presumably focusing on financial data flows, that could produce workable mechanisms that 
enable additional arrangements. A first-time channel for cross-border sharing of sensitive 
medical data between the Hong Kong SAR and Mainland China’s Shenzhen was launched in 
April,287 pursuant to a 2023 cross-border data cooperation memorandum, and lays the technical 
and governance groundwork for additional CBDT programs.288  The American Chamber of 
Commerce in China in its annual 2025 White Paper on American Business in China289 urged the 

 
282 Jamie P. Horsley, Revitalizing Law and Governance Collaboration with China, Yale Law School Paul Tsai China 
Center and Brookings Institution John L. Thornton China Center (November 17, 2020), 
https://www.brookings.edu/wp-content/uploads/2020/11/Jamie-P-Horsley.pdf. 
283 Dan Harris, Prepared Statement of Dan Harris, Partner at Harris Bricken, USCC.gov, May 3, 2023, 
https://www.uscc.gov/sites/default/files/2023-05/Dan_Harris_Testimony.pdf. 
284 SPC Work Report, supra note 183. 
285 China’s data-security laws rattle Western business executives, The Economist, May 4, 2023,  
https://www.economist.com/business/2023/05/04/chinas-data-security-laws-rattle-western-business-executives. 
286 US Financial Officials Head to China After Leaders’ Policy Meet, Bloomberg, August 12, 2024, 
https://www.bloomberg.com/news/articles/2024-08-12/us-financial-officials-head-to-china-after-leaders-policy-
meet. 
287 Trivium, Greater Bay cross-border data sharing improves, July 10, 2025, 
https://triviumchina.com/2025/07/10/greater-bay-cross-border-data-sharing-improves/.  
288 Supra, note 89. 
289 Balancing Risk and Resilience: The 2025 AmCham China White Paper, AmCham China, July 11, 2025, 
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Chinese government to create pilot programs to test cross-border data solutions that potentially 
could allow for corporate adaptation, as well as serve as models for national adoption and 
international agreements. Bilateral U.S.-China arrangements permitting such pilot sharing of data 
between our two countries would benefit both countries.  
 
Data Governance in Broader Context 
 
We live in a high risk, low trust era. Yet, cross-border data flows are essential to domestic 
economic development as well as to the global economy.290 China’s data dilemma of balancing 
development and national security is also the U.S.’s data dilemma, one that is shared by all 
countries.  However, recent U.S. administrations have been so focused on perceived risks to U.S. 
competitiveness, national security and global leadership from a more assertive, capable and 
ideological China that they have generally declined to engage China in wide-ranging discussions 
about managing the two countries’ respective, shared data dilemmas to their mutual benefit.  
 
Trust is built on understanding, including an appreciation of other actors’ motives and intent.291 
One goal of this study is to seek more accurate understanding of China’s evolving data 
governance system, its motivations and its challenges to better avoid misconstruing -- from both 
a geopolitical and a technical vantage -- why and how the Chinese party-state is seeking to 
manage its data dilemma, including to enable beneficial cross-border data transfers. The data 
governance example illustrates how economic development requirements often impel CCP 
decisionmakers to modify or recalibrate national security driven policies like data localization.  
Data governance implementation also demonstrates how the country’s size, diversity of 
circumstances and multitude of challenges, as well as rapid changes in the external environment, 
limit the party-state’s ability to actually dictate and control many, if not most, domestic 
developments. This phenomenon plays out not only in seeking to construct a national integrated 
data infrastructure and implementing China’s social credit system, but also in other initiatives 
including military-civilian fusion292 and  its sprawling Belt and Road Initiative.293 In practice, the 
Party must look to local government officials, its corporate sector and the general public to 
inform and innovatively implement policy decisions in the ever-changing, data-rich, and 
extremely complex environment that both China and the United States face.   
 

 
290 Fumiko Kudo, We must enhance cross-border data flows — here's why, World Economic Forum, January 16, 
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291 Henry Cloud, The Anatomy of Trust, https://www.drcloud.com/post/the-anatomy-of-trust.  
292 See, e.g.,  Major Jonathon Lee, The Role of Military-Civil Fusion in PLA Strategy: How China’s Military-Civil 
Fusion Strategy Supports PLA Modernization and Enhances Operational Capabilities, China Military Studies 
Review, September 3, 2025, https://www.usmcu.edu/Outreach/Marine-Corps-University-Press/China-Military-
Studies-Review/CMSR-2025-Role-of-Military-Civil-Fusion/, which concludes that while the strategy has 
accelerated PLA modernization, it “faces considerable domestic challenges that jeopardize its effectiveness. The 
prioritization of [state-owned enterprises] maintaining their monopoly over the defense industrial base, combined 
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293 Jamie P. Horsley, Can China deliver a better Belt and Road?, Foreign Policy, April 29, 2019, 
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Data is a national strategic resource, and the essential fuel for the development of AI, for both 
countries.294 As one author put it, data is also destiny, meaning that if the data we use to inform 
policymaking and train rapidly evolving AI systems is largely incomplete, inaccurate or 
otherwise skewed, we risk producing inappropriate and skewed results.295 Engaging China in 
direct talks to explore and inform bilateral understandings on managing critical data flows 
between the two countries would make the United States stronger and more secure on at least 
two levels: better understanding what China is doing with and about data and having access to 
greater troves of data from China that can be used along with U.S.-generated data for 
policymaking and to support commercialization, innovation and public use.  Secretary of State 
Marco Rubio reportedly agreed at a meeting on July 11 with Chinese Minister of Foreign Affairs 
Wang Yi that the two countries should “explore areas of potential cooperation, while seeking to 
manage differences” and “emphasized the need for continued discussion on a range of bilateral 
issues.”296  Data governance to address the shared data dilemma is a strong candidate for 
inclusion on the bilateral U.S.-China agenda. 
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