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PRELIMINARY STATEMENT 
 

Respondent Department of Information Technology & Telecommunications (DoITT) 

attempts to justify its refusal to provide to a leading expert on internet competition the most basic 

information about the location and use of underground conduit in underserved neighborhoods of 

New York City, primarily by arguing that the ever-present threat of terrorism permits it to 

withhold virtually all information about the infrastructure it regulates.  Its position is untenable. 

As applied to the very narrow category of information about underground conduit requested by 

petitioner Susan Crawford, DoITT’s terrorism concern does not withstand scrutiny—particularly 

in light of all the public information already available to would-be terrorists.   

In an earlier proceeding, DoITT opposed petitioner’s request for a map showing conduit 

location and use because the map would reveal the pathways to high-value terrorist targets, like 

the Federal Reserve Bank, stock exchange, and NYPD headquarters.  Crawford v. N.Y.C. Dep’t 

of Info. Tech & Telecomms., 43 Misc. 3d 735, 744 (Sup. Ct. N.Y. Cty. 2014) (“Crawford I”).  

The Crawford I court upheld DoITT’s decision to withhold the maps, but only because they 

could not meaningfully be redacted to conceal high-value pathways.  Redaction is possible here.   

In this case, Professor Crawford seeks information in a database that identifies current 

conduit existence and use on a manhole to manhole basis. This database can meaningfully be 

redacted to avoid disclosure of pathways to high-value targets, and Crawford has limited her 

request to conduit data for underserved communities, far from the high-value terrorist targets that 

were the focus of the earlier lawsuit.  Bloch-Wehba Aff. ¶¶ 4-7.  While the parties have not yet 

agreed upon a precise definition of “underserved communities” for purposes of this litigation, 

Crawford’s narrowed request removes any serious concern that disclosure would increase the 

ever-present risk to internet infrastructure, but would still provide access to data that is critically 
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needed to help develop solutions to the economically devastating “digital divide” in New York 

City.  See Mem. in Supp. of Pet. (“Pet. Mem.”), 15-18. 

Crawford has made clear the more narrow focus of her request from the outset.  DoITT’s 

continued reliance on NYPD’s concerns about the potential threat to high-value targets is thus 

largely beside the point.  Struggling to identify some risk from disclosure of just the data for 

underserved neighborhoods, DoITT offers only that the whole internet is interconnected, 

localized harm could still be caused, and high-value targets could move to underserved areas in 

the future.  None of these strained arguments provides a logical or plausible basis to withhold the 

conduit data at issue, given that already public information enables the very same speculative 

harms.  Respondents’ arguments are entirely insufficient to justify withholding data that will 

shed important light on DoITT’s regulatory policies and inform public debate over the most 

effective methods to address the digital divide.  See Crawford Aff. ¶ 19.  

The intervenor service providers, Time -Warner Cable, AT&T, and RCN, echo DoITT’s 

deficient security concern, but appear primarily motivated to protect their embedded positions 

from increased competition.  They assert that DoITT must protect “trade secrets” and 

“confidential business information,” but the argument is entirely misdirected.  The conduit 

location and usage data at issue is not a protectable trade secret because it is not “truly a secret” 

among the service providers.  Moreover, the data at issue is not the business information of the 

service providers; it is the information of ECS, which builds, maintains and rents the conduit.  To 

whom ECS rents its conduit is ECS information about ECS’s business, and its release cannot 

cause competitive harm to ECS, because ECS has no competitors.  It is a state-sanctioned 

monopoly, regulated by DoITT.  The trade secret exemption has no proper application to the data 

requested by Professor Crawford. 
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ARGUMENT 

I. EVER-PRESENT CONCERNS ABOUT TERRORISM DO NOT JUSTIFY 
WITHHOLDING ALL CONDUIT INFORMATION UNDER FOIL 

In Crawford I, Justice Hagler ultimately determined that maps illustrating ECS’s conduit 

infrastructure may be withheld under FOIL because they could not meaningfully be redacted to 

eliminate risks to high-value targets.  Crawford I, 43 Misc. 3d at 744.  Justice Hagler, however, 

was not “satisfied” that DoITT could not provide Professor Crawford the information in another 

form, “to ensure that all New York residents have equal access to high speed Internet 

connections in a non-discriminatory manner.”  Id.  That information is at issue here. 

Unlike the maps in Crawford I, the database now at issue can meaningfully be redacted 

to avoid revealing pathways to high-value targets.  Neither DoITT nor the intervenors 

(collectively “respondents”) claim that disclosing discrete data for manholes in underserved 

neighborhoods would reveal pathways beyond those neighborhoods.  The concerns expressed by 

NYPD’s James Waters about the risks that would be posed by disclosure of the whole database, 

and his repetition of Sgt. Wingert’s previous description of the potential impact of a terrorist 

attack on a high-value target, do not address Crawford’s much more limited request.   

Nor do the few security justifications respondents’ offer up for withholding the limited 

data actually at issue withstand scrutiny.  As established in petitioner’s initial pleadings, and 

further demonstrated below, the hypothetical and attenuated incremental risk of harm advanced 

by respondents does not justify withholding the data requested, particularly when viewed in the 

context of the significant information about telecommunications infrastructure that is routinely 

made public.  Our democracy simply cannot function if information critical to public oversight 

of government agencies and regulatory policies can be withheld any time that the information 

could possibly be of any use to a potential terrorist.    
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A. Respondents Fail to Establish that the Requested Data is Exempt from 
Disclosure Under the Information Technology Exemption  

Respondents fail to demonstrate that the information technology (IT) exemption, Pub. 

Off. Law § 87(2)(i), permits them to withhold the limited data Crawford seeks.  While that 

exemption permits the withholding of information that “would jeopardize” the ability of an 

agency “to guarantee the security of its information technology assets,” id., courts must apply a 

“narrow construction” to this exemption.  See Pet. Mem., 10–11; see also, TJS of N.Y., Inc. v. 

N.Y. State Dep’t of Taxation & Fin., 932 N.Y.S.2d 243, 247 (3d Dep’t 2011).  As demonstrated 

in Crawford’s initial memorandum, an agency may only withhold information under the IT 

exemption if it can demonstrate that disclosure would in fact “breach or compromise [the 

agency’s] information technology infrastructure, interfere with its own performance of its 

responsibility or gain access to or manipulate information maintained by the [agency].” Id. at 11.  

Respondents strain to argue that “the communications network itself is a high-profile 

target.”  AT&T Mem. 6.  They do so to urge this Court to apply the inapposite rationale of 

Crawford I to the limited data now at issue.  See, e.g, DoITT Mem. 14.  But to do so would allow 

nearly every aspect of DoITT’s regulation of that infrastructure to be concealed from public 

oversight.  While no one could deny that the communications infrastructure is a potential target 

of attack, like many other features of New York City, respondents have not demonstrated that 

disclosure of the data at issue would heighten the risk to the network as a whole.  ECS manholes 

are plainly visible and their location public already.  See Schulz Aff. ¶ 2, Ex. G.  Respondents 

never explain how disclosing the number of conduits in a specific manhole would further 

“compromise” the infrastructure in any material respect, especially for manholes in 

neighborhoods with no high value targets. 
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To support their argument that the infrastructure must be considered “as a whole,” 

respondents cite a passing reference made in Crawford I about the national or international 

Internet disruption that could conceivably follow from damage to the infrastructure in New York. 

AT&T Mem. 6.  But that comment was in the context of the disclosure of maps that would allow 

a terrorist to identify those locations where the greatest damage could be caused.  The same is 

not true for disclosure of the narrow data at issue.   

Crawford I actually undercuts respondent’s central claim that any information regarding 

the communications network that might be used to cause damage is exempt from disclosure 

under the IT exemption, however small the risk.  The Crawford I court undertook an in camera 

review before determining that it would be impossible to segregate disclosable information in the 

maps’ format, a review that would have been unnecessary if all information regarding the 

conduit infrastructure is per se exempt as respondents contend.  See Crawford I, 43 Misc.3d at 

732; see also Interim Decision and Order, Doc. No. 134 at 15 (noting that Crawford I “left open 

the question of whether DOITT could satisfy the petitioners’ request for other responsive 

documents”).  Intervenors’ primary justifications for withholding the data are based on the 

communications network as a whole, and do not pass muster under the “narrow construction” of 

the IT exemption required by FOIL. TJS, 932 N.Y.S.2d at 247. 

Recognizing the infirmity of their position, respondents make three arguments about why 

the disclosure of the limited data now requested would still jeopardize New York City’s 

information infrastructure.  See DoITT Mem. 14.  None has merit. 

1.  Respondents first contend that the requested data can be withheld because 

“underserved areas are no less entitled to protection than other areas of New York City.”  DoITT 

Mem. 14; see also ECS Mem. 9 (“Hospitals, police and fire departments, and other emergency 
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responders, could instantaneously lose the ability to communicate with one another.”).  

Respondents ignore that proper redactions to the database can largely eliminate the risks they 

cite, such as damage to key government agencies, Waters Aff. ¶ 28, financial institutions, id. ¶ 

29, and “high profile targets,” Pillai Aff. ¶ 10.   

Similarly, because the data can be restricted to particular neighborhoods or streets, 

respondents’ argument about the potential to reconstruct the Crawford I maps from the data is 

misplaced. The disclosure of manholes for a specific neighborhood could allow a map of the 

conduit within that neighborhood to be constructed.  However, such a map would not reveal the 

pathways to high-value targets outside of that neighborhood, as did the maps at issue in 

Crawford I.  See McDermott Aff. ¶¶ 6, 9 (discussing only the risk that can come from 

individuals targeting “high value” conduits); Pillai Aff. ¶ 6 (arguing the same).   

Respondents are on no more solid ground in suggesting that disclosure of the conduit data 

risks disrupting communications and emergency services. See, e.g., Pillai Aff. ¶ 9.  Nearly every 

New Yorker has alternative means to contact emergency services; a recent city study found that 

95.8% of New Yorkers have a cell phone.1  Like New York City residents, New York City’s 

emergency services also have multiple means of communication, which would prevent a 

breakdown in the event of an attack.2  It also bears mention that some 70 percent of 911 calls 

                                                
 
1 New York City Mobile Services Study, NYC Dep’t of Consumer Aff. (Nov. 2015), 
https://www1.nyc.gov/assets/dca/MobileServicesStudy/Research-Brief.pdf. 
2 Mayor Bloomberg Announces Completion of Major Milestones in 911 System Overhaul Sought 
by the City for Decades, Pub. Safety Answering Ctr. (Jan. 5, 2012), http://www1.nyc.gov/office-
of-the-mayor/news/004-12/mayor-bloomberg-completion-major-milestones-911-system-
overhaul-sought-the-city#/0 (noting the “layers of redundancy and resiliency in all areas of the 
911 operation through new technology and operational efficiencies”). 
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come from cellular phones already,3 yet the locations of cell antennas themselves are a matter of 

public record.4  

As explained more fully below (Section I.C), the data sought by Crawford concerns 

underserved low-income neighborhoods without significant amounts of conduit, widespread 

broadband adoption, or extensive “high-value” targets.  Significantly, respondents do not point to 

a single instance in which bad actors have targeted critical internet infrastructure in an 

underserved community anywhere in the United States.  This may explain why comparable 

information is already available for other major cities, including those just across the Hudson 

River like Hoboken, Jersey City, and Newark.5   

2.  Respondents are no better off arguing that disclosing information in one area will 

unnecessarily jeopardize the safety of other areas of the city.  DoITT Mem. 14.  Respondents 

acknowledge, as they must, that redundancies and duplication built into the infrastructure 

mitigate potential safety risks.  See, e.g., Bucki Aff. ¶ 2, Ex. A (underscoring that “the use of 

network resiliency” is “critical” to ensuring the security of underground infrastructure).  But they 

elide that this same resiliency means that network security need not depend on complete opacity. 

Respondents also ignore, yet again, their ability to minimize any material risk that would be 

created by disclosure through dutiful segregation and redaction of the data.  Following Crawford 

I, it would be proper to redact data exposing pathways to high-value targets.  43 Misc. 3d at 742–

                                                
 
3 911 Wireless Services, Fed. Commc’n Comm’n, 
https://transition.fcc.gov/cgb/consumerfacts/wireless911srvc.pdf 
4 Broadband Data Dig – Datasets, NYC OpenData (Nov. 19, 2016), 
https://data.cityofnewyork.us/dataset/Broadband-Data-Dig-Datasets/ft4n-yqee. 
5  See, e.g., Broadband Map, N.J. Off. of Info. Tech., 
http://njgin.state.nj.us/oit/gis/OIT_BroadbandMapping/ (showing, on a block-by-block basis, 
every provider, including Verizon and AT&T).   
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43.  FOIL mandates, however, that an agency is “obligated” to undertake redaction where 

appropriate, and then disclose all non-exempt information. Grabell v. New York City Police 

Dep’t, 47 Misc. 3d 203, 208 (Sup. Ct. N.Y. Cty. 2014) (“Grabell I”), rev’d on other grounds, 32 

N.Y.S.3d 81, 84 (1st Dep’t 2016).   

In their effort to prevent any disclosure, respondents repeatedly fail to account for the 

possibility—indeed, the necessity—of redactions from the database.  The data can be segregated 

to disclose information only for small and discrete areas, such as census blocks or zip codes, and 

excluding neighborhoods with high-value targets.  The data could also be redacted to reveal only 

the location of vacant conduit, the disclosure of which could not realistically pose a danger to 

any target.  See Pet. Mem. 17.  Concern about interconnectivity simply cannot justify 

withholding all conduit locational data. 

3.  Respondents finally argue that “the City is in a constant flux of development, and 

areas allegedly removed from high risk targets today may house high risk targets in the future.” 

DoITT Mem. 14 (quotations removed).  Even if this sort of theoretical risk were appropriate 

under FOIL, respondents provide no support for the idea that the underserved areas for which 

data is requested will eventually house high-risk targets.  Like respondents’ other arguments 

about the IT exemption, this claim is a wildly speculative, “conclusory assertion unsupported by 

any factual basis and is therefore insufficient to bring the material within that exemption.”  

Gannett Co. v. Monroe Cty., 59 A.D.2d 309, 312 (4th Dep’t 1977), aff’d, 45 N.Y.2d 954 (1978).  

Respondents never demonstrate how disclosing the limited data at issue would diminish their 

capacity to maintain the security of the ECS conduit.  FOIL does not permit withholding 

documents when, as here, the harm is “theoretical at best.” Markowitz v. Serio, 11 N.Y.3d 43, 51 

(2008).  
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B. Respondents Fail to Establish that the Requested Data is Exempt from 
Disclosure Under the Life or Safety Exemption. 

  For the same reasons that respondents’ arguments about the IT exemption fail to justify 

withholding data on conduit in underserved neighborhoods, respondents’ arguments about the 

“life or safety” exemption fall short.  This exemption applies only to records that “if disclosed 

could endanger the life or safety of any person.” N.Y. Pub. Off. Law § 87(2)(f).  Simply 

repeating their IT exemption arguments, respondents contend that disclosure could enable a 

terrorist to (1) “identify crucial locations in the conduit system where damage [] could [cause] a 

large scale disruption of services,” (2) “identify remote areas where damage to cables would 

result in service interruptions at high profile targets,” and  (3) disrupt response in emergency 

situations.  See AT&T Mem. 14; DoITT Mem. 15-17; ECS Mem. 10–12.  ECS separately urges 

that disclosure could “endanger the lives of men and women working in manholes and/or near 

them above ground.”  ECS Mem. 10–11.  For reasons discussed above, none of these arguments 

succeed. 

 Furthermore, respondents fail to demonstrate that their reasons for invoking the life and 

safety exemption are “based on more than mere speculation,” as the statute requires.  See 

Pennington v. Calabrese, No. 2002/155, 2002 WL 31885409, at *2 (Sup. Ct. N.Y. Cty. Nov. 25, 

2002) aff’d in part, 771 N.Y.S.2d 422 (4th Dep’t 2004).  Courts reject the use of the life and 

safety exemption where the agency “fail[s] to demonstrate a non-speculative causal connection 

between the release of responsive records and the possibility of danger to life or safety.”  

Physicians Comm. for Responsible Med. v. Hogan, 29 Misc. 3d 1220(A), 4 (Sup. Ct. Albany Cty. 

2010).  The government must even disclose the names and addresses of criminal witnesses if it 

supplies no specific reason to believe that their lives or safety would be endangered by 

disclosure, Carnevale v. Albany, 891 N.Y.S.2d 495, 497 (3d Dep’t 2009), or if disclosure would 
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not “additionally endanger the witness,” Chebere v. Johnson, 770 N.Y.S.2d 357, 358 (1st Dep’t 

2004).  Courts have also ordered the government to disclose information even when a 

documented, generalized risk of terrorism exists because it failed to establish a “nexus” between 

disclosure and “resulting acts of criminality.” Physicians Comm. for Responsible Med., 29 Misc. 

3d at 4.  

None of the alleged risks posited by respondents establish such a nexus between 

disclosure and a direct threat to individuals.  Nor can they.  Respondents fail to address how the 

disclosure would substantially increase the risk of any damage in light of the information that is 

already available.  Even if respondents could establish that such a risk exists—again, a 

speculative proposition itself—they have failed to present any evidence that there exists an 

immediate threat to human safety.  Damage to conduits may cause structural damage or a loss of 

connectivity, but no immediate harm to human life.6  And for the reasons stated above, 

respondents overlook how backup communications systems used by both New York City 

emergency services and the vast majority of New Yorkers obviate that risk.   

Respondents’ own case law confirms that such a direct threat to human safety with a 

clear causal nexus is required—something absent altogether here.  See Asian Am. Legal Def. & 

Educ. Fund v. N.Y. City Police Dep’t, 5 N.Y.S.3d 13, 15 (1st Dep’t. 2015) (applying exemption 

to a “broadly worded request for a trove of NYPD Intelligence Division documents replete with 

sensitive information . . . which could be publicly disseminated and potentially exploited by 

terrorists . . . .”) (internal quotations omitted), leave to appeal denied, 26 N.Y.3d 919, 47 N.E.3d 

                                                
 
6 Respondents’ fourth argument, that disclosure would threaten workers in manholes, is 
additionally speculative because a potential terrorist must also know when and where workers 
will be working.  
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94 (2016); Grabell v. N.Y.C. Police Dep’t, 32 N.Y.S.3d 81, 84 (1st Dep’t 2016) (“Grabell II”) 

(applying exemption to detailed information regarding NYPD counterterrorism procedures); 

Rankin v. Metro. Transit Auth., No. 1011127/10, 2010 WL 3285633 (Sup. Ct. N.Y.  Cty. 

Aug. 10, 2010) (applying exemption to detailed information about MTA subway stations because 

of the “danger posed to the life and safety of riders and NYCTA employees” that was based on 

the “number of terrorist attacks that have targeted transit systems around the world in recent 

years”).  

Asian American Legal Defense and Education Fund and Grabell II both involved 

disclosure of specific information related to counterterrorism practices, while Rankin involved a 

direct threat to subway riders that was backed by numerous examples of previous attacks on 

other transit systems.  The conduit data for underserved neighborhoods involves no such 

connections.  Respondents provide no example of internet infrastructure targeted in a way that 

directly caused damage to an individual’s life or safety.  See Waters Aff. ¶ 37–39 (discussing 

attacks on infrastructure generally); AT&T et al. Mem. 14 (discussing unidentified attacks 

unlinked to any public disclosure).  

 Moreover, respondents again ignore that partial disclosure and careful redaction could 

address the speculative harm they assert.  If respondents had posited a direct threat to life and 

safety, the risk could be addressed through appropriate redaction of data for locations that could 

cause “a large scale disruption of services,” “result in service interruptions at high profile 

targets,” or “disrupt response in emergency situations.” AT&T et al. Mem. 14, 16–17.  

Respondents’ arguments wrongly presume that disclosure is an all-or-nothing exercise.  See 

Grabell I, 47 Misc. 3d at 208.   
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 In short, respondents provide no rational nexus between disclosure of data about the 

location and use of conduit and a direct threat to any person, and their attempt to invoke the life 

and safety exemption is improper.  

C. Respondents Do Not Dispute Either the Extent to Which Infrastructure 
Locational Information Is Already Made Public, or the Immense Public 
Interest in Disclosure of the Data Sought in This Case  
 

As a rule, FOIL exemptions designed to protect information technology have no proper 

application where the information sought is no more detailed or sensitive than information that is 

already public.  See, e.g., Grabell II, 32 N.Y.S.3d at 84 (rejecting argument that disclosure would 

enable terrorism where information sought was largely public already).  Withholding details of 

public information provides scant protection to information technology assets, but deprives the 

public of vital information needed to oversee the actions of government.  As held in Physicians 

Comm. for Responsible Med., where “the same type of information that [the agency] claims must 

be withheld to protect life and safety . . . already are available to the public through a wide array 

of sources," withholding the information runs directly counter to FOIL’s “broad standard of open 

disclosure.” 29 Misc. 3d 1220(A) 1, 4 (N.Y. Sup. Ct. Albany Cty. 2010). 

As demonstrated in Professor Crawford’s Verified Petition and original moving papers, a 

“digital divide” plagues New York City (NYC), keeping its poorest inhabitants from access to 

high-speed Internet.  See Pet Mem. 5; Crawford Aff. ¶¶ 16–18.  Recognizing the problem, NYC 

and many other government agencies already publish significant information regarding the 

whereabouts and availability of active conduit, a fact ignored by respondents that seriously 

undercuts their claims of harm from disclosure of the data at issue.   
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1. Respondents do not deny the tremendous need to address the digital 
divide. 

In 2015, a major study revealed that seventeen percent of Americans—approximately 55 

million people—lack access to advanced broadband.7  The digital divide in New York City is 

even more acute than the problem nationwide.  In 2014, the City Comptroller found that twenty-

seven percent of New York households—approximately 730,000 people—lacked internet access 

in their homes. See Schulz Aff. ¶ 2, Ex. A.  And access to internet resources is largely 

determined by income.  See Bloch-Wehba Aff. ¶ 11, Ex. D, at 3-8.   

As previously explained,  Pet.  Mem. 25, the digital divide has major consequences for 

low-income individuals who lack high-speed internet access.  For example, lack of such access 

has created a “homework gap” between (wealthier) kids who have high-speed access and 

(poorer) kids who have only dial-up access, or no access at all.  Bloch-Wehba Aff. ¶ 12, Ex. E 

(“[S]even in 10 teachers now assign homework that requires web access. Yet one-third of 

kindergartners through 12th graders in the United States, from low-income and rural households, 

are unable to go online from home.”).  This “homework gap” is likely to affect children of color 

much more significantly than white children.  Bloch-Wehba Aff. ¶ 13, Ex. F (“Lower-income 

black and Hispanic households with children trail comparable white households with children by 

about 10 percentage points.”).  

 As also demonstrated earlier, lack of Internet infrastructure harms the City’s overall 

economic competitiveness.  Pet. Mem. 25; see also Bloch-Wehba Aff. ¶ 14, Ex. G.  Dr. Melodie 

Mayberry-Stewart, New York State’s Chief Information Officer, has expressed concern that the 

                                                
 
7  See 2015 Broadband Progress Report, Fed. Commc’ns Comm’n (Feb. 4, 2015), 
https://www.fcc.gov/reports-research/reports/broadband-progress-reports/2015-broadband-
progress-report. 
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State’s “competitiveness is at jeopardy because New York has not developed the technological 

capacity both in terms of universal Internet access and digital literacy levels needed to achieve 

and sustain a strong competitive edge. A robust broadband infrastructure … is essential for New 

York to remain financially competitive on a national and global scale.”8   

 In light of these concerns, many prominent New York politicians have gone on record to 

profess their commitment to bridging the digital divide.  Just last month, New York Senator 

Kirsten Gillibrand stressed, “Reliable, fast internet access should not be a luxury, it’s a necessity 

in the 21st century economy.  Lack of affordable broadband service cuts off families and 

businesses from critical services.”9  Governor Cuomo’s “Broadband for All” Program 

recognizes: “Broadband is as vital a resource as running water and electricity to New York’s 

communities and is absolutely critical to the future of our economy, education, and safety.”10 

2. Many state, federal, and local governments, including New York, publish 
detailed information about their internet infrastructure. 

In order to understand the causes of the digital divide and develop appropriate policy 

responses, researchers need access to information about the internet infrastructure currently in 

place.  And indeed, in the interest of remedying the digital divide, New York City has already 

made public substantial information about the existing high-speed internet infrastructure, 

                                                
 
8  Press Release, N.Y. State Off. of Information Tech., New York State Continues to Progress 
Toward Universal Broadband (Jan. 4, 2009), https://its.ny.gov/press-release/new-york-state-
continues-progress-toward-universal-broadband. 
9  Press Release, N.Y. State, Governor Cuomo, Senator Schumer, Senator Gillibrand, 
Congressman Tonko and Congressman Collins Announce More Than $170 Million Secured to 
Help Expand Broadband Across Upstate NY (Jan. 26, 2017), 
https://www.governor.ny.gov/news/governor-cuomo-senator-schumer-senator-gillibrand-
congressman-tonko-and-congressman-collins.   
10  See Broadband for All, N.Y. State, https://perma.cc/5Y5Q-NXRA (last visited Feb. 19, 2017). 
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including the location of much of the active conduit.  For example, the New York City Economic 

Development Corporation (NYCEDC), “the City’s primary engine for economic development,” 

provides an interactive broadband map displaying in blue exactly which commercial buildings in 

NYC are wired for broadband.  The map collects data from twelve—fairly small—internet 

service providers.11   

The Mayor’s Office of Data Analytics also provides granular data concerning access to 

high-speed internet service in New York City.  One map, generated from publicly available 

datasets, illustrates that, in many census tracts in the South Bronx, few buildings have high-speed 

internet service available.12  Another map, also built on publicly available data, illustrates that in 

Manhattan Community District 8, which is 78% white and where 79.1% of adults have at least a 

bachelor’s degree, nearly 90% of households have broadband internet service; in Bronx 

Community District 1, which is 1.6% white and where 9.7% of adults have a bachelor’s degree, 

more than one-third of households have no broadband service.13   

Many other cities and states across the country publish even more detailed information 

regarding the location of active conduit.  For example, California provides a map of its state that 

                                                
 
11  See Schulz Aff. ¶ 2, Ex. D; Participating Service Internet Providers, NYC Broadband Map, 
https://nycbbmap.com/#/?modal=participating-isps (last visited Feb. 19, 2017).  The twelve 
participating providers are: Zayo; TW Telecom; Rainbow Broadband; Stealth Communications; 
Cogent; Lightower; Metcom Network Services; Optical Communications Group; Transit 
Wireless; Xchange Telecom; Atlantic Metro; and Voxline Networks.  
12  Bloch-Wehba Aff. ¶ 20, Ex. M. 
13  Bloch-Wehba Aff. ¶ 17, Ex. J.   
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shows where conduit exists, who occupies the conduit, and even what type of wires are used.14  

The public interest in the disclosure of such information is widely recognized. 

3. The widespread availability of infrastructure information undercuts 
respondents’ claim of material incremental harm from the limited data 
disclosure sought in this case. 

The current availability of internet infrastructure information substantially undercuts 

respondents’ arguments that the requested data must be withheld.  That the city already publishes 

the exact location of active conduit belonging to twelve small broadband providers further 

illustrates the superficial quality of respondents’ security concerns for the limited data requested.   

The City has already made public scads of information concerning the digital divide and 

the communications infrastructure.  See supra Section I.C.2.  Mayor de Blasio has declared, 

“Ensuring that all New Yorkers have affordable, high-speed Internet access is a top priority for 

this administration and a key strategy in our agenda to fight inequality.”15  The City’s disclosure 

of economically important locational information in other contexts further demonstrates that the 

IT and life/safety exemptions cannot justify withholding the conduit information for underserved 

neighborhoods sought in this case.  

                                                
 
14  See California Broadband Availability (last visited Feb. 22, 2017), 
http://www.broadbandmap.ca.gov/; see also Broadband Map, supra note 5 (displaying a similar 
map for New Jersey). 
15 Press Release, N.Y.C., De Blasio Administration Escalates Efforts to Close Digital Divide and 
Drive Down Cost of Internet for New Yorkers (Apr. 9, 2015), http://www1.nyc.gov/office-of-the-
mayor/news/226-15/de-blasio-administration-escalates-efforts-close-digital-divide-drive-down-
cost-internet.   
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II. THE TRADE SECRET EXEMPTION HAS NO PROPER APPLICATION TO 
THE LOCATION OF ECS’S CONDUIT  

 
Respondents are equally misdirected in claiming that the so-called “trade secret” 

exemption in FOIL allows DoITT to withhold information about the location of the underground 

conduit that it regulates—conduit that is built, maintained, and offered for rent by ECS under a 

monopoly franchise from the City.  See Schultz Aff. ¶ 2, Ex. C.  The exemption permits 

withholding only of (1) bona fide trade secrets or (2) other confidential information “submitted 

to an agency by a commercial enterprise or derived from information obtained from a 

commercial enterprise and which if disclosed would cause substantial injury to the competitive 

position of the subject enterprise.”  N.Y. Pub. Off. Law § 87(2)(d); accord In re Verizon N.Y. 

Inc. v. N.Y. State Pub. Serv. Comm’n, 23 N.Y.S.3d 446 (3d Dep’t 2016).  The location of conduit 

regulated by DoITT is neither.   

A. Conduit Location Information Is Not a “Trade Secret” 

ECS makes no claim that the locations of its conduit constitute a trade secret,16 but the 

intervening service providers contend that information about the location of the specific ECS 

conduit they rent would reveal their trade secrets—namely, the location of their network 

infrastructure.  AT&T et al. Mem. 15.  This argument is unavailing. 

                                                
 
16  The conduit location could not be considered an ECS trade secret in any event, as intervenors’ 
own authority confirms.  Verizon N.Y., Inc. v. Mills, 875 N.Y.S.2d 572, 575 (2d Dep’t 2009), 
applied the trade-secret exemption to customer information because the information requested 
was “not merely a breakdown of where its customers were located but, rather, contained a trove 
of information compiled by Verizon that would allow Cablevision to target Verizon’s actual and 
potential customers with respect to various services.”  Here, in stark contrast, the conduit 
information at issue does not reveal the locations of any specific customers of the intervenors, 
but only the streets on which they currently have cable.   
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ECS’s conduit is underground.  Unlike the location of any other commercial facility, such 

as bank, a store, or any other place of business, the location of ECS conduit cannot easily be 

determined.  But this opacity does not automatically confer trade secret status on any information 

pertaining to renting conduit from ECS.  Information can be considered a trade secret only if it 

both provides “an opportunity to obtain an advantage over competitors who do not know or use 

it,” In re N.Y. Tel. Co. v. Pub. Serv. Comm’n, 56 N.Y.2d 213, 219 n.3 (1982), and the 

information “is truly secret.” Marietta Corp.. v. Fairhurst, 301 A.D.2d 734, 738 (3d Dep’t 2003).  

The location and use of ECS conduit fits neither criteria. 

Intervenors’ claim of a trade secret fails at the outset because the location of their cables 

in ECS conduit is not truly secret.  To be a trade secret, it is essential that the information be 

strictly safeguarded.  In particular, the information must not be known or readily discoverable by 

your competitors.  See, e.g., Ashland Mgt. v. Janien, 82 N.Y.2d 395, 407 (1993) (quoting 

Restatement (First) of Torts § 757 cmt. b) (underscoring that “the extent to which the 

information is known outside of the business” is key to establishing whether information is 

secret).   

In this case, however, competitors in the market can readily discern which companies 

have cable in what neighborhoods and how much.  Every time a company sends someone to 

work in a manhole, to repair or install its own cable, the cable of all other entities in that manhole 

is exposed and can be readily identified.  It is a simple task to view “what fiber is ‘tagged’ and 

identified in each duct.” Stradford Aff. ¶ 8.  The primary people from whom network cable 

information would need to be strictly concealed to obtain trade secret protection are the very 

people who can most readily discern the information if they choose.   
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The locational information can also be monitored and collected by others.  As noted 

above, much of this can be established from the broadband data compiled and released by the 

Mayor’s Office of Data Analytics.17  The City’s Department of Transportation also publishes an 

interactive map showing the work permits it grants to companies to operate in manholes across 

the city, and for opening up streets to install various piping.18  This map allows anyone to search 

by permittee or by permit type, including “major installations—telephone” or “conduit 

construction and franchise.”  Thus, with just a few clicks anyone can readily ascertain the 

location of all active street permits held at any time by any of the intervenors.  It requires little 

effort to ascertain exactly where these companies are working and what they are doing.  For this 

reason, alone, the locational information in the requested data is not a trade secret.  See Marietta 

Corp., 301 A.D.2d at 738 (information known outside the business cannot be a trade secret). 

Ignoring this reality, intervenors unpersuasively argue that if their competitors obtained 

their locational information, they could “exploit those areas where AT&T has not built out its 

network.”  AT&T Mem. at 17.  The New York Court of Appeals has previously rejected a 

similar argument as insufficient to establish trade secret status.  In In re Markowitz, insurance 

companies opposed disclosure of reports filed with the state insurance department, arguing that 

the reports would reveal zip codes where relatively few policies are issued, which would allow 

competitors to use this information to exploit weak spots in the companies’ deployment of 

resources.  11 N.Y.3d at 49.  The court found that these concerns did not satisfy the companies’ 

burden of presenting “specific, persuasive evidence that disclosure will cause . . . a competitive 
                                                
 
17 The Mayor’s Office of Data Analytics provides granular data regarding availability of high-
speed internet access. See Bloch-Wehba Aff. ¶ 20, Ex. M. 
18 See NYCStreets Permit Management System, N.Y.C. Dep’t Transp., 
https://nycstreets.net/Public/Permit/Search (last visited Mar. 1, 2017).   
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injury.” Id. at 51.  Companies could not “merely rest on a speculative conclusion that disclosure 

might potentially cause harm.”  Id.  So also here, the claimed harm of potential new entrants 

exploiting gaps in network capacity rests entirely on a “speculative conclusion” of potential 

harm. A fortiori, this speculation is inadequate here, where the supposedly harmful information is 

already easily accessible to competitors. 

The conduit location data at issue is not a “trade secret,” as a matter of law.  

B. Conduit Location Information Sought from DoITT Was Obtained from 
ECS, and Disclosing It Would Not Cause “Substantial Injury” to ECS’s 
Competitive Position  

  
The conduit location information maintained by DoITT equally falls outside the second 

prong of the FOIL exemption, which permits the withholding of records “submitted to an agency 

by a commercial enterprise or derived from information obtained from a commercial enterprise 

and which if disclosed would cause substantial injury to the competitive position of the subject 

enterprise.”  N.Y. Pub. Off. Law § 87(2)(d).  Here the information at issue was “submitted” by 

ECS, is “derived” solely from ECS’s records, and its disclosure will not cause any “substantial 

injury” to ECS’s competitive position.  ECS has a monopoly; disclosure can cause it no 

competitive harm at all. 

Intervenors contend that this prong permits the data to be withheld because the 

information in DoITT’s database was “derived from” their information, but this is not so.  ECS 

builds, maintains and leases the conduit; its records concerning those activities are ECS records 

of its own business activity.  The conduit location data at issue is entirely ECS information—

recorded by ECS, tracking ECS rentals to ECS customers.   

Intervenors’ position is tantamount to the claim that when a landlord leases an apartment 

to a tenant, the landlord’s records of account for rent payments are “derived from” the tenant.  
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There is no serious question that ECS’s database of its rentals to its tenants is ECS data and is 

not “derived from” the other intervenors.  Indeed, the Second Circuit rejected the very argument 

advanced by intervenors in refusing to apply the parallel exemption for confidential business 

information contained in the federal Freedom of Information Act to documents showing what 

loans the Federal Reserve made to member banks of the federal reserve system.  Bloomberg, L.P. 

v. Bd. of Governors, 601 F.3d 143, 148 (2d Cir. 2010).   The court squarely rejected the 

argument that the Federal Reserve’s records tracking the loans made to specific commercial 

banks and the interest rates charged were derived from the loan applications submitted by the 

commercial banks and could thus be withheld as revealing confidential information about the 

business of those banks.  Id. at 149.  The appeals court ordered the information to be disclosed: 

“The fact that information about an individual can sometimes be inferred from information 

generated within an agency does not mean that such information was obtained from that person 

within the meaning of FOIA.”  Id.  The identical reasoning applies here.  The conduit data at 

issue is generated by ECS about its business and for its own purposes.  That the data might 

reveal “information about” ECS customers does not mean the data “was obtained” from them.  

Moreover, whatever the source of the data at issue, its release would not cause the type of 

“substantial competitive harm” that the FOIL exemption seeks to avoid.  As explained in Encore 

College Bookstores, Inc. v. Auxiliary Service Cmp., 87 N.Y.2d 410, 420 (1995), whether 

substantial competitive harm exists “turns on the commercial value of the requested information 

to competitors and the cost of acquiring it through other means.”  Courts determine information’s 

commercial value by balancing the value of disclosure and “the resultant damage to the 

submitting enterprise.”  Id.  Because petitioner has limited her request to data concerning 

underserved areas, any potential competitive damage to intervenors is limited.  By contrast, in 
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Encore College Bookstores, Barnes & Noble was asked by a direct competitor to hand over a full 

textbook list it gathered.  Id. at 415.  The requested records presented an all-or-nothing choice.  

The circumstances here are quite different. 

Nor is the potential impact of disclosure on ECS’ customers the type of harm that 

warrants protection under FOIL.  To the contrary, disclosure of the data—not its withholding—

would serve the exemption’s purpose.  The purpose of this FOIL exemption is to foster “the 

state’s economic development efforts to attract business to New York.”  In re Verizon N.Y., Inc. 

v. Bradbury, 40 A.D.3d 1113, 1115 (N.Y. App. Div. 2007).  Lack of competition hampers the 

development of New York City’s high-speed internet infrastructure, cutting the city off from 

newcomers to the industry and harming the city and its residents as a result.  Conduit location 

information could help stimulate competition in underserved areas and could bring new 

businesses to the city. Withholding that information as a protectable trade secret or confidential 

business information only benefits the anti-competitive status quo—contravening the 

exemption’s policy aims. 

Airlines, for instance, might not want competitors or consumers to know how much fees 

and other charges ultimately raise the base fare, but they are required to disclose this information 

by advertising their fares transparently.  See Spirit Airlines, Inc. v. U.S. Dep’t of Transp., 687 

F.3d 403, 408 (D.C. Cir. 2012) (rebuffing a challenge to a 2011 Department of Transportation 

rule requiring the most prominently advertised airfare to include the full cost of the tick, 

including government taxes, mandatory fees, and optional surcharges).  Such disclosures make 

the market competitive, lowers prices, and aids consumers. 

Similarly, locational information about where the cable rented by embedded internet 

access providers is located is so important to fostering competition among service providers that 
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Congress charged the FCC and National Telecommunications Information Administration to 

develop a National Broadband Map identifying what internet access providers operate in every 

part of the country, at the census tract level.  See The American Recovery and Reinvestment Act, 

47 U.S.C. § 1305(l)-(5) (2012) (noting that one of the express purposes of this effort was to 

“provide access to broadband service to consumers residing in unserved areas of the United 

States” and “stimulate the demand for broadband, economic growth, and job creation.”).19  This 

purpose matches exactly the purposes of the petitioner’s work and the trade-secrets exemption.  

Disclosing this information would thus fulfill all three. 

Far from causing harm to intervenors, disclosing the locations at which ECS has leased 

conduit—or vacant conduit—in underserved areas would stimulate economic growth and 

redound to the benefit of New York City residents. 

III. THIS COURT ALREADY CORRECTLY REJECTED THE ARGUMENT THAT 
THIS CASE IS PRECLUDED BY RES JUDICATA  

Curiously, respondents attempt to resurrect their claims that this action is barred by res 

judicata and the statute of limitations. See ECS Mem. 12; AT&T et al. Mem. 7 n.2. This 

argument is spurious. This Court previous held that while “[a] subsequent FOIL request for the 

maps is barred under both res judicata and the statute of limitations . . . a subsequent request for 

other documents providing the information, the discoverability of which the Crawford I court did 

not address, is not.” Interim Decision and Order at 17–18; see also id. at 14–15 (“To the extent 

that Crawford I binds the Court here, therefore, the governing principle is that there may be 

‘other responsive documents, even if not in a precise map form, which provide petitioners with 

                                                
 
19 See also National Broadmand Map, Fed. Commc’n Comm’n (June 30, 2014), 
https://www.broadbandmap.gov/. 
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non-sensitive and non-exempt general information . . . to ensure that all New York residents have 

equal access to high speed Internet connections in a non-discriminatory manner.’”). It is 

axiomatic at this point in the litigation that this data is fundamentally different than the maps at 

issue in Crawford I. Even assuming that respondents are not precluded from lodging their claims 

regarding the statute of limitations and res judicata themselves, this brief has already addressed 

in detail the significant differences between the documents at issue here and the maps in 

Crawford I.  See, supra, Section I.B.1.  Accordingly, these arguments should be rejected.  

Respondents all rely heavily on Crawford I to defend their near-total rejection of 

petitioner’s request. Specifically, they assert that “Crawford I is directly on point” because a map 

can be derived from an unredacted database to create essentially identical documents to those 

withheld in the previous case. DoITT Mem. 12–13; AT&T et al. Mem. 6–7; ECS Mem. 9. 

However, the information at issue here is distinct from the map sought in Crawford I. The 

Crawford I court withheld the maps because their disclosure would “enable an attacker to focus 

an attack on the entry and exit of data and communications to critical buildings.” Crawford v. 

N.Y.C. Dep’t of Info. Tech. & Telecomms., 43 Misc. 3d 735, 741 (Sup. Ct. N.Y. Cty. 2014) 

(emphasis added). As noted in petitioner’s first brief, the discrete data points at issue here 

identify conduit flowing through specific manholes only and not the pathways to high risk 

targets, which was the primary concern in Crawford I. In reality, the data requested reveals 

nothing once it leaves the discrete underserved neighborhoods that are the subject of petitioner’s 

request.  This Court has already rejected this specious conflation of this matter with the prior 

case and should do so once again. 
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IV. PETITIONER WILL BE ENTITLED TO RECOVER FEES AND COSTS IF SHE 
SUBSTANTIALLY PREVAILS. 

Petitioner in this case may recover attorneys’ fees if, at the conclusion of the proceeding, 

the Court finds that she has “substantially prevailed” in the proceeding. N.Y. Pub. Off. Law § 

89(4)(c). A FOIL petitioner has substantially prevailed as a matter of law where “(i) the agency 

had no reasonable basis for denying access; or (ii) the agency failed to respond to a request or 

appeal within the statutory time.”  Id.  Petitioner in this case does not contend that Respondent 

has failed to respond to their request; however, this Court could find that "the agency had no 

reasonable basis for denying access" if it is persuaded that the requested documents do not fall 

within the scope of the statutory exemptions that Respondent has invoked and that Respondent 

has not fulfilled its duty to release segregable portions of the requested records.  Id.; see also 

N.Y. State Defenders Ass’n v. N.Y. State Police, 927 N.Y.S.2d 423, 426 (3d Dep’t 2011) (finding 

that respondents lacked a reasonable basis for denying access where the agency issued a blanket 

denial and “failed to articulate any persuasive reason why the records could not have been 

redacted and the portions that were not exempt from disclosure turned over”).  

Because an award of attorneys’ fees is within the discretion of the court at the conclusion 

of litigation, Respondents have raised this issue prematurely.  See DoITT Mem. 18.  “Only after 

a court finds that the statutory prerequisites [for an award of attorneys’ fees] have been satisfied 

may it exercise its discretion to award or decline attorneys’ fees.”  Beechwood Restorative Care 

Ctr. v. Signor, 5 N.Y.3d 435, 441 (2005).  Petitioners reserve the right to request an award of 

attorneys’ fees if she "substantially prevails" at the conclusion of the current proceeding, as she 

should. 
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