Filelocker-Yale’s Secure File Transfer Service

If you need to transfer large files, or large quantities of files, which would normally exceed the email
attachment limit of 20MB, Yale’s Filelocker transfer service can help. It is safe and secure for 3 lock
and clinical data, and can be used to share files with anyone, both internally or externally of Yale.

You can also use Filelocker to request files from anyone, both internally and externally of Yale.
Yale personnel wanting to transfer files greater than 2GB in size may need to increase their quota.

Before we get started, it is important to note that this service can only upload or download a single file
at a time. If you wish to transfer multiple files and/or folders, we recommend that you first compile
them into an archive, such as a zip file. Instructions on how to compile a zip archive in Windows and
Mac OS are at the end of these instructions.

To access Filelocker go to https:/files.yale.edu
and login with your Yale netid and password.

Uploading to Filelocker Yale sccure i Teansfer

My Files
Select Upload. yro— | e .Y

Filelocker » 2 e

[P S—)

Select Upload a file, then select the files you want to
upload. You can set an expiration date here for your '
files. The default expiration date is 1 month.

Mot D=

................

Yale Secure File Transfe

My Files

Filelocker will first scan the files for integrity, and
then display them in the Uploaded Files area.

Select Share This File, when you are ready.
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Filelocker-Yale’s Secure File Transfer Service

Sharing Files Outside of Yale Using Your @yale.edu Email

To share files with others outside of Yale using your | zsuwarie x
@yale.edu email address, select the Public tab.

Enter an email address, or multiple email addresses
separated by commas, and include an optional
message if you like.

his share:

Message ta send with the notificatian:

The default settings as shown here will allow the e 2 e o et
files to be downloaded once only, at which time the o opan

link will expire. You can also set an expiration date oot
here for your link if you choose. The default
expiration date is 1 month.

If you want to allow multiple downloads then check the appropriate box to allow that. This option
requires the application of a password. This also means that anyone with the link and the password
can download the files until you either remove the files, or until the link expires.

You can also choose to create a password for added security.
If security is a consideration, passwords should be sent separately, and not be included in the original
message that contains the link.

Keith Watzl shared a file with you on Filelocker

This is how the message should appear to the _
reci pient ° y?.9-l:.c-.(.|rp-hIe-han:tprnﬁ-r‘-nrpnly.yalp edu

Keith Watzl =
Keith Watzl (kw332) has shared the following files with you on Filelocker:
Archive 1.7ip

Keith Walzl also attached this personal message:
Here are the requested

To download this file, wse the link below:

https://filesyale edu/public_download?shareld=edbbee?66a0bcb092bab90a6f561cb 56

Deleting Your Files from Filelocker

| . Yale scoue site Transte
You can remove your files from Filelocker at any :
time by checking the box next to a file and selecting My_Fj‘_E . ===
Delete This File. This will expire any links that have v
been sent relating to your files. D o
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Filelocker-Yale’s Secure File Transfer Service

Sharing Files Using Your YLSCLINICS or Non-Yale Email

To share files with others outside of Yale using your
@ylIsclinics.org, or non-Yale email address, select the Public [ D

tab, but leave the email address and message fields blank. s S
Now when you click on Share, a link will be created that can
be copied into any email message.

The default settings as shown here will allow the files to be e
downloaded once only, at which time the link will expire. You m‘ '
can also set an expiration date here for your link if you -
choose. The default expiration date is 1 month.

If you want to allow multiple downloads then check the

appropriate box to allow that. This option requires the application of a password. This also means that
anyone with the link and the password can download the files until you either remove the files, or until
the link expires.

If you are sending sensitive clinical data then we require that you create a password for added
security. Passwords should be sent separately, and not be included in the original message that

contains the link. —
Yﬂle Secure File Transter Sy

To retrieve the URL that was created in the previous My et

step, click on the link that has now appeared beside s = *

Public Share.

o Manage Public Shares x

Click on the Copy link to display the URL in a
format that can easily be copied and pasted into . D p— "
an email message.

files.yale.edu says

Ie & | Copy to dipboard: Ctrl+C, Enter
!a Secure | e T

My Files

¢ Upload & Manage Groups X Delete

Uploaded Files

331 kB 04/25/2078

~) Public Shares: are
L | Notify Me on Download:
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Filelocker-Yale’s Secure File Transfer Service

Sharing Files Inside of Yale

4 Share a File

To share the file with another Yale user, enter their & wpin X Unshare Qm,u,.s;,.n
name or netid, then select Share. e

The files will now be available to them when they oo =

login to https://files.yale.edu. If you want them to A it & smare

receive and email notification then check the
appropriate box.

Requesting files from others outside of Yale

Login to Filelocker https:/files.yale.edu Yale scoure File Transte = = 85
with your Yale netid and password. My Files

Select Request Upload. Wl e Y
Enter an email address and an optional message,  Request Upload to Filelocker

and then select Create Request. The recipient will o

receive an email with a link they can use to upload M:lg,.-m: '

fiIeS to you . Send request to email:

keith.watzl@ylsclinics.org
Add message to email:
Please use this link to send the files that I
requested.
You have 944 characters remaining.
Other options:
Allow muitiple file uploads for this request (requires password)?
CC me with notification?
| Force a virus scan for uploaded files?
| E-Mail me when files are uploaded?

Password protect this upload request?

| Create Request

General information on Yale Filelocker can be found here:
https://its.yale.edu/services/communication-and-collaboration/document-sharing-and-team-
sites/secure-file-transfer-facility
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Filelocker-Yale’s Secure File Transfer Service

Compiling a Zip Archive in Windows

Assemble the files and folders you wish to
compile into one location, then select them.
Right click on the groups of items, then Send to
and Compressed (zipped) folder.

5 Fle Ldses
T Flezps

An archive will be created, which you can also
name appropriately, if you wish.

s

Mame Date modified
Folder 1 3/20/2018 %53 4
Folder 2 3/20/20189:54 £

@ File 1.docx 8/18/2017 &:53 4

'E] File 2.pdf 1/31/2018 10:02

Archive 1.zip 3/20/2018 9:55 4

Ver. 4/3/2018

Compiling a Zip Archive in Mac OS
Assemble the files and folders you wish to

compile into one location, then select them.
Using a secondary click, Compress the items.

New Folder with Selection (4 Items)

Open
Open With

Move to Trash

Get Info

Rename 4 ltems...
Compress 4 ltems
Duplicate

Make Alias

Quick Look 4 Items
Share

Copy 4 Items

Claan | In Qalantinn

An archive will be created, which you can also
name appropriately, if you wish.

DOCX -

File 1 Folder 1

-

File 2

Archive.zip
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